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This introduction is intended for people trying to get their system configured without
spending a lot of time learning the intricacies of iptables. iptables define a set of rules
that tell the kernel how to handle network traffic; what things should be allowed to go in
or out of the system and for more advanced uses, what changes should be made to a
packet as it passes through (NAT filtering). This means that you can specify that traffic for
certain ports should be allowed or denied, or that traffic from or to certain hosts should be
allowed or denied.
For example, you could allow no telnet traffic, or you could allow telnet traffic only from
hosts in your local domain. You could deny any attempt by a user to connect using ssh to
your mail server, but you could still allow the mail traffic to follow the same path. This is a
very powerful capability when you need to protect your system and users.
The first thing you need to do is find out the commands and file system locations of the
pertinent information.

0 iptables is the command that you use to make dynamic changes to your iptables.

0 iptables-save saves the current iptables to a file.

0 iptables-restore restores the current iptables from a file.

0 /etc/sysconfig/iptables is the normal storage location for the system’s iptables con-
figuration.

0 ipfwadm is a common tool for performing iptable configuration.

If you want to see what your current iptables are, enter the following command:

iptables -L

What you see is something like this:



1�2436587:98;=<?>6@BADCFE6GH5JI�KML61=1ON=<J@ P
Q 3OR=S6T Q C6RHE Q EUC QWV EUX6R4IUT Y=T V8Q 587Z3 Q 5OEU7
L=1=1ON=<=@ Q I8C [=[ \�]J^`_DaJbc_d\8a6e�_Db6fJe4\ 3�76KJgJ2FT?R6T Q I8ChYUC Qji 58CJClkHGJ3?S VmionUp ;`qsr n @cqDL61OtFf nUp ;
L=1=1ON=<=@ Q I8C [=[ \�]J^`_DaJbc_d\8a6e�_Db6fJe4\ 3�76KJgJ2FT?R6T Q I8ChYUC Qji 2 QJQ CukHG=3OS VvionOp ;cqwr n @`qoL=1OtZf nOp ;
L=1=1ON=<=@ Q I8C [=[ \�]J^`_DaJbc_d\8a6e�_Db6fJe4\ 3�76KJgJ2FT?R6T Q I8ChYUC Qji+V=V 2lkHGJ3?S VmionUp ;`qsr n @cqDL61OtFf nUp ;
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L=1=1ON=<=@ Q I8C [=[ \�]J^`_DaJbc_d\8a6e�_Db6fJe4\ 3�76KJgJ2FT?R6T Q I8ChYUC Qji 7ZT Q?x 5OE V [ VJV 7MkHGJ3?S VvionUp ;cqwr n @cqoL=1OtFf n
L=1=1ON=<=@ Q I8C [=[ \�]J^`_DaJbc_d\8a6e�_Db6fJe4\ 3�76KJgJ2FT?R6T V�Q 3 Q Tyr=N=z=LJ@=N?{jqsN n @=LJ|Jz}9 n�~ N?{
L=1=1ON=<=@ XHYOC [=[ \�]J^`_DaJbc_d\8a6e�_Db6fJe4\ 3�76KJgJ2FT?R6T V�Q 3 Q Tyr=N=z=LJ@=N?{jqsN n @=LJ|Jz}9 n�~ N?{
L=1=1ON=<=@ Q I8C [=[ \�]J^`_DaJbc_d\8a6e�_Db6fJe4\ 3�76KJgJ2FT?R6T Q I8ChYUC Qji 7Fk V
L=1=1ON=<=@ XHYOC [=[ \�]J^`_DaJbc_d\8a6e�_Db6fJe4\ 3�76KJgJ2FT?R6T XFYOChYUC Qji 7Fk V
L=1=1ON=<=@ XHYOC [=[ \�]J^`_DaJbc_d\8a6e�_Db6fJe4\ 3�76KJgJ2FT?R6T XFYOChYUC Qji+V XJ7HROC I

3JG=G [=[ 3�7HK?gJ2FT?RHT 3�76KJgJ2FT?R6T
r ~ [UzHEO�J�}5 Q [Jb=[=]?b6[F98;=<O>H@ 3JG=G [=[ 3�7HK?gJ2FT?RHT 3�76KJg?2ZT?R6T

1�2436587��H�Ur=�6L?rJ{BADCFE6GH5JI�KuL=1=1ON=<=@}P
Q 3OR=S6T Q C6RHE Q EUC QWV EUX6R4IUT Y6T V�Q 5�743 Q 5OE�7
r ~ [UzHEO�J�}5 Q [Jb=[=]?b6[F98;=<O>H@ 3JG=G [=[ 3�7HK?gJ2FT?RHT 3�76KJg?2ZT?R6T
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1�2436587ur ~ [Oz6EO�J�}5 Q [Jb=[=]Jb=[F98;=<?>6@)A�eMRHT?k6TORHTU7}IOT V P
Q 3OR=S6T Q C6RHE Q EUC QWV EUX6R4IUT Y6T V�Q 5�743 Q 5OE�7
L=1=1ON=<=@ XHYOC [=[ YO7 V \�_�� V X�_��4EU7 Q 3�7Z3`_DT?YOX 3�7HK?gJ2FT?RHT XHYOC V C Q�i Y6E8� 3H5�7�YUC Q}Vvi \8b6e=] iD� ]=]J^=]
L=1=1ON=<=@ XHYOC [=[ IOE=T V RJ��_�IUE=T`_��}E�7 Q 3�743�_DT?YOX 3�7HK?gJ2ZTORHT XHYOC V C Q�i Y6E8� 3H5�7�YUC Q}Vvi \8b6e=] iD� ]=]J^=]
r=N4��NH1?@ Q I8C [=[ 3�7HK?gJ2FT?RHT 3�76KJg?2ZT?R6T Q I8ChYUC Q}Vvi b i \�b=eJ^�kHGJ3?S VvionUp ;cqwr n @cqoL=1OtFf n
r=N4��NH1?@ XHYOC [=[ 3�7HK?gJ2FT?RHT 3�76KJg?2ZT?R6T XHYOChYUC Q}Vvi b i \�b=eJ^
RHTJ�=TFI Q [�g}5 Q 2�5JI��HCZ[�CFE
r=N4��NH1?@ Q I8C [=[ 3�7HK?gJ2FT?RHT 3�76KJg?2ZT?R6T Q I8ChYUC Q}Vvis� \=\ is� bJb=a�kHG=3OS VvionOp ;cqwr n @`qoL=1Ot
r=N4��NH1?@ Q I8C [=[ 3�7HK?gJ2FT?RHT 3�76KJg?2ZT?R6T Q I8ChYUC Q�iw� k V kHGJ3?S VmionUp ;`qsr n @cqDL61OtFf nUp ;
R
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The file is divided into four chains, each of which has a set of rules. In this case the chains
are: INPUT, FORWARD, OUTPUT, RH-Lokkit-0-50-INPUT. The first three are standard
iptables chains while the last is a user defined chain that is referenced as the last rule in
the INPUT chain. So what you see under the last chain are actually INPUT chain rules.
For an introduction, all you need to worry about is the input chain (thankfully).
The INPUT chain contains rules that define what network traffic will be allowed or denied
to enter the system. Each rule has the following structure:

ACCEPT any packet meeting these specs will be allowed
in. Other possibile actions are REJECT and
DROP.

protocol what protocols; e.g. tcp, udp, all
options could be a variety of things
source IP the IP address of the sender
destination IP the IP address of the receiver
destination the protocol, port number and state flags



Some of this seems a little strange. For example, the destination IP address is always the
current system, right? No, if you have a system acting as a router the destination could
be some other system.
To understand what this means, look at the second rule. It says that any input packet
that comes from the local network and is destined for port http (the web server) should be
accepted. It is actually a little more complicated than that because the flags specify that
only TCP packets that are SYN, RST or ACK/SYN are to be accepted. These are packets
that are used to open a connection. The other packets are accepted by a later rule that
accepts any packet that has a state of RELATED, ESTABLISHED. So once a connection
is allowed to be open, following packets for that connection will be allowed.
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So how do you delete or add rules? You should remember that the iptables are a dynamic
part of the kernel, so when you make a change, it is immediately inserted into the tables
being used. Rules are added like this, where packets for sshd are allowed:

iptables -A INPUT -p tcp –dport 22 –syn -j ACCEPT

This produces the third rule in the list above.
Of some importance is your understanding of how these rules are processed. The order
you see when you type iptables -L is the order in which the rules are processed. If a rule
matches, the action is taken, so if the rule says ACCEPT, REJECT, DROP or something
else, that happens and the packet processing is finished. If it doesn’t match, the next rule
is applied and so on. If you want to get rid of everything, you can use a rule like this:

iptables -A INPUT -s anywhere -d anywhere -j REJECT

Once a packet is matched by any rule it is accepted, or denied and no further processing
is done, so the rules should be organized so that packets are denied first and if they
survive, they might be accepted. Also, ACCEPT’s should be order from the specific to the
general.
An example of some rules and their meaning are:

iptables -I INPUT -p tcp -s 153.90.199.0/21 -d any –dport ssh -j ACCEPT
allow ssh requests from hosts in the local network, as defined by the first 21 bits of the IP address.

iptables -I INPUT -p tcp -s 192.168.2.5 -d any –dport ssh -j ACCEPT
allow ssh requests from 192.168.2.5. This allows requests from a host that does not meet the first rule.

iptables -I INPUT -p tcp -s any -d any –dport 1450:1500 -j ACCEPT
allow packets to ports 1450 to 1500 from any host. This is normally not a good idea.

iptables -I INPUT -p any -s 192.168.2.5 -d any –dport 109:110 -j DENY
don’t allow packets from this host for the POP services.

After setting up your iptables the way you want them, you should save them so that they
can be restored when you reboot. Remember that this doesn’t happen automagically. To
do this,



iptables-save ¿ /etc/sysconfig/iptables

You can save the tables anywhere, but the path shown above is the default and that is
where they are loaded from during booting.
Another way to approach iptables changes is to edit the iptables file and then restore the
tables. You can create the rules that you like, following the format in the file, and then
activate the changes with. For example, the rule below in the iptables file allows limited
access to the sshd port:

-A INPUT -p tcp -m tcp -s 153.90.192.0/21 –dport 22 –syn -j ACCEPT

and the rule is made current with:

iptables-restore ¡ /etc/sysconfig/iptables
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One of the things that you can do in the iptables is log all requests so that you can identify
potential attackers. The following rules log all requests.
Logging requires that you specify the qualities of the packets to be logged and their log
level. For example,

# Turn on logging for foreign addresses
# -A INPUT -p tcp -s ! 153.90.192.0/21 -j LOG –log-level warning
# -A INPUT -p udp -s ! 153.90.192.0/21 -j LOG

iptables logging is a kernel message, so you can look in /etc/syslog.conf to see where the
messages go. The default is probably to /var/log/messages which is not a great place, but
OK temporarily.
You might also want to allow all traffic from the local system.

# Accept all local traffic
-A INPUT -i lo -j ACCEPT

Or deny all traffic that hasn’t been accepted.

# Deny everything that gets here
-A INPUT -s 0.0.0.0 -d 0.0.0.0 -j REJECT
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For a system just getting started, here is a basic iptables file that works well, allowing
traffic only from the localhost and for ssh from the local domain.
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