The Swiss army knife of security tools

BurpSuite




Glancing Blow

Burp Intruder Repeater Window Help
jTarget I Prosy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Options TAIer‘cs 1
_[ Site map T Scope W
| Filter: Hiding not found items; hiding CSS, image and general binary content; hiding 4xx responses; hiding empty folders ‘ EJ
0 TTEEF =T Er=TeT Ty AT T eI T e T T A h d h N |
» http — | |Hest ¥ | Method | URL Para_ms Status |Length |MIME type |Title | Comment
» 8 h in ku.¢ https:fwww. : : : arpi.., -
» B Ritpe i casal dia.com https:ffwww. i i )20
* http httpshwww. o i - 804 =
(XA | Sts.pinim https:iwww, ‘ .
8 Rl tatic.ak facehook.com https:jwww.
» B hltps:yis.ad https i fwww. [ i imei
» B hitps:is0.staging asset httpsffwww. 1
» B hitpsis2.amazes : https i/ fwwnw. _ L sount...
» httpllisafebrowsing.clients.google.com https:jwww. (g yar F.Cor E 1z T lount...
* B Hjtps./sb-ssl.google coin httpsfwww. Coogmg g e oo S o S S— P :, =
» & h 'secure.adn m <X ' ' : - J Te|
- Elhh.,. ure --..I: j.. t M
. EI Hltps:i/searment-pixel inviteradiz can j Reguest T Response ]
g E‘ h ' Raw | Params | Headers T Hex ]
B rvices.addons.mozill
» http Name | value
> h GET [ HTTP/1.1
» A h ssl.googl iytics.com Host gt
" El h User-Agent Mozillaf/5.0 (X11; Linux x86_64; n:26.0) Gecko/20100101 Firefox/26.0
» & v Accept text/html.applicationfxhtml4+xml,applicationfxml;q=0.9,%M#*,0=0.8
> http Accept-Language en-Us.en;g=0.5
» B Hitps:istaging yammerusercontent com Accept-Encoding gzip, deflate
» http, ciebmamsrssrnnoon DT 1




The Tab Functionality
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Proxy — Where It Starts

« A proxy is a piece of software (it could be hardware)
« It sits between one thing and another and behaves as the middleman

« Example
— You are at your browser communicating with a web app
— You decide you want a proxy sitting between your browser and the app

— S0, you start a proxy server running and then you tell your browser to send
requests to the proxy

— The proxy receives requests from the browser and forwards them to the web

app
— When responses come back, the proxy routes them to you




Proxy — Where It Starts
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Proxy — Why Would You Do This?

« Because the proxy provides a service you want

— Encryption of traffic

— Anti-virus scanning AR, O
— Keeping track of sites visited )

— Stopping you from reaching some sites

&

— Giving you control over what goes on
— Allowing you to see what is going on in the exchange
— Providing services to make your job easier

« The proxy can make your life much simpler




Getting Burp Suite

* There are two versions
— Professional, about $300/year
— Not so professional, free, and missing some cool stuff

« Download it from http://portswigger.net
« It's Java App, so you just download the jar file

 Put it somewhere convenient
— /home/opt/BurpSuite or C:/opt/BurpSuite or whatever

« To start it, use
— java -Xmx1024m —jar <path to the jar file>
— The amount of memory can be lower or larger, but 256m is about the min



http://portswigger.net/

How to Proxy with Burp

« Start up Burp Suite

Burp Suite Professional v1.5.21 - licensed to Security Innovation [10 user license]
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How to Proxy with Burp

* Proxy -> Intercept

Burp Suite Free Edition w1.5

EBurp Intruder Repeater Window Help
il‘mey Spider Scanne‘. IntruderT RepeaterT Sequencer T Decoder TE

jl 'ercept T History T Options ] \
Mo p listeners are currently rugng - go to the Options tab to enable a listener
Forward Drop [ Intercept is on | Action
Raw Hex

You might want to start with Intercept off, so click on it




How to Proxy with Burp

* Proxy -> Options

Burp Intruder Repeater Window Help
Target | Proxy I Spider T Scanner T Intruder T RepeaterT Sequencer T DecnderT CamparerT Options T Alerts ]
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EJ Proxy Listeners

Gl Burp Proxy uses listeners to receive incoming HTTP requests from your browser. You will need to configure your b

listeners as its proxy server. / \
[ AddA—-Running\ yﬁﬁrface |Invisible | Redirect | Certificate\

Edit
mave -

If running isn't checked,
check it.

This is where your proxy listens. 8080 can be changed. Usually
it listens on the system where it is running.




Setting Up Your Browser — Local Burp

* Firefox
— Tools -> Options (Win) or Edit -> Preferences (Lin)
— Advanced -> Connection -> Settings

— Check Manual Proxy Settings | e
Configure Proxies to Access the Internet
(™) No proxy
— Use th|s proxy server ... (1 Auto-detect proxy settings for this network

(") Use system proxy settings

\ @  Manual proxy configuration:

HTTP Proxy: 127.001

— Change the port if desired

Use this proxy server fo

roxy: |127.001

SOCKS Host: |127.00.1

I SOCKESwd (@ SOCKS w5

8080 =

8080 -
080 -
8080 -




Setting Up Your Browser — Local Burp

« IE

— Tools -> Internet Options -> Connections -> LAN Settings

— Configure Proxy Settings

— Check Manual Proxy Settings

\l Proxy server

— Use this proxy server ...

.i_.lse 8 Proxy server ﬁ:nr your LAN (These settings will not apply tu::n

— Check this if you want

— Change the port if desired

—» Address:  127.0.0.1 Port: 3030 [ Advanced l

|| Bypass proxy server for local ES5ES

oK ] [ Cancel

|




Setting Up Your Browser — Local Burp

« Advanced tab, but the default is typically correct

romseis o

SErvers

A Type Proxy address to use Port

Hé HTTP: 127.0.0.1 + 8080
Secure: 127.0.0.1 . | 8080
FTF: 127.0.0.1 « | 3030
Socks:
Use the same proxy server for all protocols




Testing Your Setup

 Chromium and Safari left to the reader
* You are now set up.

 To test it, click on the Proxy -> History tab
» Then go to some URL in your browser

] Burp Suite Free Edition v1.5

Burp Intruder Repeater Window Help

Target | Froxy ] Spider] scanner ] Intruder ] Hepeater] EEquencer] Decnder] Comparer ] Options ] Alerts ]

Intercept T History ] Options ]

Filter: Hiding €SS, image and general binary content

,m& | Method m | Params | Modified | Status | Le
< 1 http:/igoogle.com GET / L U

o WE SOTRINGR XL SN e W e




The Setup

Simple form and response

File Edit View History Bookmarks Tools Help

File Edit View History Bookmarks Tools Help
"1 hitp://127.0.0.1/ cs476/sqli/form.html I[ + ] ) hﬂP:ffl??.ﬂ.{].lfcs...it.php?accounl:ll?-ﬂfl[ & ]

4 | @ 127.0.0.1/cs476/sqli/submit.php?account=1234

[ Jst* [ Mail~ [ System v [ jwater * [ MetDev~ | |System v | _|Movies~

4 W | & 127.0.0.1/cs476/sqli/form. html

_Jst= [ Mail~ [ |System v | |water v | |NetDev~ [ |System v | _|Movies~

select name, userid from accounts where account="'1234"

Enter the account number|1234 | Submit |

You are identified as
name userid

Joe B | joe



Information in the History Tab

* First, there is a huge amount of information just in the History tab

15 httpf127.0.0.1 GET JesdT76/sqlf

LJ (| 200 1451 HTML Index of fcsd76/sql [ 127001
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jRequest T Response ]

j Raw T Headers T Hex ]

GET Jes476/sqlifform.html HTTR/1.1

Host: 127.0.0.1

User-Agent: Mozilla/5.0 (X11; Linux x86_64; nv:26.0) Gecko /20100101 Firefox/26.0
Accept: text/htrl,application/xhtml+xml,applicationfxml:g=0.9,%*:q=0.8
Accept-Language: en-US,en;g=0.5
Accept-Encoding: gzip, deflate
DNT: 1

Referer: http//127.0.0.1jcs476/sqlif
Connection: keep-alive

Anything useful here?




Request Headers

j Request 1 Response ]

Raw | Headers ] Hex 1

Name Value

GET jcs476/sqlif HTTR/1.1

Host 127.0.0.1

User-Agent Mozilla/5.0 (X11; Linux x86_64; nv:26.0) Geckoj20100101 Firefox/26.0
Accept text/html,applicationfxhtml+xml.applicationfxml:q=0.9,%#*,q=0.8
Accept-Language en-Us,en;g=05

Accept-Encoding gzip, deflate

DT 1

Referer http:/j127.0.0.1jcs476/

Connection keep-alive




Response

15 http:f127.0.0.1 GET fes476/sqliffarm.html 200 555 HTML htrml
17 http:/127.0.0.1 GET fes476/sqlijsubmit.php?account=... 200 439 HTML php

&0
oal

[ 127.001
[] 127001 v

RAN _ J

e

Request | Respanse 1

_[Raw T Headers T Hex T HTML T Render ]

HTTP/1.1 200 OK

Date: Tue, 04 Feb 2014 12:21:18 GMT
Server: Apache/2.2.25 (Unix) mod_sslj2.2.25 OpenSsL/1.0.1f DAV/2 PHP/5.5.8
Last-Modified: Tue, 21 Jan 2014 19:49:34 GMT
ETag: 'b094-de-4f0804eb7efg0"
Accept-Ranges: bytes

Content-Length: 222

Keep-Alive: timeout=5, max=100
Connection; Keep-Alive

Content-Type: text/html

Anything useful here?

<IDOCTYPE HTML=>
<HTML>
<BODY=>

O
<form fermname="getaccount" action="submit.php" method="get"= (esp
Enter the account number<input type="text" name="account"= ,“\e
<input type="submit" value="Submit"=>
<fform=
<BR=>

=/BODY=
<[HTML=

e




Response Headers

Request | Response 1

Raw | Headers THE}: THTML Tﬂender 1

Accept-Ranges
Content-Length
Keep-Alive
Connection
Content-Type

Name | Value

HTTP/1.1 200 0K

Date Tue, 04 Feb 2014 12:21:18 GMT

Server Apache/2.2.25 (Unix) mod_sslj2.2,25 OpenSSLY1.0.1f DAV/2 PHP/5.5.8
Last-Modified Tue, 21 Jan 2014 19:49:34 GMT

ETag "h094-de-4f0804eb7efa0"

bytes

222

timeout=5, max=100
Keep-Alive

text/html




Submit Request Params

j Request T Fesponse ]

| Raw | Params THeaders THEK ]

GET request to jcsd76/sglifsubmit.php

Type | Name | Walue

LIEL account 1234




Popup Menu Options

° R|ght'CI|Ck hitps 4w ww .nsec.io/wp-login.php
. . Add to scope
« This how you can pass a particular URL to Spidor from hers
one of the Burp Suite tool. oAk
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Delete gem
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A Live Example




Homework 3

« http://www.hackthissite.org

» Go there and register
« The passwords are a pain
« Start with the basic mission and move on up
 You should be able to get to through at least 3 of the Realistic Missions
« We are going to talk about some of this next time



http://www.hackthissite.org/

Homework 4

» The topic is BurpSuite




