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~_ only nodes on the same network could communicate

source: RPI Institute , internet protocol
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Network Layer

* source: RPI Institute , internet protocol
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source: RPI Institute , internet protocol
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-- Establishing End to End Connections
-- Ensuring.Data Reliability
-- Providing Flow Control

Transmission Control Protocol (TCP)
Connection-Oriented

User Datagram Protocol (UDP) —
Connectionless




fayer

-- Send packets from a network node and have
them arrive at the destination node independent of

the path taken.

Application
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Transport

Internet

Network
Access

Internet Protocol (IP)

Internet Control Message Protocol (ICMP)
Address Resolution Protocol (ARP)

Reverse Address Resolution Protocol (RARP)
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TCP/IP Modlel

Application

Transport

Network
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Foung vs. Forwearding

EilE _ ardtng-seteet an output port based on
‘ﬂ’e?fﬁ‘_a jon address and routing table

LRouting: process by which routing table Is.
pUIlt.. |

Ll... so that the series of local fiewarding decisions
lakesitheipacket to the destination with very high
prebabilit - —
Eisstnerpatirchosen/allotted tor the packet is efficient in
some sense... Filtering of packets




P Forwarding

Direct Connectivity
-- Same Network

* source: RPI Institute , internet protocol
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s (dlrect connectmty)

— Recognize that destination |P address Is on
same network.

— Find the destination LAN address.

— Send IP packet encapsulated in LAN frame
directly:to the destination LAN address >

e



IP Forwarding

networks (|_(:l|retT CORNECHVILY)

-'_—'_-_"""'"
— Recognize that destination |IP address is NO'T

on same network.

— Look up destination IP address in a
(forwarding) table to find a match, called the
next hq_p__router P address.

génd packetiencapsulatedinia
; i ANFaddress corresponding, to.the IP
address of the next-hop router. i




Forwerding Teole
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...~ Kernel IP routing table
= Destination Gateway Genmask Flags Metric Refi Use Iface

= 153.90.192.0 * 255.255.2480 U 0 O 0 ethO

= 5.0.0.0 * 255.0.0.0 U O 0) O srcer

= 6.0.0.0 * 255.0.0.0 U 0 0 0 wlan0O .
= 169.254.0.0 * 255.255.00 U O O O etho

= 127.0.0.0 * 255.0.0.0 U 0 0 0 lo

= default epgwy192.msu.mo 0.0.0.0 uG 0 O 0 ethO

————
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netvvork ?
—|P-address = network ID + host ID.

-- If the Source and Destination ID’s Match (Same
Network) _—

--|f not, We need Router

Network

=—

——— e

.168.0.10 Netmask 255.255.255.0
10.1.2.1 Netmask 255.0.0.0




-=-@e‘r-r-espeﬁdmg to an IP address ?

— Address Resolution Problem.
— Solution: ARP, RARP (I will'come back to this)

e —




|P: Eonwvardine: Example

routing table in A

Dest. Net| next router Nhops F
223.1.1 1
- _ 223.1.2 | 223.1.1.4 2
IP datagram: 22313 | 223.1.14 | 2
misc ‘ .
fields | | e (J) 223.1.1.1 [
. iy _jch
datagram remains i | 2231 2[1 ==
unchanged, as it travels L 2931
source to destination . % 3.1.2.9
addr fields of interest here Lg')_ 223102
223.1.1.3 223.1}3.27 —ii(_;;b
223.1.3.1] | 223.1.3.2

* source: RPI Institute , internet protocol



misc

fields data

4| Starting at A, given IP

datagram addressed to B:
look up net. address of B

find B is on same net. as A
link layer will send datagram
directly to B inside link-layer
frame

B and A are directly
connected

Dest. Net| next router Nhops
223.1.1 1
223.1.2 | 223.1.1.4 2
223.1.3 223.1.1.4 2
D %25111 N
223.1.2)1 ==
-i(Lb 223.1.1.2
—~ 223114 223.1.2.9
223.1p.2.
23.1.1.3 223.13.27 == (91
223.1.3.1] 223.1.3.2
!

==

* source: RPI Institute , internet protocol
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misc

fields | St

Starting at A, dest. E:

look up network address of E
E on different network

A, E not directly

attached
routing table: next hop router to
Eis 223.1.1.4
link layer sends datagram to
router 223.1.1.4 inside link-layer
frame
datagram arrives at 223.1.1.4
continued.....

Dest. Net| next router Nhops
223.1.1 1
223.1.2 223.1.1.4 2
223.1.3 223.1.1.4 2

!ng 223.1.1.1

~ 223.1.1.3 223.13.
223.1.3.1] 1223.1.3.2
b b
Pes L

&

ource: RPI Institute , internet protocol
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e Transport layer: TCP, UDP

saddressing conventions
edatagram format e
spacket handling conventiong |

Network routing
table
layer

serror reporting
erouter “signaling”

physical layer

* source: RPI Institute , internet protocol



Peek inte,sounce. Code
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Appgzation
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[TATo M @TVT3 I—

application INET checks sockel writes _— applcation
writes o socket socket o protocol ' cominues
e :
Transport b :
o R — o i
]
TCP creates TCP fils ;
packel buffer in header '
]
L]
Internet - .
wm —] [ — .
IP gets 1P fills in .
socket data header -
]
Link w :
[ — 1 Control mdung
: to applicaton
packet goes on
n
send queus P -
..... e ———— ——i
= paa o )
L] ader
o ;L:}li; scheduler runs devoe préepares, pachket goes
B Ethernal Haader device driver sends packet out on medium
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Drop On Wire

Checksum
-- |P Header

(‘f

v v

Ip_finish_ output2()

Call hh or dst out

out routin

Ip_output()
Checks for NAT

Network Address Translation




Application

from sochet from gueus for payload data, continues

application reads } socket reads Wail ior dala (il neceasary sochket asks application gets

Transport ‘_: :‘

TCP checks pachket goes in TCF copies
for errors sochet queue paykad

Internet 2 \

o] ]

route to
different host

Link . ‘ (See IP Forwa

[ — o] o]

S
=

cheduler runs net_bh pops } net_bh matches out to

"bottom half" packet queus

R _____

|- = — i R | —

protocal (IF) send queue

Data
TCP Header

_ Wail for IF Header
on medium stores packet backleg gueue scheduler Ethernet Header

pachket arrives dewice checks, packet goes on
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ARP

: Ip_forward()

Ip_rev() ip_forward.c —
|P header _S——
Check Sum 1 Flag Checl

REROUTING

Ip_rcv_finish () : ipv4/ip Input.c
-- Calls ip_route_input() to route
-- Calls ip_forward()

icmp.c (Error)
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Question: Wny ARP?

= [DOBINAING:
--Association between a IP address and a

hardware address (one for eveny. device) is
called a binding.




A-23-Fa-CD-06-9B8

- = adapter

* source: RPI Institute , internet protocol



ARP technrigues

SSEEhle Lookupe —
~ Searching or indexing to get MAC
addresses

— Similar to lookup In /etc/hosts for names -

— Problem: change Ethernet card'=> change
table




AR racrrclas (Corrtrtae

2. Dynarmic sinding: ARP

]

— The host 5 adcasts a request: — _
‘""“"‘Wh'at‘rS“the MAC address of 127.123.115.08?"

— The host whose IP address Is 127.123.115.08
replies back: “The MAC address for -
127.123.115.08 is 8A-5F-3C-23-45-56 5

— ARP responses cached; LRU+ Entry Timeout
e

nethods are allowed in TCP/IP

networks.
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~arp_send(): arp:e
-- Check Device Supports ARP

—

-- Allocate fer



How. Does all ofi this, Eit together?
Physical Medium

Ip_forward()

@_PREROUTIN@

|

ip_rcv_finish .g

|

ip_output()

1

IP LOCAL OU

Build IP Packet

7

_ocal IP Services
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— Routing s

— Packet Forwarding

ng.y,,g_E_jwardmg
of Protocol (ARP)



Wirelass Natwori<s

e —— e

e use Uﬁn‘fraﬂmg-trequency S|gnals toshare
%m'rd-r\esou rces between devices

ereless State of Art

l l—‘ |IEEE 802.16a

IEEE 802.11b |EEE 802 119 |IEEE 802.11a WiMaXx

RS .30 Miles

«Compatible with
802.11b






Ad-hoc Mode
E NODE Multl Heaesamms) C Network

J Wireless Card i1s configured using

Linux 2.4.20 -- HostAP driver and pcmcia-cs package
HOST, ROUTER, NAT

DHCP Server.
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— AROUT aCo ompu er' UI" ase . Cmnux ———

——pdep0-a-2.4-26 Machines )

-- Program that receives, processes and forwards packets
to the next node

-- We are using CLICK MODULAR ROULER ==
(developedratMIT)

-- Features of Click:

* Provide flexibility to writes own Elements and
eventually Combines these elements to write any Ad Hoc
Routing Protocol
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' Click Modular Router

ol 55 el o el ) W £33 e
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| 0.0 srcr Intertace Private LAN attached to HOST .
6.0.0.0 wlanO Interface EthO Interface: 192.168.0.1
153.90.196.95



1.-Frombevice(eth0): Get a packet from ethO interface
2. Print: Print the packet ( can see using ‘dmesg’)
3. ToDevice(wlan0Q): Send the packet to ethl interface

 —

Start CLICK by Ioadlng Cllck conflg file to /C|ICk/C0ang
Command: MYa - Sk r . -
1IC

%) nn'E nu ern
»-,m-m

—

Check out:

http.//www.pdos.lcs.mit.edu/click
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o MIT Click Modm http://www.pdos.lcs.mit. itk
« —*Roofnet-MIT-testbed: http://www.pdos.lcs.mit.edu/roofnet/design
o Computer Networking: Andrew S. Tanenbaum
o Internet Protocols Coursework : RPI institute
e Linux Source Code : http://Ixr.linux.no/source/ —
e Linux Networking Documentation : http://wavaw.kernelnewbies.org/
. L|nux Documentation Project : http://www.tldp.org/
ernel - www.kernel.org




