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ABSTRACT

Digital media, especially images, are remarkably easy to manipulate. Due to recent
progress in generative artificial intelligence, the generation or alteration of photorealistic images
is becoming increasingly trivial and widespread. Thus, authenticity can be difficult to verify,
which makes image manipulation a useful tool for spreading disinformation. In response to this
growing threat, open-source detection tools that attempt to identify either manipulated or
artificially generated images (AIGI) have been developed, though no single model offers
coverage of a range of manipulation techniques. This capstone project presents a web platform
that uses a variety of AIGI detection models and forensic image manipulation detection
frameworks intended to combat disinformation. By using models that differ in their methods for
detecting AIGI or image manipulation, we ensure coverage of a number of techniques. A user
can upload a suspicious image to our platform via a web app, which is then analyzed by the
selected set of models. The model’s outputs are aggregated into a custom report that provides a
likelihood score of whether the image was created by artificial intelligence or altered otherwise.
This, as well as any other generated visuals, explanations, or metrics required to support that
conclusion, is displayed to the user via the web interface and is available for export if desired.
This project shows how available models can be used in a more thorough, accessible means for
analyzing image authenticity, with potential further applications in disinformation prevention and
digital forensics.



INTRODUCTION

While the authenticity of images has long been a concern in media, journalism, and legal
scenarios, the development of generative Al and image manipulation techniques in more recent
years has changed the threat landscape considerably. With models like Stable Diffusion and
DALL-E available for public use, the barrier to creating images that are both photorealistic and
synthetic has been greatly lowered. Today, convincing fabricated images can be produced in
seconds by someone with no technical background, or existing ones can be easily modified. Even
to wary observers, such photos are becoming increasingly indistinguishable from authentic
photographs; in a May 2025 study, 12,500 global participants showed only a 62% overall success
rate when distinguishing real images from Al-generated ones (Roca et al., 2025).

This change has led to considerable consequences for spreading disinformation.
Manipulated and artificially generated images can be used to misrepresent events and even
manufacture false evidence in political and social contexts. In March of 2023, for example, a
number of Al-generated images of Pope Francis in a white puffer jacket went viral, with many
online believing the images were real (Ellery, 2023). As the barrier to creating and modifying
convincing synthetic images lowers, the potential for misusing it has continued to grow. The
more fake images are created, the more trust in visual media itself is eroded, forming a situation
where even authentic images seem suspicious.

In response to this threat, detection research has produced and is currently developing a
range of models capable of identifying Al-generated or manipulated images. Although progress
is meaningful, a model is frequently designed only around a specific method for detection. A
model may be highly effective against the manipulation technique it was developed to identify,
but it may also have gaps in accuracy when used against a different technique. For example, a
model optimized to detect localized pixel-level anomalies may fail on larger Al-generated
landscapes or images created entirely from scratch. No single model provides coverage of a wide
range of manipulation and generation techniques, meaning reliance on any one tool can result in
a number of unaddressed blind spots.

To address that gap, this project presents a web platform that runs multiple detection
models independently and simultaneously, aggregating their outputs into a single authenticity
report. This project does not replace available models. Instead, it uses them in combination to
ensure that the weakness of any one model can be compensated for by the strengths of others. A
user can submit an image through the web UI and receive an exportable report containing an
overall confidence score and confidence levels per model. Importantly, the goal of this system is
not to deliver a verdict but to better inform human decision-making via multiple different
methods of image analysis.
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BACKGROUND

Artificial Intelligence-generated images have rapidly progressed in quality and quantity
since the advent of generative adversarial networks in 2014. At the start of this boom, these
images could be easily categorized as AIGIs. Obvious stylistic differences from real photos, poor
quality, and errors such as creating hands with extra fingers or illogical additions to everyday
objects would immediately warn the reader that it was a fake image. Companies such as OpenAl,
Midjourney Al, and Google have all released models since 2014, consistently improving their
realism. These advancements have made it harder to distinguish AIGIs from real, unaltered
images, with recent models capable of creating nearly indistinguishable ones. With the ability to
create nearly photorealistic images from a few simple lines of text, malicious actors can spread
misinformation easily. The rise of AIGIs has created alarm in the public, which in turn has led to
the creation of AIGI detection methods.

Before Al image generation models became mainstream, researchers had developed a
plethora of frameworks that could detect local image manipulation, such as the insertion of
foreign elements into a legitimate photograph. While these methods are still very helpful in their
own right, they struggle or fail to detect when the entire image is inauthentic. AIGI detection
methods differ from these traditional image manipulation detection frameworks as they are
specifically designed to determine if an entire image has been created by artificial intelligence,
not just specific elements. They primarily rely on machine learning techniques, often leveraging
similar tools to image creation models to differentiate between real and Al-generated images.
Although the field is very active and constantly improving its models to detect the newest
state-of-the-art AIGI models, they often struggle with specific methods of generation, especially
if the method is proprietary. Our platform, AIGIgator, attempts to ease this inaccuracy by
leveraging multiple models, allowing for an ensemble of multiple specialized models to be used
at the same time.

Two important elements of our platform require background knowledge to understand
properly. The first is our AIGI detection and forensic image analysis suite, which uses three
models developed by academic researchers. Of the three models, one is an image forgery
detection framework called TruFor, developed by Guillaro et al. (2023). TruFor scans the image
for deviations that would not be present in an unaltered image using a method called
Noiseprint++. Images have traces of their origin that are invisible to the naked eye, and any
alterations to the image will remove or alter these traces. With Noiseprint++, the TruFor model
can detect these and flag the image as manipulated, even creating a localized heatmap showing
where the manipulation occurred. The other two models we use are specifically designed for
AIGI detection. B-Free (Guillaro et al., 2025) is a fine-tuned Vision Transformer Model (ViT)
trained on real images that were manipulated by Al. Vision Transformer Models utilize the
transformer architecture commonly used in large language models, essentially transforming
groups of pixels into “words”. By using this specific type of image on a transformer model, it
can “learn” the artifacts that Al manipulation leaves behind and detect them. Dual Data



Alignment (Chen et al., 2025) leverages 3 steps to detect AIGI: Variational Autoencoder (VAE)
reconstruction, frequency-level alignment, and pixel-level alignment. VAE reconstruction
generates an image similar to the original that contains artifacts only found in VAE images.
Then, the real and VAE images are compressed to mitigate issues stemming from JPEG
compression. Finally, pixels from both images are mixed up and sampled to detect similarities
between the two, therefore showing whether the image is Al-generated.

1

0.5

H(X)

0 0.5 1
Pr(X =1)

Figure 1. Binary entropy function curve.

The other element is the binary entropy function, a concept taken from information
theory. All of the models leveraged in our platform output the probability of an image being fake,
a statistic that lends itself very nicely to a Bernoulli distribution. Using this function, we are able
to find the entropy, or level of uncertainty, of each of our models' outputs:

H(X) = —plogyp — (1 — p) log,(1 — p)



As seen in Figure 1, the maximum value for H(X), or the maximum entropy value, occurs
when the probability is 0.5. By subtracting this value from 1, we adjusted this entropy value to
represent the confidence of each of our models, which can be further expanded to the confidence
of our system as a whole. This function allows us to provide the individual model's probability,
as well as an intuitive and easy-to-understand “group confidence score”, backed by mathematical
and statistical theory.

Our work does not attempt to compete directly with any one model. Instead, we attempt
to create a platform in which these models can work together to determine whether an image was
generated using artificial intelligence or is authentic and unaltered. Due to the speed at which Al
image generation models are advancing, frontier detection models change rapidly and vary in
what they are considered state-of-the-art in. Therefore, our platform uses these models in an
ensemble and provides a simple, mathematically-backed method to calculate their confidence as
a group. Since the user is able to add or switch which models are being used, the platform can
constantly update as the best detection models change, allowing it to be used consistently.



WORK SCHEDULE

Responsibilities

Matthew Nagel: Frontend Development

Angular Ul

File upload functionality

Report viewer design

Binary entropy chart

Navbar and aggregate score display
FastAPI REST API integration
Polling for image analysis status

Alex Ellingsen: Backend Development / ML Model Engineering

Docker containerization

Backend coordinator

Report aggregator

ML Model integration
Aggregated confidence algorithm
Probability scoring

Heatmap visualizer

Lifecycle

We implemented the Agile lifecycle for the development of this project. That is, we built

our software incrementally over six iterations, or “sprints” so we could flexibly adapt to
unforeseen changes during development if necessary. These sprints occurred over two-week
periods and were supplemented with weekly in-person meetings to track progress towards sprint
goals and address any issues as they arose. This lifecycle was particularly valuable when
integrating detection models incrementally over successive sprints, revising our aggregate
confidence calculations, and refining how the user interface presents model outputs to the user as
our backend architecture evolved.
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Project Milestones
Our milestones for this project were as follows:

1. Foundation: Angular frontend and basic Ul scaffolded, FastAPI connected

2. Core Pipeline: Model containerization, coordinator polling cycle, and report aggregator
integrated

3. First Working Analysis: TruFor detection model integrated, basic model output
rendered to user interface; the first real result is produced by the system

4. Full Model Suite Integrated: BFree and DDA added, confidence algorithm introduced,
report aggregator and all detection models operational.

5. Report Visualization: Heatmap visualizer added; heatmap overlay, binary entropy chart,
and aggregate score displayed in user interface report viewer.

6. Final Adjustments: PDF export and scoring table, confidence calculation refinements,
minor Ul adjustments, MVP complete

These milestones aligned closely with our sprints, as shown in the timeline on the following
page.
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Ellingsen
January
M1 - Project Init
Jan 29 Repo creation, initial scaffolding
February
M1 - Frontend Foundation
Feb 9-15 Angular Ul, file upload component, app restructure,
FastAPI connection
Feb 18-23 M2 - Backend Architecture
Docker containerization, coordinator skeleton
Feb 26 M2 - Upload Pipeline
Polling cycle, image upload path fix
March
Mar 1-5 M3 - TruFor Score to Frontend M3 - Report Aggregator
Render model output to Ul Basic analysis pipeline, first model output
M4 - Multi-Model Expansion
Mar 24-26 DDA, BFree, TruFor refinement, confidence
algorithm, probability scoring
Mar 30 M5 - Binary Entropy Chart M5 - Visualizer Backend
Frontend visualization component Image visualizer tool, bug fixes
April
Aor 1-6 M6 - Report Ul Polish M6 - Confidence Revision
P Heatmap rendering, report layout & formatting Refined confidence calculation algorithm
Aor 6 M6 - Aggregate Score & Navbar
P Navbar component, authenticity score display
M6 - PDF Export & Score Table
Apr7-13 Add per-model score table to report, make report

exportable

Figure 2. AlGlgator system development timeline.
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PROJECT TECHNICAL INFORMATION

Repository:
GitHub: https://github.com/mrnagel/AlGlgator

Functional Requirements:

The system shall accept uploaded images (JPEG/PNG <5MB) from a web browser

The system shall run at least three machine learning models against each uploaded image
The system shall return a per-model probability score (p_fake, p real) for each analysis
The system shall display a binary entropy chart mapping each model’s prediction onto a
curve

The system shall compute an aggregated confidence score using the binary entropy
function

The system shall expose a job-based API so the frontend can poll for async analysis
status

The system shall isolate each ML model in its own Docker container

The system shall provide a PDF containing an image’s generated report upon user request

Nonfunctional Requirements:

Availability: The backend’s API must remain responsive to poll requests during model
execution

Scalability: Each model must run as an independent, containerized service
Maintainability: Models must be integrated as containerized black boxes. The system
depends only on the agreed-upon .npz output, not on any model’s own implementation or
dependencies.

Usability: The user interface must provide real-time status badges and animations to the
user during analysis

Portability: Docker containers must encapsulate all dependencies for each model so
deployment is possible in different environments

Reliability: In the event of analysis pipeline failure, the user must be informed via an
error message rendered to the user interface.

Performance Requirements:

The job system must use background threads so polling requests can be serviced
simultaneously by the API

The frontend must poll job status every 2 seconds to balance responsiveness with server
load
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All machine learning model containers must be launched simultaneously to minimize
analysis time

Image uploads must be capped at SMB to prevent unbounded memory usage during
analysis

Previous image uploads must be cleared when a new image is uploaded

The heatmap visualizer container (when applicable) must run only after the machine
learning model containers have completed to ensure the necessary data exists at runtime

Interface Requirements:

User-Facing Interface:

The web Ul shall provide a file selector that accepts .jpg and .png files

The Ul shall display upload/analysis progress, job status, and final results without a page
reload

The report viewer shall display prediction labels per model, a binary entropy chart, and
an overall confidence score

The chart shall display human readable confidence percentages and fake/real probability
scores per model

API Interface (Backend/Frontend):

Endpoint Method | Purpose

/upload-image/ POST Accept image from client and return {jobID, status}
/job-status/{jobld} GET Return job status and JSON result when complete
/heatmap GET Return heatmap PNG (when applicable)
/original-image GET Return upload image file (for heatmap overlay)

Backend/Model Interface:

Each model container must read the uploaded image from the path ./saved photo/

Each model must write output to ./model outputs/{model name}/results.npz

The containerized visualizer (when applicable) must read TruFor’s .npz output and write
a PNG to ./model_outputs/visualizer/visualize.png
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Development Standards & Tools:

Languages:
Layer Language Version
Frontend TypeScript 5.9.2
Backend Python 3.10
Containers Bash (entrypoints) n/a

TypeScript 5.9.2 (Frontend)

Users access AlGlgator via a web browsing client (Edge, Chrome, etc.). TypeScript is
thus a good choice for the frontend since it provides a static typing system on top of the popular
web scripting language JavaScript. TypeScript reduces integration bugs by enforcing contracts
between the user interface and FastAPI, which is helpful when passing the system’s Job objects
between those layers. Additionally, Angular 21, the system’s frontend framework, uses and
requires it.

Python 3.10 (Backend)

Machine learning and artificial intelligence systems are primarily built upon Python, so it
is a natural choice for AIGIgator, which relies heavily on ML. For example, the analysis models’
outputs are in .npz format, which can only practically be read by NumPy, a Python library. Using
Python for backend logic also makes interfacing between FastAPI (a Python web framework)
and the model orchestration layer easier.

Bash (Container Entrypoints)

Every model runs independently in its own Docker container, whose startup amounts to
an image filename lookup followed by a handoff to the model’s Python script. Bash is used for
the container entry points since it is widely available in Docker base images. Further, it is simple
to implement, needing only a few lines to start each model.
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Frameworks & Libraries

Backend
e FastAPI 0.129 (REST API)

o Compared to Flask or Django, FastAPI uses much less boilerplate code. This is
good for a simple, focused API like APIController.py, which only exposes four
endpoints.

o FastAPI uses Pydantic natively to validate both incoming request data and
outgoing responses, returning a structured error if a mismatch occurs. This is
especially helpful when handling the system’s Job objects.

e Uvicorn 0.40 (ASGI Server)

o FastAPI is an Asynchronous Server Gateway Interface (ASGI) framework and
requires an ASGI server to run.

o Uvicorn is the ASGI server that was chosen since it is lightweight and built for a
FastAPI stack; Starlette, FastAPI’s underlying framework, is developed alongside
Uvicorn.

e Pydantic 2.12 (FastAPI request/response validation)

o The Job model in APIController.py is a Pydantic BaseModel, which automatically

enforces field types and returns structured errors when they occur.
e NumPy 1.26.4 (reading .npz output files)

o Using the NumPy library is the only practical way to read the .npz files that are
output by each model.

o NumPy is also used in the confidence calculation, such as when averaging the
model’s predictions and computing the binary entropy function.

Frontend
e Angular 21.1 (frontend SPA framework with standalone components)

o Since Angular is a Single Page Application framework, different views can render
on a single page without refreshing as the user moves through the system flow
(image upload, report generation, etc).

o Via Angular’s dependency injection system, a single AnalysisService can handle
all API communication and can be injected into any component that needs it.

e RxJS 7.8 (polling)

o Checking image analysis progress is an asynchronous process. After the user
uploads the image and its job starts, the frontend polls for the job status every two
seconds until it completes or fails.

o RxJS handles this asynchronous polling logic and cancels the job’s subscription
when completion or failure is reached.
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e PrimeNG 21.1 (Angular UI component library)

o PrimeNG provides a set of prebuilt Angular UI components that ensure consistent
visual design throughout the flow of the system, from file upload to report
generation.

o PrimeNG’s file upload component can handle filtering for .png and .jpg files, as
well as for file size (<5SMB).

e Chart.js 4.5 (binary entropy chart rendering)

o The report viewer renders a binary entropy chart that visualizes the confidence
score for each model and the average confidence score. Chart.js is lightweight,
facilitates fully client-side rendering, and has no extra framework dependencies.
Other libraries like D3.js would have also worked, but would introduce
unnecessary complexity.

Models
Refer to the project background or the GitHub links below for more details on the
selected models:

Model Source

TruFor https://github.com/grip-unina/TruFor/tree/main

B-Free https://github.com/grip-unina/B-Free/tree/main

DDA https://github.com/roy-ch/Dual-Data-Alignment
Additional Notes:

e .npz is the standard data format output for all models

e FEach model has its own dependencies, which are fully encapsulated within their
respective Docker containers. Such dependencies are not a concern of the aggregation
system itself.

e There is no network communication between model containers. Files are accessed via
shared Docker volumes.

e Every detection model used relies heavily on Nvidia’s proprietary CUDA compute
platform, so GPU availability greatly affects completion time. Subsequently, a fixed
timeout for image analysis was not defined since slow-hardware environments could be
flagged as failures. This is another reason why image sizes are currently capped at SMB.
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METHODOLOGY

Design Pattern: Facade

The facade pattern minimizes the interactions necessary between clients and parts of a
hidden, complex subsystem by using a “facade” class (GeeksforGeeks, 2017). This class is the
only point of interaction between the clients and the hidden subsystem, ensuring that
modifications to either side will not raise errors due to intertwined dependencies. The facade
class facilitates communication between the two sides with a method that calls the subsystem per
the request of the client, returning a value if necessary. Below is a simple example of the facade
pattern, clearly showing the facade class and the connections it has to both the client-side and the
subsystem-side. Crucially, there are no connections across this division besides through the
facade, which enables the facade pattern to benefit both sides (Refactoring Guru, 2014). Clients
are free to have any sort of relationship with other clients, and likewise, parts of the subsystem
can have any kind of relationship with other parts of the subsystem. These relationships were
omitted for clarity.

Client A Client B Client C

Facade

+ call_complex_subsystem()

[ |

Subsystem A Subsystem B Subsystem C

Figure 3. Facade pattern example.
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In our implementation, the “Coordinator” class replaces the facade class. This class is
highlighted in the following diagram. It cleanly separates the front end and backend, ensuring
that modifications to either side will not impede the other. The front end of our design is the
client side of the facade pattern, while the backend serves as the subsystem. The method that
allows interaction between the two sides is analyzelmages(), which is also highlighted in the
class diagram provided. The front end calls this method, then receives its output from the
Coordinator. There are no relationships between the front and back ends of our design besides
the one provided by the Coordinator class.

Diagrams:
System design diagrams are presented over the next five pages in the following order:

Class diagram
Component diagram
Activity diagram
Use Case diagram
Sequence diagram

kv -

Note: the system implementation of the Facade pattern is shown on the class diagram.
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<<interface>> Job

+ jobld: string
+ status: JobStatus
+ filename: string
+ startedAt: number
+ error?: string
+ result?: string

Upload

- job?: Job

K2

1

AnalysisService

ReportViewer

- baseUrl: string

+ job?: Job
- results: Record<string, ModelResult>
- predictions?: Predictions

+ uploadimage(file): Observable<Job>
+ pollJob(jobld): Observable<Job>
+ getHeatmapUrl(): string

+ getOriginallmageUrl(): string

ModelContainer is an
example of a subsystem

Job
+ jobld: str 1
+ status: JobStatus ﬂ|‘
+ filename: str o

+ startedAt: float
+ error?: str
+ result?: str

ModelContainer

- name: str

- detached: str 1

+ runAnalysis()

r|._’

APIController

APIController is an example
of a client

- coordinator: Coordinator
- jobs: dict[str, Job]

- SAVE_DIR: Path

+ upload_image(image): Job
+ job_status(job_id): Job
+ get_heatmap()

ReportAggregator is another
example of a subsystem

+ get_original_image()
- _run_analysis_job(job_id)

\._
%__

Coordinator

- model_name:
- models: list
- _modelPath: str
- _dockerPath: str I
- _outputPath: str

+ analyzelmages(): str

Coordiantor is an example of
the facade class

I
ReportAggregator

- modelPath: str
+ aggregateResults(): str

+ calculateConfidence(str)
+ calculateMetrics()

th facade pattern.

lagram wi

Figure 4. System class d
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aExternalSystems
Web Browser

=l

2]

zComponents
MD Model Container

-l

zComponents
SDXL Model Container

2]

TruFor Model Container

eComponents

=<l I== ﬂ
WebUI (SPA)
............... Usg-============2»
AnalysisService
nw REST AFI
=<3eNnica==
Backend Service (FastAPI) Mu
) Coordinator ReportAggregator
ModelAPI
{request/response)

Figure 5. System component diagram.
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Send File Type
Warning

[invalid]

Upload Image ¥

Send Image Validate File
Upload Image )
Analysis Type
[valid]
Original Image
'a Analyze Image ™
Find Available Begin Analysis = J
Models 9 v
Y
Find Available
Models
Y
Preproccessed
Image
Run TruFor Run DDA Run B-Free
Model Model Model
TruFor Metrics DDA Metrics B-Free Metrics
. J
4 Generate Report Y \
Develop Aggregate
Report Metrics Metrics
Report DTO 4*[ Create Report ]—'[ Send Report ]
Display Report
Create Report export report]
Export
Y
©<7[no export]————
o J

Figure 6. System activity diagram.
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Upload AnalysisServico 'APIConfraller

Coordinator
(Angular) TAngular) (Backend) ModelCantainer

getimagetie)

uploadimagaifile: Fila); Observable<Jab>

POST iupload-imagal

save fila, create Joh
spawn thread

return job: Job

raturm job: Job

analyzelmagelicbld, file): void

pollJab(jobld: String): Observable<Job>

s par H start cantainer

loop ) ) . - i
[job.status = "comploted” && [TruFor, B-Fres, DDA]

Job.status != "failed]

load image, run inference,
save resulls.npz

GET fjob-status/{jobld)

polling loop runs
every 2 seconds

H ratum job: Job
[ e results.npz ready

return job: Job

PRt oY

start container

load image and TruFor results
generate heatmap PNG

heatmap ready

H load .npz oulputs,
extract p_fake values

taConfidancs(data_json: Any): Tupls

tum report: JSON

ratum raport; JSON

updata job result and status i

getHeatMapUri(): String

ratumn url; Sring

getOriginallmageLir): String

return url: String

display results

[PDF sxport requested] Reportyiawsr
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Use Case ID: UC-01
Use Case Name: “Analyze Image Authenticity”
Actors Involved:
Primary Actor: End User
Secondary Actor(s): None
Description: This Use case represents the entire process of the Image Authenticity Verifier
system. The user will upload an image into the front end, which will then be processed and
analyzed by forensic image analysis models. The outputs from these models will be recorded and
aggregated into a comprehensive report, which will be available for the user to view and export
if desired.
Preconditions:
e Docker is installed on the user’s system
Main Flow:
1. The user uploads an image to the System’s front-end web app.
The system validates the image, ensuring it is in the proper file format.
The system initializes the model suite.
The system scales the image to the proper dimensions for each model.
The system inputs the processed image to each model.

The system records the metrics output by the models.

A R o

The system generates a report based on the output metrics.
8. The user views the report via the web app and can choose to export it.
Postconditions:
e A final report is generated
e The report is displayed to the user
Alternative Flows:
Al: User uploads a non-supported file format
If a user uploads a file that is not in the correct format, the system will send a warning to the
user, and the file will not be accepted.
A2: Models do not complete their analysis.
If the models do not complete their analysis, the system will record an error and display it to the

user instead of generating a report.
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MAIN USE CASE EXAMPLES

Example I:

This example 1) showcases the system’s output when a user uploads an authentic image
and 2) explains how to interpret said output. In this case, a photo of Mount Fuji is used:

Figure 9a. Mount Fuji (Armin Forster, 2019)
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Image Authenticity Report: arminep-japan-4287832_1920.jpg

More Likely Authentic with 58.1% confidence (aggregate)

Per-Model Prediction Confidence
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0 0.1 0.2 0.3 0.4 05 0.6 0.7 0.8 0.9 1.0
p(fake)
.bfree dda .lrufor x Average
Model p(fake) Confidence Verdict
bfree 0.064 65.8% authentic
dda 0.041 75.3% authentic
trufor 0.150 39.1% authentic
Average 0.085 58.1% authentic

Figure 9b. Mount Fuji image authenticity report.

Interpreting the Results: Refer to the “Per-Model Prediction Confidence” graph in
Figure 9b. Along the x-axis is the probability of the image being fake, or p(fake). The p(fake)
values are more certain towards the left and right ends of the graph (e.g., probabilities of 0 or 1)
and are less certain towards the middle (a probability of 0.5 is a toss-up). A score sitting on the
left side of the graph suggests the image is authentic, while a score sitting on the right side of the
graph suggests that it is not.

To quantify confidence from the models’ p(fake) scores, they are plotted along an
inverted binary entropy curve, which measures the average certainty of their binary (real vs.
fake) outcomes. While a traditional binary entropy curve measures uncertainty, this curve is
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inverted for clarity; the higher a model’s output sits on the curve, the higher the confidence in the
model’s verdict. Exact values are displayed in a table below the graph for user convenience.

In this example, the B-Free and DDA detection models have low p(fake) scores of 0.064
and 0.041, respectively, while TruFor’s score is not quite as low, sitting at 0.150. The average
level of confidence, determined by averaging every p(fake) score and mapping the result (0.085)
to the curve, is 58.1%. The system thus suggests that the image is authentic with a moderate level
of confidence.

Note that by using the inverted binary entropy curve, a model’s p(fake) score needs to be
very close to 0 or 1 to score high levels of confidence. Even a fairly high prediction of 0.895 may
only yield ~51% confidence since such a score would still have meaningful (not insignificant)
uncertainty.

Example II:

In some interesting cases, the models may disagree with each other. This can undermine
the aggregate confidence score, but it can also provide valuable insight into the types of
manipulations that may have been used and those that may have not.

This example analyzes an Al-generated image sourced from Pixabay. Though it may be
clear to some users that the image is Al-generated, the specific method(s) used are not clear. This
is thus a clear example of when a detection model aggregation system, which can check for a
variety of generation and manipulation techniques, could be useful:

Figure 10a. Al-generated woman (Chil Vera, 2018)



Image Authenticity Report: ai-generated-7986194_1280.jpg

More Likely Fake with 8.5% confidence (aggregate)
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bfree 0.997 96.9% fake
dda 0.945 69.2% fake
trufor 0.067 64.5% authentic
Average 0.670 8.5% fake

Figure 10b. Al-generated woman image authenticity report.

Interpreting the Results: B-Free and DDA are in agreement that the image was
Al-generated. If their p(fake) scores (0.997 and 0.945, respectively) were the only ones used, a
much higher aggregate level of confidence would have been calculated. However, TruFor is in
disagreement, with a p(fake) score of 0.067, finding little to no evidence of inauthenticity. This

single disagreement brings down overall confidence significantly.

To explain this discrepancy, recall from the background that TruFor is a forensic
framework. It is specialized for detecting localized deviations from an image’s origin that are
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invisible to the naked eye. It is not designed, however, for detecting images that are Al-generated

from scratch. B-Free and DDA, in contrast, are specifically designed for AIGI detection.
According to TruFor, this image is authentic because the manipulation methods it searches for

are not present in significant amounts. That alone, however, does not prove overall authenticity.
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A Final Note on Modularity: The models used are interchangeable by design. Even the
visualizer for TruFor, despite not being a detection model itself, is implemented in its own
Docker container to maintain model modularity should TruFor be removed later on (this is also
why TruFor’s heatmap visualization was not included in these examples: it is not the system’s
primary output, and replacing TruFor would remove the visualization it generates). Isolating the
visualizer from its associated model also allows for a different means of visualization to be added
easily, or for the user to remove this element from the report completely.

The interchangeability of these models, while helpful for adapting to constantly evolving
Al-generative and manipulative technologies, also presents a potential limitation: some
combinations of models may yield drastically different confidence scores than other
combinations for the same image.

This system provides a flexible means by which to analyze different model outputs
simultaneously and how they agree or disagree. This flexibility, however, means the user
themselves may need to exercise discretion in determining which models will be most useful
and/or effective in their aggregate analyses.
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SOURCE CODE

Relevant source code for AlGlgator is provided in the following pages. To see the
comprehensive repository, visit https://github.com/mrnagel/AlGlgator.

BACKEND:

# APIController.py

import threading

from typing import Dict, Literal, Optional

from fastapi import FastAPI, File, UploadFile, HTTPException
from fastapi.middleware.cors import CORSMiddleware
from fastapi.responses import FileResponse

from pydantic import BaseModel

import time

from coordinator import Coordinator

import uuid

import shutil

import pathlib

import os
app = FastAPI ()

app.add middleware (
CORSMiddleware,
allow origins=["http://localhost:4200"],

allow credentials=True,

allow methods=["*"],
allow headers=["*"]
)
coordinator = Coordinator () #only one for lifetime
JobStatus = Literal["queued", "running", "completed", "failed"]

class Job (BaseModel) :
jobId: str
status: JobStatus
filename: str

startedAt: float



error: Optional[str] = None

result: Optional[str] = None

jobs: Dictl[str, Job] = {}

def run analysis job(job id: str):
jobs[job id].status = "running"
try:
result = coordinator.analyzelmages (detached=False,

visualizer=True)

jobs[job id].result = result

jobs[job id].status = "completed"
except Exception as e:

jobs[job id].status = "failed"

jobs[job id].error = str(e)

SAVE DIR = pathlib.Path('./saved photo')
SAVE DIR.mkdir (exist ok=True)

@app.post ("/upload-image/", response model=Job)
async def upload image (image: UploadFile = File(...)):
# Remove old photos
for i in os.listdir (SAVE DIR):
os.remove (SAVE DIR / 1)

job id = uuid.uuid4 () .hex

save path = SAVE DIR / image.filename
with save path.open('wb') as f:

shutil.copyfileobj (image.file, f)

jobs[job id] = Job(
jobId=job id,
status="queued",
filename=image.filename,

startedAt=time.time ()
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t = threading.Thread(target= run analysis job, args=(job id,),
daemon=True)

t.start ()

return jobs[job id]

@app.get ("/job-status/{job id}", response model=Job)
def job status(job id: str):
job = Jjobs.get (job id)
if not job:
raise HTTPException(status code=404, detail="Unknown jobId")

return job

Gapp.get ("/heatmap")
def get heatmap () :
path = pathlib.Path('./model outputs/visualizer/visualize.png')
if not path.exists():
raise HTTPException (status code=404, detail="Heatmap not
available")

return FileResponse (path, media type="image/png")

@app.get ("/original-image")
def get original image():
files = list(SAVE DIR.iterdir())
if not files:
raise HTTPException (status code=404, detail="Original image not
available")

return FileResponse (files[0], media type="image/png")



# Coordinator.py

import subprocess

import pathlib

from reportAggregator import reportAggregator

import os

import glob

import shutil

class ModelContainer () :

def

def

__1init (self, name, detached=True):
self.name = name
if detached == True:

self.detached

Il
|
[oF

else:
self.detached = "'

runAnalysis (self):

cmd = f'docker compose -f docker-compose.yml up --build

{self.name} {self.detached}"’

print (subprocess.run (cmd.split ("' ")))

class Coordinator () :

def

def

__dinit  (self):

self.model names
self.models = []
self. modelPath = '../models'
self. dockerPath = './'

self. outputPath
self. initModels ()

[]

'./model outputs'

_initModels (self):
path = pathlib.Path(self. modelPath)
folders = [i.name for i in path.iterdir() if i.is dir()]

self.model names = folders

# Dont use visualizer as a model
for i in self.model names:
if i != 'visualizer': self.models.append(ModelContainer (1))

else: self.model names.remove (1)
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print (f'Models available: {self.model names}')

def analyzeImages (self, models=None, detached=True, visualizer=True) :
# Clear output folder of other/previous folders
for i in glob.glob(f'{self. outputPath}/*'):
if not os.path.isdir(i):
raise ValueError (f'{i} is not a directory!")

shutil.rmtree (1)

if models:
print ('"Not Implemented')
exit ()
else:
cmd = f'docker compose -f {self. dockerPath}docker-compose.yml
up -d {" ".join(self.model names) }'
subprocess.run (cmd.split (" "))
if not detached:
cmd = f'docker compose -f
{self. dockerPath}docker-compose.yml wait {" ".join(self.model names) }'

subprocess.run (cmd.split (" "))

if visualizer:
cmd = f'docker compose -f {self. dockerPath}docker-compose.yml
up -d visualizer'
subprocess.run (cmd.split (" "))
cmd = f'docker compose -f {self. dockerPath}docker-compose.yml
wait visualizer'

subprocess.run (cmd.split (" "))

return reportAggregator (self. outputPath) .aggregateResults()

if name == "' main ':
x = Coordinator ()
y = xX.analyzeImages (detached=False)

print (y)



# ReportAggregator.py
import numpy as np

import pathlib

import Jjson

from collections import Counter

class reportAggregator:
def init (self, modelPath='./model outputs'):
self. modelPath = modelPath

def aggregateResults (self):
path = pathlib.Path(self. modelPath)
folders = [i.name for 1 in path.iterdir() if i.is dir()]
return json = {}
for i in folders:
npz file =
list(pathlib.Path(f'{self. modelPath}/{i}"').glob('*.npz"))
if not npz file:

continue

with np.load(npz file[0]) as data:
return json[i] = {key: datalkey].tolist() for key in
data.files if datalkey] .ndim == 0}

if not return json:
raise RuntimeError ("Analysis models failed to produce output.

No report can be generated.")

prediction, confidence =

self.calculateConfidence (json.dumps (return json))

print (type (prediction), type(confidence))

return json|['predictions'] = {
'prediction': prediction,
'confidence': confidence

}

return json.dumps (return json, indent=4)

def calculateConfidence?2(self, data json):

def inverse h(p: np.array):
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def

Tr

Binary Entropy Function

https://en.wikipedia.org/wiki/Binary entropy function

h x = (-p*np.log2(p)) - (1-p)*np.log2(l-p)
# 1- h x to invert the outputs, meaning 0.5 is 0 not 1
return 1 - h x

data = json.loads(data json)

models = data.keys ()

p _fake = np.array([])
for i in models:

p_fake = np.append(p_fake, datal[i].get('p fake', -1))

if -1 in p fake:

raise ValueError ('Not all models have p fake!l')

# False if model predicts real, True if fake

preds = np.array([True if i > 0.5 else False for i in p fake])

p_fake = np.clip(p_fake, 1le-10, 1-1e-10)

init confidence = inverse h(p fake)

if np.all(preds == True) or np.all (preds == False):
# Case where all models agree
conf = np.average (init confidence)
pred = preds[0]
else:
# TODO: create a penalizer function
0

pred = True

conf

return pred, conf
calculateConfidence (self, data json):
data = json.loads(data json)

models = data.keys/()

p_fake = np.array([])
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for i in models:

p_fake = np.append(p_ fake, datal[i].get('p fake', -1))

if -1 in p fake:

raise ValueError ('Not all models have p fake!')

# False if model predicts real, True if fake

preds = np.array([True if 1 > 0.5 else False for i in p fakel)

p_fake = np.clip(p_fake, 1le-10, 1-1e-10)
p = np.average (p_fake)

#Binary Entropy Function

(https://en.wikipedia.org/wiki/Binary entropy function)

h x = (-p*np.log2(p)) - (l-p)*np.log2(l-p)
conf = 1 - h x
pred = Counter (preds) .most common (1) [0] [O]

return bool (pred), float (conf)

def calculateMetrics (self):
json data = self.aggregateResults ()

return self.calculateConfidence (json data)

def main() :
aggregator = reportAggregator ()
print (aggregator.aggregateResults())

if name == " main ":

main ()
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MODELS:

# entrypoint.sh: DDA (representative)
#!/bin/bash

FILE=$ (1ls /saved photo | head -1)

exec python dda main.py -i "/saved photo/SFILE"

Note: All three model entry points use the same pattern. The only part that changes is the Python

script executed.

# entrypoint.sh: visualize.py
#!/bin/bash

FILE=S$ (ls /saved photo | head -1)
exec python visualize.py --image "/saved photo/$FILE" --output

/model outputs/trufor/results.npz --image output

/model outputs/visualizer/visualize.png
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# visualize.py

import matplotlib.pyplot as plt
import numpy as np

from PIL import Image

import argparse

parser =
argparse.ArgumentParser (formatter class=argparse.ArgumentDefaultsHelpForma

tter)

parser.add argument ('--image', type=str, help='input image')

parser.add argument ('--output', type=str, help='output file')

parser.add argument ('--mask', type=str, default='', help='ground truth
mask (optional)"')

parser.add argument ('--image output', type=str, default='', help='output
image file')

args = parser.parse args|()

image path = args.image

output path args.output

mask path args.mask

result = np.load(output path)

cols = 3
if mask path != '':

cols += 1

mask = Image.open (mask path)
else:

mask = None

if 'np++' in result:

cols += 1

noisepr = result['np++']
else:

noisepr = None

fig, axs = plt.subplots(l, cols)

o

fig.suptitle('score: $.3f' % result['p fake'])

for ax in axs:



ax.axis ('off'")

index = 0
ax = axs[index]

ax.imshow (Image.open (image path)), ax.set title('Image')

if mask 1is not None:
index += 1
ax = axs[index]

ax.imshow (mask, cmap='gray'), ax.set title('Ground Truth')

ax.set yticks(list()), ax.set xticks(list()), ax.axis('on')

if noisepr is not None:
index += 1

ax = axs[index]
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# for a better visualization of the noiseprint++, we remove the border

and do a down-sampling (useful if the image is too big)
ax.imshow (noisepr[16:-16:5, 16:-16:5], cmap='gray'),

ax.set title('Noiseprint++")

index += 1
ax = axs[index]
ax.imshow (result['map'], cmap='RdBu r', clim=[0,11),

ax.set title('Localization map')

index += 1

ax = axs[index]

ax.imshow (result['conf'], cmap='gray', clim=[0,1]),
ax.set title('Confidence map')

ax.set yticks(list()), ax.set xticks(list()), ax.axis('on')

#plt.show ()

fig map, ax map = plt.subplots()

ax map.imshow (result['map'], cmap='RdBu r', clim=[0,1]),
ax.set title('Localization map')

ax map.tick params (left=False, bottom=False, labelleft=False,
labelbottom=False)

fig map.savefig(args.image output, bbox inches='tight', pad inches=0)



FRONTEND:

// analysis-service.ts
import { Injectable } from '@angular/core';
import { HttpClient } from '@angular/common/http';

import { Observable, switchMap, takeWhile, timer } from 'rxjs';

export type JobStatus = "queued" | "running" | "completed" | "failed";

// Mirror the Job model defined in APIController.py
export interface Job {

jobId: string;

status: JobStatus;

filename: string;

startedAt: number;

error?: string | null;

result?: string | null;

@Injectable ({
providedIn: 'root',

)

export class AnalysisService {
private readonly baseUrl = 'http://localhost:8000"';
constructor (private http: HttpClient) {}

//upload image, return Job with an initial status
uploadImage (file: File): Observable<Job> {

const form = new FormData();

form.append ('image', file);

return this.http.post<Job>( ${this.baseUrl}/upload-image/ , form);

getJob (jobId: string): Observable<Job> ({
return this.http.get<Job>( ${this.baseUrl}/job-status/${jobId} " );

//poll /job-status every intervalMs milliseconds
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pollJob (jobId: string, intervalMs = 2000): Observable<Job> ({

return timer (0, intervalMs) .pipe (
switchMap (() => this.getJob(jobId)),
takeWhile (job => Jjob.status !== 'completed' && Jjob.status !==

'failed', true)
) ;

getHeatmapUrl () : string {
return “${this.baseUrl}/heatmap’;

getOriginalImageUrl(): string {

return “${this.baseUrl}/original-image;



// upload.ts

import ChangeDetectorRef, Component, ViewChild } from '@angular/core';

import AnalysisService, Job } from '../../services/analysis-service';
import ReportViewer } from '../report-viewer/report-viewer';
import BadgeModule } from 'primeng/badge';
import FileUpload, FileUploadModule } from 'primeng/fileupload';
import MessageModule } from 'primeng/message’;

ProgressBarModule } from 'primeng/progressbar';

{

{

{

{
import { ButtonModule } from 'primeng/button';

{

{

import {

{

import Subscription } from 'rxjs';
@Component ({
selector: 'app-upload',
standalone: true,
imports: [ BadgeModule, ButtonModule, FileUploadModule, MessageModule,
ProgressBarModule, ReportViewer],
templateUrl: './upload.html',
styleUrl: './upload.scss',
1)
export class Upload {
@QViewChild('fileUpload') fileUpload!: FileUpload;
job?: Job;
pollingSub?: Subscription;

// map job status to a PrimeNG badge severity to visually indicate job
status
get badgeSeverity(): 'success' | 'danger' | 'info' | 'warn' {
switch (this.job?.status) {

case 'completed': return 'success';

case 'failed': return 'danger';
case 'running': return 'info';
default: return 'warn';

constructor (private analysis: AnalysisService, private cdr:

ChangeDetectorRef) ({}

//upload image, then begin polling every 2 seconds



//cancel any existing polls before starting the new one
onUpload (event: any) {
const file: File | undefined = event?.files?.[0];

if (!'file) return;

this.analysis.uploadImage (file) .subscribe ((job) => {
this.job = job;

//1f user uploaded image previously for some reason, cancel that
poll subscription
this.pollingSub?.unsubscribe () ;
this.pollingSub = this.analysis.pollJob (job.jobId,
2000) .subscribe ( (updateddob) => {
this.job = updatedJob;

// trigger change detection manually (Angular itself doesn't run
polling)
this.fileUpload.cd.detectChanges() ;
this.cdr.detectChanges () ;
console.log('job update', updatedJob)
}) i

//cancel any active poll and reset for new analysis
onNewAnalysis () : void {
this.pollingSub?.unsubscribe () ;

this.job = undefined;

//cleanup logic when component destroyed
ngOnDestroy () : void {

this.pollingSub?.unsubscribe () ;
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<!-- upload.html -->
<div class="upload-page">
@if (job?.status !== 'completed') {
<div class="card">
<p-fileUpload #fileUpload name="image" url="/api/upload-image/"
[customUpload] = "true" [multiple]="false" fileLimit=1 accept=".Jjpg, .png"
maxFileSize="5000000" mode="advanced" (uploadHandler)="onUpload ($event)"
[showCancelButton]="false">
<ng-template pTemplate="file" let-file>
<div class="p-fileupload-file">
@if (file.objectURL) {
<img [src]="file.objectURL"[alt]="file.name" width="50" />

<span class="p-fileupload-file-name">{{file.name}}</span>
<p-badge [value]="job?.status??'pending'"
[severity]="badgeSeverity" />
</div>
</ng-template>
<ng-template pTemplate="empty">
<div class="empty-state">
<i class="pi pi-cloud-upload upload-icon"></i>
<p class="upload-text">Drag and drop image files here to
upload.</p>
</div>
</ng-template>
</p-fileUpload>
</div>
}
@if (job?.status === 'failed') {
<p-message severity="error" styleClass="error-message">{{job?.error 2?7
'An unexpected error occurred.'}}</p-message>
}
<app-report-viewer [Jjob]="job" (newAnalysis)="onNewAnalysis()" />

</div>



// report-viewer.ts

import { Component, EventEmitter, Input, OnChanges, Output, ViewChild }
from '@angular/core';

import { Job } from '../../services/analysis-service';

import { BinaryEntropyChart, ModelResult } from
'./binary-entropy-chart/binary-entropy-chart"';

import { HeatmapOverlay } from './heatmap-overlay/heatmap-overlay';

import { ButtonModule } from 'primeng/button';

export interface Predictions {
prediction: boolean;
confidence: number;

}

export interface ModelMetric {
name: string;
pFake: number;
confidence: number;

verdict: 'fake' | 'authentic';

@Component ( {
selector: 'app-report-viewer',
standalone: true,
imports: [BinaryEntropyChart, HeatmapOverlay, ButtonModule],
templateUrl: './report-viewer.html',
styleUrl: './report-viewer.scss',
})
export class ReportViewer implements OnChanges {
@Input () job?: Job;
@Output () newAnalysis = new EventEmitter<void>();
@ViewChild (BinaryEntropyChart) entropyChart?: BinaryEntropyChart;
results: Record<string, ModelResult> = {};
predictions?: Predictions;
modelMetrics: ModelMetric[] = [];
avgPFake?: number;
avgConfidence?: number;

avgVerdict?: 'fake' | 'authentic';

ngOnChanges () : void {
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if (this.job?.result) {
const parsed = JSON.parse (this.job.result);
this.predictions = parsed]['predictions'];

//strips "predictions" key from parsed result (only need per model

data here)
const { predictions: , ...modelResults } = parsed;

this.results = modelResults;

this.modelMetrics = Object.entries(this.results as Record<string,

ModelResult>) .map( ([name, r]) => ({
name,
pFake: r.p fake,
confidence: this.entropy(r.p fake),
verdict:r.p fake > 0.5 ? 'fake':'authentic',
1))
const values = this.modelMetrics.map(m => m.pFake);
this.avgPFake = values.reduce((a, b) => a + b, 0) / values.length;
this.avgConfidence = this.entropy(this.avgPFake);

this.avgVerdict = this.avgPFake > 0.5 ? 'fake' 'authentic';

//binary entropy function
private entropy(p: number): number {

if (p==0]||p== 1) return 1;

return 1 -(-p* Math.log2(p) - (1 - p) *Math.log2(l - p));
}
//adjust chart colors (for print contrast), trigger print, restore after
exportPdf () : void {

this.entropyChart?.prepareForPrint () ;

window.print () ;
this.entropyChart?.restoreFromPrint () ;
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// binary-entropy-chart.ts
import { Component, Input, OnChanges, ViewChild } from 'Q@angular/core';

import { ChartModule } from 'primeng/chart';

export interface ModelResult {
p_fake: number;

p_real: number;

@Component ( {
selector: 'app-binary-entropy-chart',
standalone: true,
imports: [ChartModulel],
templateUrl: './binary-entropy-chart.html',
styleUrl: './binary-entropy-chart.scss',

1)

export class BinaryEntropyChart implements OnChanges {
@Input () results: Record<string, ModelResult> = {};
@Input () avgPFake?: number;

@ViewChild('chartRef') chartRef: any;

chartData: any;

chartOptions: any;

ngOnChanges () : void {
this.buildChart ();

}

//change average marker to black for print contrast, then restore after

printing

prepareForPrint () : void {
this.setAvgColor ('#000000") ;

}

restoreFromPrint () : void {
this.setAvgColor ("#ffffff");

}

private setAvgColor (color: string): void {
const chart= this.chartRef?.chart;

if (!chart) return;
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const avgDataset=chart.data.datasets.find((d: any) => d.label ===
'Average');

if (l'avgDataset) return;

avgDataset.borderColor =color;

chart.update ('none') ;

// binary entropy confidence is 1-H(p), doesn't include where log2 is

undefined
private confidence (p: number): number {
if (p === 0 || p === 1) return 1;
return 1 - (-p * Math.log2(p) - (1 - p) * Math.log2(l - p));

//generate 200 x values spaced from 0 to 1 to plot entropy curve

private buildChart(): void {
const steps = 200;
const xs = Array.from({ length: steps + 1 }, (, 1) => 1 / steps);
const modelColors: Record<string, string> = {

trufor: '#6366f1',
bfree: '#22c55e"',
dda: '"#£f59e0b',

}i

// each model's p fake score gets plotted as a point on the curve
const scatterDatasets = Object.entries(this.results) .map(([name, r])
=> ({
type: 'scatter',
label: name,
data: [{ x: r.p fake, y: this.confidence(r.p fake) }1,
backgroundColor: modelColors[name] ?2?'#94a3b8',
pointRadius: 7,
pointHoverRadius: 9,
hitRadius: 7,
1))

const avgDataset = this.avgPFake != null ? [{
type: 'scatter',

label: 'Average',



data: [{x:this.avgPFa
backgroundColor: '#ff
borderColor: '"#ffffff
borderWidth: 2,
pointStyle: 'crossRot
pointRadius: 10,
pointHoverRadius: 12,
hitRadius: 10,

Ple01s

//use line dataset to draw entropy curve,

scatter dataset
this.chartData = {
labels: xs.map ((x)
datasets: [
{
type:
data:

'line’',
xs.map ( (x)
'#94
1.5,

borderColor:
borderWidth:
pointRadius: O,
fill: false,
tension: 0.4,

by
...ScatterDatasets,
...avgbataset,

1,
b

this.chartOptions = {
responsive: true,
maintainAspectRatio:
plugins: {
legend: {

position:

//exclude
labels: { filter:
usePointStyle: true },

by

ke,
ffff',

\l
4

A}
4

=> ({ x,
a3b8"',

true,

'bottom',

(item:

y:this.confidence (this.avgPFake)

=> x.toFixed(2)),

y: this.confidence(x)})),

entropy curve line from legend

any) => item.datasetIndex

I

== 0,
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overlay model predictions w/



tooltip: {
callbacks:

title:

{

(items:

const item

if

any[1)
items[0];
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:>{

(item?.dataset.type === 'scatter') {
return “p(fake) = S${item.parsed.x.toFixed(3)} " ;
}
return '';
by
label: (ctx: any) => {
if (ctx.dataset.type === 'scatter') {

const label

“S{ctx.

return

ctx.parsed.x > 0.5 ?
dataset.label}:

'fake' 'authentic';

${(ctx.parsed.y *

100) .toFixed (1) }% confident ${label} ;
}
return '';
br
bo
by
bo
scales: {
x: |
type: 'linear',
min: O,
max: 1,
title: { display: true, text: 'p(fake)' },
}y
v A
min: O,
max: 1,
title: { display: true, text: 'Model Confidence ( 1 - H(p(fake))

by
s
by
bi
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