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Spoofing MAC Addresses

We used scapy to spoof network layer and transport layer information, but we can also use it to
spoof MAC addresses or things like ARP packets

Technitium MAC Address Changer vb - by Shreyas Zare =] =

File Action Options Help

Metwaork Conmections | Changed | MAC Address | Link Status | Speed | The re iS a Vari ety Of tOOIS 0 ut the re th at aI IOW you to
“Wired Ethermet Cannection Mo 00-0C-29-C3-FC-B1 Up. Mon Operational Obps

Wired Ethermet Connection 2 Mo 00-0C-23-C3-FC-BE Up. Mon Operational 0bps 1

“wired Ethernet Connection 3 es 00-1E-43-23-9F-D8 Up, Operational 1 gbps Ove rrld e th e MAC ad d resses Of yo u r N I C

Local Area Connection™ 9 Ma 00-00-00-00-00-00 Daown, Mon Operational Obps

Infarmatian | IP Address' Preset$|
— Connection Details

Connection ‘ired Ethemet Connection 3 Original MAC Address
Device Intellfi] PRO/1000 MT Metwork Connection #3  00-0C-23-C3FCLS - .. ) ) )
Hardware ID PCIWEN_BOBBDEY_100FSUBSYS_o76n1sar s Ine. ddress: 3007 Hilview Avene Pal Technitium is one program that overrides Windows
Config ID [DE505351-1B7C-4DA4-9058-FEGGEIR92ECE)  Active MAC Address .
00-1E-43-23-9F -0 (Changed) g p
TCP/IPv4: Enabled TCP/IP¥6: Enabled Mokia Danmark A5 [Address: Frederikska), Coper Settl n S to S OOf MAC add resses
— Change MALC Address

I - - - - - Bandaom MAC Address I

| =l
v Automatically restart network cormection ko apply changes MM M ﬂL
v Make new MAL address persistent Ll

Received 4.25 MEB (4454340 bytes
[T Use '02 as first octet of MAC address Why? ~Speed 2865 kb|[:s (3553 byfes ]

Sent 1.7 MB (1148395 bytes)
-Speed 28553 kbps (35691 bytes)
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Review

Symmetric Encryption

Y

Secret Same Key Secret °
Key Key

G~ e=

Same key used for encrypting and decrypting
« Using block ciphers (AES), we can encrypt an arbitrary size of data
» Issue: How to securely share secret keys with each other?

A4Sh*L@9.
T6=#/>B#1
R06/J2.>1L
1PRL39P20
—'

Plain Text

Cipher Text

Plain Text

Public Key Cryptography

keys are different but

» Two keys: Public Key (a lock), and a price key (the key)

Bob's « *  Bob' ° I I .
o ooy [oaaoan]  Priatey  [5on Public key is used to encrypt. Private key used to decrypt
tStop tlr(ying O CXRS'#OBJZ/t;jo h ?top tlr<ying message
O Mmake SOR IUW 0 Mmake .
Flch 202, ey | Q72050 | el flch Pzppen. Using math, we can securely send messages over an unsecure
- Alice CYB - Alice . . . . .
j &Encrypt | & Decrypt j channel without sharing any sensitive information

plaintext

ciphertext

plaintext

Issue: We can not encrypt stuff bigger than our key (2048 bits)

« Symmetric and asymmetric cryptography are used together
(use RSA to send the key for symmetric crypto!)
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Review

Symmetric Crypto]|{Asymmetric Crypto) and Hashinglall work
together to send secure, authentic messages

K (H(m))
\m—» H() H K () pomm

m to Internet

Ks mmb| K5'(") }—h
—
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TLS SSL (Secure Socket Layer) = Older version of TLS

Application

o Transport Layer Security (TLS) is a protocol used to provide “[fisSocket| - Application
communication security over a TCP connection Appilcaticn TLS sublayer | | 12V°"

» This exists somewhere between the application layer and :—CP: e
transport layer P P

TCP API TCP enhanced with TLS

>

N
==

(a)- NACK
TCPISY Google
- TCP ACK Penalizes

TLS will always be running if you are doing web communication with https

https = Hypertext Transfer Protocol Secure @

_ TCP SYN

Port

> pages that do
443 — TLS hello not have a
) ficate — certificate
. . cert!
HTTPS/TLS will handle all the encryption, key L .///
generation, certificate checking, authentication for you! (©
st s = K

= . —Decrypts EMS with
K5 to get MS

Type Version Length Data HMAC

| : | UDP does not use TLS

Encrypted with E
= : /[ MONTANA




TLS

Client
Server TLS/SSL doeS not
mandate that two users
LRI use a specific symmetric
e key algorithm
"""""""""""""" ) _ Server will select encryption
_ (____..-————/ §;l, and hashing algorithm to
ClientHello o use
ServerHello
——————————————————————————— - - Certificate
ServerHelloDone
ClientKeyExchange =
ChangeCipherSpec - |- ---------------------- -~ - - of
Finished a - i
___________________________ _ ChangeCipherSpec TLS connection
Finished can be closed
........................... using a TCP FIN
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TLS

1. The client sends a list of cryptographic algorithms it supports, along with a client nonce.

2. From the list, the server chooses a symmetric algorithm (for example, AES) and a public
key algorithm (for example, RSA with a specific key length), and HMAC algorithm (MD5
or SHA-1) along with the HMAC keys. It sends back to the client its choices, as well as a
certificate and a server nonce.
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TLS

1. The client sends a list of cryptographic algorithms it supports, along with a client nonce.

2. From the list, the server chooses a symmetric algorithm (for example, AES) and a public
key algorithm (for example, RSA with a specific key length), and HMAC algorithm (MD5
or SHA-1) along with the HMAC keys. It sends back to the client its choices, as well as a
certificate and a server nonce.

3. The client verifies the certificate, extracts the server’'s public key, generates a Pre-Master
Secret (PMS), encrypts the PMS with the server’s public key, and sends the encrypted
PMS to the server.
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TLS

1. The client sends a list of cryptographic algorithms it supports, along with a client nonce.

2. From the list, the server chooses a symmetric algorithm (for example, AES) and a public
key algorithm (for example, RSA with a specific key length), and HMAC algorithm (MD5
or SHA-1) along with the HMAC keys. It sends back to the client its choices, as well as a
certificate and a server nonce.

3. The client verifies the certificate, extracts the server’s public key, generates a Pre-Master
Secret (PMS), encrypts the PMS with the server’s public key, and sends the encrypted
PMS to the server.

4. Using the same key derivation function (as specified by the TLS standard), the client and
server independently compute the Master Secret (MS) from the PMS and nonces. The
MS is then sliced up to generate the two encryption and two HMAC keys. Furthermore,
when the chosen symmetric cipher employs CBC (such as 3DES or AES), then two
Initialization Vectors (IVs)—one for each side of the connection—are also obtained from
the MS. Henceforth, all messages sent between client and server are encrypted and
authenticated (with the HMAC).
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TLS

=

The client sends a list of cryptographic algorithms it supports, along with a client nonce.

2. From the list, the server chooses a symmetric algorithm (for example, AES) and a public
key algorithm (for example, RSA with a specific key length), and HMAC algorithm (MD5
or SHA-1) along with the HMAC keys. It sends back to the client its choices, as well as a
certificate and a server nonce.

3. The client verifies the certificate, extracts the server’s public key, generates a Pre-Master
Secret (PMS), encrypts the PMS with the server’'s public key, and sends the encrypted
PMS to the server.

4. Using the same key derivation function (as specified by the TLS standard), the client and

server independently compute the Master Secret (MS) from the PMS and nonces. The

MS is then sliced up to generate the two encryption and two HMAC keys. Furthermore,

when the chosen symmetric cipher employs CBC (such as 3DES or AES), then two

Initialization Vectors (IVs)—one for each side of the connection—are also obtained from

the MS. Henceforth, all messages sent between client and server are encrypted and

authenticated (with the HMAC).

The client sends the HMAC of all the handshake messages.

The server sends the HMAC of all the handshake messages.

o O
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TLS

The TLS Master secret, or “session key” consists of four keys

e Ep = session encryption key for data sent from Bob to Alice

* Mp = session HMAC key for data sent from Bob to Alice, where HMAC
[RFC 2104] is a standardized hashed message authentication code
(MAC) that we encountered in section 8.3.2

e LA = session encryption key for data sent from Alice to Bob

e M, = session HMAC key for data sent from Alice to Bob
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Network-Layer Security

(IPv4 Packet) .
0 4 8 16 31 bit : :
o R —_— Total oot N We.have se(;urlty at the transport layer, but we might also
Tdentification Flags| _ Fragment offset desire security at a network-layer level
TTL Protocol Header checksum >b\2(?es
De:_:ra"t‘_’;":;?:ss The IP security protocol (IPsec) provides data integrity,
I I r _ . . . . . .
origin authentication, attack prevention, and confidentiality at
7 Options 7 gy?gs the network-layer
Upto
/ Data / %ﬁ:? IPsec is most commonly seen when using a Virtual Private
W Network (VPN)

This could be a TCP segment
(unencrypted), TLS segment, UDP

segment, ICMP packet etc _ , , ,
Public Network- Anyone can access/communicate with the devices

on the network
Private Network- Completely isolated from public internet, typically
reserved for a particular institution (this can be costly)
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IPsec is most commonly seen when using a Public Network- Anyone can access/communicate with the

Virtual Private Network (VPN) devices on the network
Private Network- Completely isolated from public internet,

typically reserved for a particular institution (this can be costly)

VPNSs

VPNs extend a private network over a public network
« All messages get encrypted prior to entering any public network (using IPsec), and rerouted through a

secure network

Lapt /IP .
s Converts vanilla IPv4

1P IPsec S ]
header  header payload — @ e datagrams to IPsec
# —_— datagrams
Router
P IPsec Secure w/IPv4 and P
. header header payload ":Sfc header Fayload —’Y———'
Bt = = Q When a source IPsec entity (host or router)
- sends secure datagrams to a destination
D Qe entity, it does so with either the
| W,’.‘;’V‘?Z’nd Authentication Header (AH) protocol, or
\’_ header header payload IPsec header Payload the EncapSL”ation Security Payload
N E (ESP) protocol
Headquart . T
SRR (AH = no confidentiality— not used as much as ESP)
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IP Sec

provides datagram-level encryption, authentication, integrity
for both user traffic and control traffic (e.g., BGP, DNS messages)

two “modes”:
| » |
f\g.,,\ggl////////////l .@/g/»
g‘(@ > @/p pr—
tunnel mode:

transport mode: = entire datagram Is encrypted,
authenticated
= only datagram payload = encrypted datagram
IS encrypted, encapsulated in new datagram
authenticated with new IP header, tunneled

to destination
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Security associations (SAs)

before sending data, security association (SA) established from sending
to receiving entity (directional, simplex)

Sending, receiving entitles maintain state information about SA

recall: TCP endpoints also maintain state info
IP is connectionless; IPsec is connection-oriented!

' 200.168.1.100 193.68.2.23
| | |
4 ‘=l = T
|.7 A4’|
R1 stores for SA: S

= 32-bit identifier: Security Parameter Index (SP|)

= origin SA interface (200.168.1.100) = encryption key
= destination SA interface (193.68.2.23) = type of integrity check used
= type of encryption used = authentication key
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VPN Uses

* Privacy- makes it harder for websites, ISPs, and advertisers to
track your online activities or identify your real location

* Encryption- all network traffic is encrypted (good when using

public networks) (2024) Around 46% of adults

have reported using a VPN

« Geo-Restrictions- streaming services have different
shows/movies based on country

* Accessing a private network- helpful for remote workers to
access their corporate network

« Dealing with bad ISPs — ISP may throttle services based on
your activities

« Government Censorship
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Ipsec Datagram

"Enchilada” authenticated
|

Encrypted
|
I
New IP Original Original IP ESP ESP
header IP header datagram payload trailer MAC

"y Pad Next
R s i
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Endpoint Security

A firewall is a combination of hardware and software that isolates an
organizations internal network form the internet at large, allowing some
packets to pass, and blocking others

Three goals
« All traffic from outside to inside, inside to outside, passes through the firewall

« Only authorized traffic (defined by firewall’s policy) will be allowed to pass
« The firewall itself is immune to penetration
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Types of Firewalls

Packet Filter
- Analyze packet’'s details, and make decision.
- Look at IPs, Ports, Protocol, TCP Flags, ICMP Type, and more

Example Polices

T

No outside web access.
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Types of Firewalls

Packet Filter
- Analyze packet’s details, and make decision.
- Look at IPs, Ports, Protocol, TCP Flags, ICMP Type, and more

Example Polices

T

No outside web access. Drop all outgoing packets to any IP address, port
80 or 443
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Types of Firewalls

Packet Filter
- Analyze packet’'s details, and make decision.
- Look at IPs, Ports, Protocol, TCP Flags, ICMP Type, and more

Example Polices

T

No outside web access. Drop all outgoing packets to any IP address, port
80 or 443

No incoming TCP connections
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Types of Firewalls

Packet Filter
- Analyze packet’'s details, and make decision.
- Look at IPs, Ports, Protocol, TCP Flags, ICMP Type, and more

Example Polices

T

No outside web access. Drop all outgoing packets to any IP address, port
80 or 443
No incoming TCP connections Drop all incoming TCP SYN packets
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Types of Firewalls

Packet Filter
- Analyze packet’'s details, and make decision.
- Look at IPs, Ports, Protocol, TCP Flags, ICMP Type, and more

Example Polices

e T e

No outside web access. Drop all outgoing packets to any IP address, port

80 or 443 (Would this
No incoming TCP connections Drop all incoming TCP SYN packets help with
SYN
flooding?)
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Types of Firewalls

Packet Filter
- Analyze packet’'s details, and make decision.
- Look at IPs, Ports, Protocol, TCP Flags, ICMP Type, and more

Example Polices

T

No outside web access. Drop all outgoing packets to any IP address, port
80 or 443
No incoming TCP connections Drop all incoming TCP SYN packets

Prevent your network from being tracerouted
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Types of Firewalls

Packet Filter
- Analyze packet’'s details, and make decision.
- Look at IPs, Ports, Protocol, TCP Flags, ICMP Type, and more

Example Polices

T

No outside web access. Drop all outgoing packets to any IP address, port
80 or 443

No incoming TCP connections Drop all incoming TCP SYN packets

Prevent your network from being tracerouted Drop all incoming/outgoing ICMP traffic
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Types of Firewalls

Packet Filter
- Analyze packet’'s details, and make decision.
- Look at IPs, Ports, Protocol, TCP Flags, ICMP Type, and more

action  source dest address protocol source
address port .
‘ i Access Control List
outside of
allow | 222.22/16 22292116 TCP >1023 | 80 any
' Allow/Deny Traffic
outside of
allow 222.22/16 TCP 80 >1023 | ACK
222.22/16
outside of
allow | 222.22/16 uDr =1023 | 53 —
222.22/16
outside of .
o mane |oop  |ss |10z |- In Linux world, these tables are set
n s using the iptables program
deny all all all all all all
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Types of Firewalls

Stateful Filter
- Make decisions based on connection information

Access Control List for Stateful Filter
Flrewa” may keep an |nternal table action source dest protocol source dest flag  check

address  address port port bit conxion
destaddress  source port dest port allow | 222.22/16 | outside of |TCP | >1023 |80 any
222.22/16
2222217 37.96.87.123 12699 80 allow | outside 222.22/16 TCP 80 =1023 | ACK | X
of
22222932 199.1.205.23 37654 80 ,\d 222.22/16
22222 .65.143 | 203.77.24043 | 48712 20 allow | 222.22/16 | outsideof | UDP >1023 |53 =
222.22/16
allow | outside 222.22/16 UDP 53 >1023 | — X
of
222.22/16

Example: Random TCP packet with the ACK bit set, even if no TCP connection established
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Types of Firewalls

Application gateways

= filter packets on host-to-gateway

. . telnet session application
application data as well P WY o
. =\ router an lcer
as on IP/TCP/UDP field:s. : A

= example: allow select
internal users to telnet
outside

gateway-to-remote
host telnet session
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Intrusion Detection System

Stateless and Stateful firewalls are examples of Intrusion Prevention Systems (IPS)

There will be times where malicious packets will bypass the firewall, so we need another system within the
network to detect potentially malicious traffic

To detect attacks, we need to perform deeper inspection
- A series of packets

- The context of a packet
—> Application Data of a Packet

An instruction detection system (IDS) inspects packets will generate an alert when potentially
malicious traffic is observed
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Intrusion Detection System

Stateless and Stateful firewalls are examples of Intrusion Prevention Systems (IPS)

There will be times where malicious packets will bypass the firewall, so we need another system within the
network to detect potentially malicious traffic

To detect attacks, we need to perform deeper inspection
- A series of packets

- The context of a packet
—> Application Data of a Packet

An instruction detection system (IDS) inspects packets will generate an alert when potentially
malicious traffic is observed
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Intrusion Detection System

Stateless and Stateful firewalls are examples of Intrusion Prevention Systems (IPS)

There will be times where malicious packets will bypass the firewall, so we need another system within the
network to detect potentially malicious traffic

To detect attacks, we need to perform deeper inspection
- A series of packets

- The context of a packet
—> Application Data of a Packet

An instruction detection system (IDS) inspects packets will generate an alert when potentially
malicious traffic is observed

What might suspicious traffic look like?

- Communication with foreign, unknown IP address
-> Unauthorized web traffic

-> A large spike in traffic
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Intrusion Detection System

Two types —

1. Signature-Based Detection Systems

Maintain a large database of known “signatures” for malicious packets

-- Malicious IP addresses or URLs -- Email Addresses
-- Specific String of Bits -- File/Message Hashes
-- Protocol Specific (nmap)

When would sighature-based detection not work ?
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Intrusion Detection System

Two types —

1. Signature-Based Detection Systems

Maintain a large database of known “signatures” for malicious packets

-- Malicious IP addresses or URLs -- Email Addresses
-- Specific String of Bits -- File/Message Hashes
-- Protocol Specific (nmap)

When would sighature-based detection not work ?

Signature-based detection will never work for new threats, so we need a way to dynamically analyze threats

2. Anomaly-based Detection System

If you know what “normal” traffic looks like, you can identify unusual, potentially malicious traffic
You get a large spike in ICMP packets? Someone might be trying to NMAP you
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Nmap

Short for network mapper. It is an open-source Linux command-line tools that is used to scan IP
addresses or networks to see which hosts are running on their network, discover open ports
and services, and detect vulnerabilities

Command issues a bunch of ICMP packets at the target host

Has a lot of great uses to network administrators, and for malicious actors (ie hackers)

admin@ip-172-26-0-73:~$ nmap scanme.nmap.org

Starting Nmap 7.40 ( https://nmap.org ) at 2020-07-22 02:48 UTC

Nmap scan report for scanme.nmap.org (45.33.32.156)
Host 1s up (0.078s latency). Can also return
Other addresses for scanme.nmap.org (not scannec : 2600:3c01::f03c:91ff:felB:bb2f thlngs such as OS
Not shown: 995 closec S .
OR STATE  SERVICE versions and
open ssh . . .
filtered smtp application versions
OpE http
nping-echo

Elite

S scanned 1n 2.40 seconds
admin@ip-172-26-0-73:~% i,
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Intrusion Detection System

Security/Network Engineers will look for Indicators of Compromise (IOCs) to determine if a
network may have been breached

] . A eTough!
Indicators of Compromise
Tools  eChallenging
. . ) Network/ .
1. Suspicious Outbound MNetwork Traffic 9. Strange Registry or System File Changes Host Artifacts °sAn noying
2. Unusual Privileged User Account Activity 10. Suspicious DNS Requests Domain Names eSim pIe

3. Network Traffic from Irregular Geo Locations 11. Unexpected Patching of Systems _ eEasy
4. Log-In Red Flags 12. Mobile Device Profile Changes _ eTrivial

5. Increases in Database Read Volume 13. Bundles of Data in the Wrong Place “Pyramid of Pain”
6. Unnormal HTML Response Sizes 14. Web Traffic with Machine-Like Behavior
7. Lots of Requests for the Same File 15. Evidence of DDoS Activity

8. Mismatched Port-Application Traffic

ANY [ESRUN

INTERACTIVE MALWARE ANALYSIS

These are a variety of digital forensics that can be collected
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