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PA 4 Posted
- Due 11/24
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- Due 11/20
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Network Forensics is a branch of Digital Forensics

Digital Forensics — Collection, analysis and interpretation of digital evidence.

« Can help support or refute a theory of how an offense occurred or that address critical
elements of the offense such as intent or an alibi

« Digital Evidence plays a crucial part in many modern-day investigations

Network Forensics = digital evidence is coming from traffic of a computer network

Digital Evidence can be collected through combinations of software or hardware tools

m You will

01101100 usually be

01101111 working with
01110110

01100101 PCAP files
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Goals of Network Forensics

Answer important guestions such as:
 When did the incident happen? What is the timeline?
* What is the root cause of the incident?
Who attacked us?

« Why did they attack us?

« What is the scope of the damage?

Reflection

« Did staff and organizations perform as expected?
« What will our organization do next time?

« What corrective actions need to happen?
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Investigation Errors

True Positive — The detection system correctly identifies malicious activity

False Positive — The detection system incorrectly flags legitimate activity as
a threat (false alarm)

True Negative — The detection system correctly identifies normal, benign
traffic

False Negative — The detection system fails to detect actual malicious traffic,
thinking it is just benign traffic

False Negatives are the scariest, and we want to minimize the number of false negatives for an IDS
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Challenges with Network Forensics

« Capturing network traffic for analysis is
becoming less and less feasible due to data T .
transmission and storage limitations

« Takes a long time to sift through thousands of

packets = |
- 100 MBPS x 7 days per week = 7.56 TB L w o
- 10 GBPS x 7 days per week = 756 TB SSL Decryption
|
Think about keeping track of this for all machines at your L= o00n]
Organ|zat|0n - - Security Device

« May have to decrypt in-line/MITM traffic
« Difficult to capture in a cloud network
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SNORT

s ﬂ & The core component These analyze and This compares packet data  Logs and triggers alerts based
S i/

that collects and modify packets to against a predefined on detected threats. Logs can

A set of rules to detect identifies packet determine their type or ruleset to identify potential ~ be sa.ved in variouslformats and
.. .. . behavior before threats. Packets that locations, and user interfaces
SUSpICIOUS/m aI|C|OUS traffic o structures from passing them to the match the rules are like Snorby or ACID help
couree Addressoesmm'on s network traffic. detection engine. forwarded to the output. manage and view this data.

Destination Port
Protocol

Source Port
Action . s
‘ ] Direction

alert tcp any 21 ->10.199.12.8 any (msg: “TCP Packet is detected”; Sid: 1000010

Rule Header Rule Option

Preprocessors

Detection engine

If we satisfy a rule, an alert can be generated or that
packet can be logged

determine packets
/ packet behaviour

alerts / logs

alert tcp any any =2 any 80 (msg:”Sus web traffic”; flags: S; sid: 100;) I

Alerts for malicious IP addresses, typical malware
behavior, log unusual ports

HTTP plug-in
and sfPortscan.

This rule would generate an alert for web traffic that is not
using the secure version of HTTP
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Indicators of Compromise (I0C) Indicators of Compromise

A Touen 2 1010

B . iicneine ;g(%’{ P 1010
Network/ oA ' Hash values (digests)
Host Artifacts nnoying Digital footprints that serve that are associated with
Domain Names eSimple as an attacker’'s MO or known malicious files.

M indicator of their handiwork.

The Pyramid of Pain describes a list of Indicators of — n

Compromise that can be used to detect a threat

Stuff on lower part of pyramid- easy to detect, easy for
attacker to change

%

Malicious software and code

Stuff on higher part of pyramid- harder to detect, harder for ERPNY CRNIITIE you can scan for on your
an attacker to change addresses or |P endpoint devices, network,
addresses associated and other IT infrastructure.

with unusual activities.
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Harvesting email addresses,
conference information, etc.

WEAPONIZATION

Coupling exploit with backdoor
into deliverable payload

Delivering weaponized bundle to the
victim via email, web, USB, etc.

Exploiting a vulnerability to execute
code on victim’s system

COMMAND & CONTROL [C2)

Command channel for remote
manipulation of victim

ACTIONS ON OBJECTIVES

With ‘Hands on Keyboard” access,
intruders accomplish their original goals

The Cyber Kill Chain describes the typical
steps a malicious actor carries out to
conduct a cyber attack

In network forensic investigations,
we can see evidence of these
steps occurring!
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RECONNAISSANCE

Harvesting email addresses,
conference information, etc.

WEAPONIZATION

Coupling exploit with backdoor
into deliverable payload

Delivering weaponized bundle to the
victim via email, web, USB, etc.

Exploiting a vulnerability to execute
code on victim’s system

COMMAND & CONTROL [C2)

Command channel for remote
manipulation of victim

ACTIONS ON OBJECTIVES

With ‘Hands on Keyboard” access,
intruders accomplish their original goals

The Cyber Kill Chain describes the typical
steps a malicious actor carries out to
conduct a cyber attack

Step 1. Reconnaissance

Gather information about their target to understand
potential vulnerabilities and points of entry

* Open Source Intelligence (OSINT)
- look at public web pages, social media profiles, forums

* Network Scanning
- Use nmap to discover open ports and/or services

» Gather information for phishing
- Email lists, credentials, etc

« WHOIS Lookup, DNS Record lookup

/A MONTANA

STATE UNIVERSITY



The Cyber Kill Chain describes the typical
steps a malicious actor carries out to
conduct a cyber attack

Harvesting email addresses,
conference information, etc.

Step 2. Weaponization

Coupling exploit with backdoor
into deliverable payload

Create a tailored payload for your attack

Delivering weaponized bundle to the
victim via email, web, USB, etc.

« Malicious Emails
- Phishing email, malicious macro file (.docx, .xlIsx), zip file

Exploiting a vulnerability to execute
code on victim’s system

* Trojan Software
- Hide malicious payload in benign-looking software

T e « Language-specific payload for targeted vulnerability

Command channel for remote
manipulation of victim

e Malicious USB Drives

ACTIONS ON OBJECTIVES

With ‘Hands on Keyboard” access,
intruders accomplish their original goals
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The Cyber Kill Chain describes the typical
steps a malicious actor carries out to
conduct a cyber attack

Harvesting email addresses,
conference information, etc.

WEAPONIZATION

Step 3. Delivery

Coupling exploit with backdoor
into deliverable payload

Transmit payload to target victim

Delivering weaponized bundle to the
victim via email, web, USB, etc.

» Phishing Email(s)

Exploiting a vulnerability to execute hd Send data tO Open pOrt(S)

code on victim’s system

 Send malicious USB

COMMAND & CONTROL [C2)

Command channel for remote
manipulation of victim

ACTIONS ON OBJECTIVES

With ‘Hands on Keyboard” access,
intruders accomplish their original goals
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The Cyber Kill Chain describes the typical
steps a malicious actor carries out to
conduct a cyber attack

Harvesting email addresses,
conference information, etc.

WEAPONIZATION Step 4. Exp|0|tat|on

Coupling exploit with backdoor
into deliverable payload

Payload is triggered, and vulnerability is exploited

Delivering weaponized bundle to the
victim via email, web, USB, etc.

» Victim opens malicious files
Exploiti vul hili xecu ° L . -
et oot Victim opens malicious ZIP
« Server accepts attacker’s payload

Victim plugs in USB device

COMMAND & CONTROL [C2)

Command channel for remote
manipulation of victim

ACTIONS ON OBJECTIVES

With ‘Hands on Keyboard” access,
intruders accomplish their original goals
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Harvesting email addresses,
conference information, etc.

WEAPONIZATION

Coupling exploit with backdoor
into deliverable payload

Delivering weaponized bundle to the
victim via email, web, USB, efc.

Exploiting a vulnerability to execute
code on victim’s system

COMMAND & CONTROL [C2)

Command channel for remote
manipulation of victim

ACTIONS ON OBJECTIVES

With ‘Hands on Keyboard” access,
intruders accomplish their original goals

The Cyber Kill Chain describes the typical
steps a malicious actor carries out to
conduct a cyber attack

Step 5. Installation

Find way to install malware to cause
damage or gain persistence

 Remote Access Trojans (RATS)
- Allows attack remote control over victim’s system

» Keyloggers
- Discover passwords or credentials

« Backdoor
- Can be used to re-enter system later on

- Lateral Movement
- Try to spread to other devices on a network

/A MONTANA

STATE UNIVERSITY



The Cyber Kill Chain describes the typical
steps a malicious actor carries out to
conduct a cyber attack

Harvesting email addresses,
conference information, etc.

WEAPONIZATION

Step 6. Command and Control

Coupling exploit with backdoor
into deliverable payload

It is very common for attackers to “phone home” to a
command and control (C2) server to be able to
compromise the system remotely

Delivering weaponized bundle to the
victim via email, web, USB, etc.

+ HTTPS/HTTP

Exploiting a vulnerability to execute
code on victim’s system

 DNS Tunneling

COMMAND & CONTROL (C2)
Command channel for remote ¢ Peer-tO_Peer for BOtnetS

manipulation of victim

ACTIONS ON OBJECTIVES

With ‘Hands on Keyboard” access,
intruders accomplish their original goals
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Harvesting email addresses,
conference information, etc.

WEAPONIZATION

Coupling exploit with backdoor
into deliverable payload

Delivering weaponized bundle to the
victim via email, web, USB, etc.

Exploiting a vulnerability to execute
code on victim’s system

COMMAND & CONTROL [C2)

Command channel for remote
manipulation of victim

ACTIONS ON OBJECTIVES

With ‘Hands on Keyboard” access,
intruders accomplish their original goals

The Cyber Kill Chain describes the typical
steps a malicious actor carries out to
conduct a cyber attack

Step 7. Actions on Objectives

Malware is installed, attacker can remotely access a
system, now do something evil

Data exfiltration — unauthorized transfer of
data from a device or network

Delete Information
Ransomware

Deface website
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Common Malware Behavior

Downloading malware/malware dropper through HTTP

« Communicate with a C2 server
- Cobalt Strike
- Metasploit
- Covenant

e Unusual Outbound Traffic

* Malware Beaconing
« Suspicious DNS Queries to attacker domains
« Spike in connections to other devices (lateral movement)

« Faliled login attempts/authentication
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Cobalt Strike C2 Server Threat Hunting

- Use of default SSL certificates

- Increased usage of port 443, 80, 8443
with foreign IP address

- Check default responses for HTTP 404
and DNS Queries
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Malware File Types to Check for

+ .exe files - Windows executable files

« .dl1 files - Dynamic Linked Libraries

« .msi files —Windows installers

 .bat files —Windows command line script

 .vbs scripts — Visual Basic Scripts

* .Js scripts — Javascript file

* .docx files — Microsoft Word Document (can contain macros)

 .xlsx files — Microsoft Excel Spreadsheet (can contain macros)

« .zip files — Compressed Archive Files (may have scripts when unzipped)

« .pdf files — Can contain suspicious links, or a PDF reader vulnerability
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Wireshark

Time Dst Dst port Host Info
2022-06-27 18:00:01 23.29.125.210 80 23.29.125.210 GET /herALook.dat * [ :{ ;m | L
2022-06-27 18:07:57 45.46.53.140 2222 Client Hello :
2022-06-27 18:08:10 45.46.53.140 2233 Cl}ent Hello We can use W”'eshark to
2022-06-27 18:08:14 45.46.53.140 2222 ' lient Hello . ; . ..
2022-06-27 18:08:44 45.46.53.140 2222 ||]i] ¢ .m@‘| i 1lo identify specific malicious
2022-06-27 18:09:51  45.46.53.140 2222 - L1ien ello -
2022-06-27 71817 : 5945146533406 2222 Client Hello paCketS’ and flnd the exaCt
2022-06-27 18:13:01 45.46.53.140 2222 . Client H(:?l].(..) ' ‘ moment Where the Infectlon
2022-06-27 18:13:04 179.60.146.16 8888 bande.icu GET /avoid/jail.json HTTP/1.1
2022-06-27 18:13:05 179.60.146.16 8888 bande.icu GET /dynamic?emerge=false HTTP/1. Started
2022-06-27 18:13:06 179.60.146.16 8888 bande.icu GET /dynamic?emerge=false HTTP/1.
2022-06-27 18:13:06 179.60.146.16 8888 bande.icu GET /dynamic?emerge=false HTTP/1.
2022-06-27 18:13:07 179.60.146.16 8888 bande.icu GET /dynamic?emerge=false HTTP/1. i i 1~Fi
2022-06-27 18:13:07 179.60.146.16 8888 bande.icu GET /dynamic?emerge=false HTTP/1. C2 Server Informatlon, VICtIm

2022-06-27 18:13:07 179.60.146.16 8888 bande.ic

u GET /dynamic?emerge=false HTTP/1.
2022-06-27 18:13:08 179.60.146.16 8888 lHI :y,rﬁl{&

information, other relevant

RFRRRRRRRRRRRPRRR

'{ '-I '<’| M merge=false HTTP/1. .
2022-06-27 18:13:08 179.60.146.16 8888 ‘Pedreae MUY B b hmerge=Ffalse HTTP/1. evidence
2022-06-27 18:13:09 179.60.146.16 8888 bande.icu GET /dynamic?emerge=false HTTP/1.
2022-06-27 18:13:09 179.60.146.16 8888 bande.icu GET /dynamic?emerge=false HTTP/1.
2022-06-27 18:13:10 179.60.146.16 8888 bande.icu GET /dynamic?emerge=false HTTP/1.
2022-06-27 18:13:10 179.60.146.16 8888 bande.icu GET /dynamic?emerge=false HTTP/1.
2022-06-27 18:13:11 179.60.146.16 8888 bande.icu GET /dynamic?emerge=false HTTP/1. =

-
-
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NetworkMiner

— O *
~| | b Stat | | @ Stop
Case Panel
Flename  MD5

snort log.... Z301c2...

@ MetworkMiner 2.0
File Tools Help
— Select a network adapter in the list —

Keywords  Anomalies

Hosts (129) Files {131} |mages (33) Messages Credentials (2) Sessions (113) DNS (271) Parameters (1199)

Fitter keyword: | v| [] Case sensitive | ExactPhrase ~ | | Clear Apply
D. port Protocol Filename BExtension Size  Details =
TCP 53130 TisCertificate nr-data net.cer cer 1203B TLS Certificate: C
TCP 53130 TeCerificate GeoTrust S5LCA - G2.cer cer 11178 TLS Certfficate: C
TCP 53130 TsCerificate GeoTrust Global CA.cer cer 897 B TLS Cerificate: C
TCF 53138  HttpGetMormal indesc html[2] ocspresponse 0CSpIESpOnse 1455B gbsymed.com/
TCP 53139 HttpGetChunked  index html html BE95EE  www meetup.com
TCP 53142 HtpGetMNomal almond min jz javascript javascrpt 27h8 B static? meetupsta
TCF 53140  HttpGetMormal mestup_jgueny’_ui.css css G725 B staticZ mestupsta
TCP 53144 HttpGetMormal client.min js javascript javascript 3692 B staticZ meetupsta
TCP 53145 HtpGetMNomal info\Widget min js javascript javascrpt 206358 static? meetupsta
TCP 53151  HttpGetMormal group Metadata min js javascript javascript 2409 B static1.meetupsta
TCP 53149 HttpGetMomal mt-twoButtonCTAtestimonial.cas cas 445 B static1.meetupsta
TCFP 53147 HttpGetMormal print css css 2171 B static1 mestupsta
TCP 53141  HttpGetMormal meetup-modem css css 223971 B staticZ meetupsta
TCP 53139 HtpGetMNomal index html 601A30C cas cas hBEZB  www mestup.com
TCF 53146  HttpGetMormal whitney .css css B3455 B staticl meetupsta
TCP 53150 HttpGetMormal ghome min js javascript javascript 102378 B  static1.meetupsta
TCP 53148 HttpGetMormal chapterbase css css 1651071 B  static1meetupsta
TCP 53143  HttpGetMormal Meetup.Base jquery.min js javascript  javascript 414355 B  staticZ meetupsta
TCP 53152 HttpGetMomal thumb_ 156167702 jpeg ipeg 2611 B photos3 meetupsl
TCF 53156 HttpGetMormal thumb_151659612 jpeg. PNG PNG 2571 B photos3 mestupsl v

{-.-m-.rmr. TR L a4 mamanannas omaoe - anrFAnn 1 . . s

Live Sniffing Buffer Usage:

Reload Case Files

NetworkMiner is a automated flow
analysis tool that will identify all
hosts, downloaded files, emails,
logins from a pcap file and
attempt to reassemble them for
analysis

Very powerful tool that can provide many
helpful insights during an investigation

NetworkMiner should always be run
in a sandbox environment (VM) that
Is disconnected from the network
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ZUi

& Zui

Zui (formerly known as brim) is a

i} @ Welcome to Zui X €3 Labd - PCAP Evidence.pcap X Q. Query Session X + o]

e @) o+ = . automated flow analysis tool that will

http: //localhost:9867
from Lab4 - PCAP Evidence.pcap

R - identify any suspicious packets, emails,
£ Lab4 - PCAP Evidence.pc.. CertlflcateS, fIIeS from a pcap flle and
= create a timeline

i - ——
0845 o7 PM o715

14 Shapes — Filter or fuse to view results as one shape.

> {_path: [ETLITTMEIRY, ts: 2022-03-81T19:26:16.3525187, ts_delta: 1m47.698479s, peer: "zeek", gaps: @ (uint64), acks
> {_path: [EEIT), ts: 2022-83-01T19:26:16.3525187, peer: "zeek", mem: 123 (uint64), pkts_proc: 15165 (uint64), bytes_r
> {_path: , ts: 2022-83-01T19:26:16.347206Z, fuid: "FXVH5N1djq5dtLIjFa", uid: "CKVsCJ2IxCIKKe4MZb", id: {orig_h:

> {_path: [[EEIY), ts: 2022-03-01T19:26:16.347206Z, fuid: "FXGRQb2FjhiRsY4s@k", uid: "CKVsCJ2IxCIKKe4MZb", id: {orig_h: Won’t aSSembIe the files’ SO it WiII be

> {event_type: [EISIINENN, ts: 2022-03-01T19:26:16.3230957, src_ip: 139.60.161.225, src_port: 80 (port=(uint16)), dest

> {_path: , ts: 2022-83-01T19:26:16.322755Z, uid: "C6tVBU2Lp2ud]7NOZ1", id: {orig_h: 10.2.1.101, orig_p: 49602 (p f t

> {_path: , ts: 2022-83-01T19:26:15.774007Z, fingerprint: "9976eaa3c4bbSacc8599delb2£9dd95e6e939262950008fechatIn Sa er 0 use
> {_path: [N, ts: 2022-03-01T19:26:15.6522127, uid: "CUfvpS3SPrdfMEFKIS", id: forig h: 10.3.1.101, orig p: 49638 (po

> {_path: , ts: 20822-83-01T19:26:15.6400217, fingerprint: "2@f3b25£10490aed425b69c6dbB5443505bc4B49258deasf19fdda

> {_path: , ts: 2022-03-01T19:26:15.510326Z, uid: "CivwW@4@S1H1zSF8F2", id: forig h: 1@.3.1.101, orig_p: 49645 (po

> {_path: [N, ts: 2022-03-01T19:26:15.4049242, uid: "CnNmB32KmuFmri6Dle", id: forig h: 10.3.1.101, orig p: 49643 (po Can hel Identl Ote ntlal IOCS
> {_path: ts: 2022-03-81T19:26:15.3340367, uid: "CE23tI2SRUbJyzNBzf", id: forig_h: 157.7.106.218, orig_p: 3 (po p p

’

> {_path: , ts: 2822-83-81T19:26:15.2645447, fingerprint: "a4978643f2265aech60f6albl63dched2ccf8ffc9956b699eb3153
> {event_type: , ts: 2022-03-81T19:26:15.208711Z, src_ip: 157.7.189.15, src_port: 25 (port=(uintig)), dest_i
> {_path: , ts: 2022-83-81T19:26:15.208183Z, uid: "CUfvpS35PrdfM6FK95", id: {orig_h: 10.3.1.101, orig_p: 49638 (p
> {event_type: , ts: 2822-03-81T19:26:15.8728242, src_ip: 157.7.189.15, src_port: 25 (port=(uinti6)), dest_i
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VirusTotal

VirusTotal is a massive database of known malware signatures and malicious fingerprints

2 VIRUSTOTAL We can provide signatures from our

Investigation to see if they have been
flagged as malicious in the past

Analyse suspicious files, domains, IPs and URLs to detect malware and other
breaches, automatically share them with the security community.

* File Hashes
 |P Addresses

Domain Names

45,46.53.140 (45.46.0.0/15)

AS 11351 (TWC-11351-NORTHEAST)

By submitting data above, you are agreeing to our

Sample submission with the security commu

DETECTION DETAILS RELATIONS COMMUNITY 18+

@ Want to automate submissions? Check our API, or access your AP| key.

The community tab will provide more
context around the malicious signatures
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Email Received from

Example Timeline

trustmel@hacker.com

Malicioy® \

What was
contents of

message”? What IP/Mail o
server did this \rallo

What is the IP come from? EX“\

and MAC

address of File Hash of

victim this file?

machine?
How was the What protocols
file 8:28 AM were used?
downloaded? File hash of

What data was

files installed?
stolen?

What ports
were used?

Any evidence
of persistence?
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