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Announcements _
Look at your grades on Brightspace

Final Exam/Quiz on Friday
 Please be there

Wireshark Lab 5 (course evaluation) due Friday
PA5 Due Wednesday December 11" @ 11:59 PM

OHS0YOU
Completed CSCI 466 D

Top Artists Top Songs

1 ABBA 1 Jacob and the Stone
2 Jungle 2 BackOn74

3 Emile Mosseri 3 The Emptiness...

4 Linkin Park 4 Chiquitita-1999/...

.
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Final Exam Structure

No notes allowed
10% of your grade
Please show up

Part I. OSI Model (38%)

For each layer

 Name the layer (Ex. Network Layer)

* Provide a primary responsibility/functionality (Ex. Forwarding and Routing)
* Provide the unit of data that is being transmitted (Ex. Datagram)

Part 3. Question 2 (worth 2%)
« Won't tell you the exact question, but it will test if you have been paying attention in
class

Part Il. Question 3 (60%)

« Won't tell you the exact question, but it will require your knowledge of how the
internet works and how two hosts communicate with each other
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The layer which interacts directly with applications and provide necessary protocols

Application Layer and services for web applications. Specifies the shared commination protocol(s) that
will be used by hosts in a communication protocol

« Domain Name System (DNS) is a distributed,
hierarchical database used for mapping

HyperText Transfer Protocol (HTTP)- protocol that dictates
hostnames to IP address

the transmitting of hypermedia documents, such as HTML

and other webpage objects Prior to creating a TCP connection and sending an HTTP
request, we first need to issue a DNS request!
HTTP Request — 3 (Built on UDP, lookups happen on port 53)
([ ]
HTTP Response m:
root DNS
y.
Uniform Resource Locator (URL)- Addressing scheme for web objects )
Objpct
.com TLD DNS .edy TLD DNS
scheme://domain:port/path to object?query string / server cerver
http://cs.montana.edu/pearsall/classes/fall2022/466/main.html . ]

Informational Responses (100s) N
Successful Responses (200s) DNS

DNS
Redirection messages (300s)

Client error response (400s) )
Server error response (500s) m%%gnﬁyﬁ%

montana.edu harvard.edu
DNS DNS

GET: Download resource
HEAD: Get resource metadata
POST: Upload form contents
PUT: Upload object to URL
DELETE: Delete object from URL

ooopoo




Transport Layer - Provides host-to-host, reliable data transfer, and dictates the flow of data

Multiplexing is the process of gathering Demultiplexing is the receiving segments
chunks from sockets, encapsulating chunks from the transport layer and delivering the

segment into the network layer

@ Segment @
="/\

data ¢ data ¢ data @ data
data . data ¢ data @ data
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Transport Layer Provides host-to-host, reliable data transfer, and dictates the flow of data

User Datagram Prot. (UDP) Transmission Control Prot. (TCP)
Unreliable data transfer Reliable stream transport
32 Bits
. . . 1 1 1 1 1 1 1 l 1 | 1 1 L 1 | | 1 l 1 1 L 1 1 l 1 1 1 | 1 1 1 I
e Connection-less e Connection-oriented —
Source port Destination port
— Don’t know if receiver is present — Establishes receiver presence
Sequence number
e No flow control e Flow control
Acknowledgement number
- Overflow at receiver possible - Sender won't overwhelm receivel : i
TCP UlA|P|R|S|F
* No congestion control e (Congestion control v AFMEMIY VRS
— Sender can overload the network — Senders won't overload network Checksum Urgent pointer
* No guarantees on ¢ No guarantees on R Options (0 or more 32-bit words) o
- End-to-end delay — End-to-end delay ol ORp— el
— Throughput —  Throughput T T
—  Security —  Security

“Self-Clocking”

TCP Handshake

SYN/ACK

‘ ACK b —
‘A MONTANA
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Network Layer |Provides Routing and Forwarding Functionality

Our segments from the transport layer are now encapsulated into network layer datagrams

Data Plane

Forwarding: move packets from router’s

IP Addresses are assigned here

| P 4 input to appropriate router output
0 4 8 16 31 bit
Version| IHL | TOs Total length 128.11.52.0 - 128.11.52.255 1
Identification Flags | Fragment offset 20 153.90.2.0 — 153.90.2.255 2
TTL | Protocol Header checksum b ytes
Source address 153.90.2.87 — 153.90.2.89 3

Destination address

- 0-40
/ Options / bytes

11001000 00010111 0000 ** %k kksxxksks 1
Up to 11001000 00010111 00011000 ***x*ksk s 2

/ Data / ~ 65515
bytes 11001000 00010111 Q001 T*** %k ks 3
otherwise 4

IPv4: 32-bit addresses (decimal)
192.149.252.76
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Network Layer |Provides Routing and Forwarding Functionality

Our segments from the transport layer are now encapsulated into network layer datagram

Control

Routing: determine route taken by
packets from source to destination

> A/
COMCAS]T

OSPF is a link-state
protocol that uses
flooding of link-state
information and
Dijkstra’s least-cost

algorithm
=

An autonomous system is a
group of routers that are under
the same administrative control

-> Used for routing
within an AS

Border Gateway Protocol (BGP)
is used for exchanging routing
information between AS

AS 1

/A MONTANA
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Network Layer | Provides Routing and Forwarding Functionality

Dynamic Host Configuration Protocol (DHCP) is a plug-and-play, client-server
protocol that allows a host to obtain an IP address automatically

When a host is automatically assigned an IP address, it might keep

that one forever, or the IP addresses can be temporary
(more common)

IP address request

< @
IP address offer

DHCP client IP address selection DHCP server

@

IP address
acknowledgment
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Network Layer | Provides Routing and Forwarding Functionality

NAT is a translation of multiple private IP addresses to one single public IP address

* Hides details of inner home network from outside world
« All incoming traffic will have same public IP, all outgoing will have same public IP

Host Router + NAT Server

Private @
Network \

10.0.0.1 150.150.0.1 200.100.10.1
Source IP Destination IP Source IP Destination IP

10.0.0.1 200.100.10.1 |- -1 150.150.0.1 200.100.10.1

i‘“"““““""““:'_:'_:_Eh_?nges according.'_'_'_'_'_'i ____________________

Source IP Destination IP to NAT Source IP Destina:tion IP

200.100.10.1 10.0.0.1 ~-1 200.100.10.1 150.150.0.1
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Link Layer The link layer is responsible for the actual node-to-node delivery of data and
ensure error-free transmission of information (handles a variety of mediums)

MAC (Media Access Control) Addresses

* function: used Tocally” to get frame from one interface to another

physically-connected interface (same network, in IP-addressing sense)
+ 48 bit MAC address (for most LANs) burned in NIC ROM. also Wy
sometimes software settable

Ethernet: Dominant wired LAN technology

uuuuuuu

Address Resolution Protocol (ARP)

* Protocol used to map IP address to MAC
addresses

* Very commonly used, as we need the MAC
address of each host in our path FTIIX

» Broadcast sent on all interfaces

Ethernet switches will
store and forward ethernet
frames

Routers will
forward frames
leaving the LAN

= ethernet cable

(Wi-fi = wifi frame)

iy

Computer ~ Laptop

Local Area Network
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192.168.0.1

-

%ums.o.z
K_/“’Z.lss.o.g

e B v R = )

172.16.0.1 \
172.16.0.2 172.16.0.3

3 subnets




The Internet 192.168.0.1
[
()

192.168.0.2
Router|

10.8.0.1

192.168.0.3

The Intemet
192.168.0.1

()

Router|

10.9.0.1

192.168.0.2

CE OF &

192.168.0.3
172.16.0.1
172.15.02 172.16.0.3

The Intemet
192.168.0.1

192.168.0.2
Router|

10.9.0.1

CE OF O

172.16.0.1
172.15.0.2 172.16.0.3 ((

192.168.0.3

CE OF O

172.16.0.1
172.15.0.2 172.16.0.3

The Internet 192.168.0.1
]
()

192.168.0.2
Router

10.9.0.1

192.168.0.3

The Internet 192.168.0.1
[
()

192.168.0.2
Router|

One
autonomous

system

10.9.0.1

L COF R

172.16.0.1
172.16.0.2 172.16.0.3

192.168.0.3

CE OF &

172.16.0.1
172.15.0.2 172.16.0.3
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Network Security

Symmetric Encryption A” thlS iS
? implemented in
- P 8 ot TLS/SSL at the
: T : i — h Session +
Confidentiality- Making sure that only the gj i | @y | — Presentation
sender and receiver can read the message — : — Layer
(encryption)
Public Key Cryptography
Authentication- Making sure that you are
communicating with the person you think -, ity 2,
you are (encryption + hashing) | Gencpt | |/ @ Dearypt

Integrity- Making sure the message does
not get tampered with during transmission
(hashing)

Digital Signatures

ssssss

Fgkopdgoo69cmxw Encryption
ermalasofmz algorithm [o— O
\ \ Bob’s public
key, K5"

H(m+s)
:: .m+s
[m]
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Special Topics

RECONNAISSANCE

Harvesting email addresses,
conference information, etc.

WEAPONIZATION

Coupling exploit with backdoor
into deliverable payload

Delivering weaponized bundle to the
victim via email, web, USB, etc.

Indicators of Compromise

S , _ lolo
Exploiting a vulnerability to exd @" &} IOIO )

code on victim’s system Hash values (digests)
Digital footprints that serve that are associated with ((( ,))
as an attacker's MO or known malicious files.

indicator of their handiwork.
COMMAND & CONTROL [C XD _ [ D
Command channel for remo . .
manipulation of victim w
— ‘
ACTIONS ON OBJECTIVES n

With ‘Hands on Keyboard' access,
intruders accomplish their original goals

Cloud Computing

é %% Cloud Computing

Malicious software and code

Network Forensics

. . Known dangerous IP f
https://malware-traffic-analysis.net/ vt
P y addresses or IP endpoint devices, network,
addresses associated and other IT infrastructure.

with unusual activities.
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Packet Tracer

? Cisco Packet Tracer - C\Users\Dell\Downloads\deploycabledevices.pkt é—r‘
File Edit Options View Tools Extensions Window Help

LLLL FRE BRI L) Packet Tracer Is a network
S €@ B/ rmed Hu

(s Logical)(_ Physical)x 16445 simulation tool that allows users
to create network topologies and
simulates a real computer

network

PC3

A great way to learn how to set
up and configure a functional
computer network
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OSI MODEL

Abblication Laver Provides protocols for sending and receiving data Messages
PP y between services and web applications (HTTP) d
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OSI MODEL

Abblication Laver Provides protocols for sending and receiving data Messages
PP y between services and web applications (HTTP) J
Presentation Layer Encoding, Compressing, and Encrypting Data Messages
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OSI MODEL

Abblication Laver Provides protocols for sending and receiving data Messages
PP y between services and web applications (HTTP) d
Presentation Layer Encoding, Compressing, and Encrypting Data Messages
Session Layer :‘Authe.ntlc?tlon. Manages, r_nomtors, Messages

sessions” between endpoints
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OSI MODEL

Abblication Laver Provides protocols for sending and receiving data Messages

PP y between services and web applications (HTTP) J
Presentation Layer Encoding, Compressing, and Encrypting Data Messages

. Authentication. Manages, monitors

: ’ Messages

“sessions” between endpoints |
Provides host-to-host, reliable data transfer, Segments

Ll L s and dictates the flow of data
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OSI MODEL

Abblication Laver Provides protocols for sending and receiving data Messages

PP y between services and web applications (HTTP) J
Presentation Layer Encoding, Compressing, and Encrypting Data Messages
. Authentication. Manages, monitors, Messages

“sessions” between endpoints |
Provides host-to-host, reliable data transfer, Segments

R and dictates the flow of data

Forwarding and Routing of Data. Logical Addressing Datagrams
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OSI MODEL

Abblication Laver Provides protocols for sending and receiving data Messages
PP y between services and web applications (HTTP) d
Presentation Layer Encoding, Compressing, and Encrypting Data Messages

. Authentication. Manages, monitors,
Session Layer ot ges, ! Messages
sessions” between endpoints
Provides host-to-host, reliable data transfer, Segments
U L and dictates the flow of data
Forwarding and Routing of Data. Logical Addressing Datagrams
. Handles the formatting and physical addressing of Frames
Data Link Layer the data before transmitting bits
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OSI MODEL

Abblication Laver Provides protocols for sending and receiving data Messages
PP y between services and web applications (HTTP) d
Presentation Layer Encoding, Compressing, and Encrypting Data Messages

. Authentication. Man , monitors,
Session Layer LIEnueation. anages, moniors Messages
sessions” between endpoints
Provides host-to-host, reliable data transfer, Segments
and dictates the flow of data
Forwarding and Routing of Data. Logical Addressing Datagrams
. Handles the formatting and physical addressing of Frames
Data Link Layer the data before transmitting bits
Physical Layer Transmits bits into physical signals over some medium Bits
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OSI MODEL

lI;’rovides protpcols for sending Messages
etween services and wek
Transport Layer Segments
g1 Data. Logical Addressing Datagrams
Data Link Layer > rztr']tisnrgitatlil:]oé [l)ori]t);sical addressing of Frames
Physical Layer ransmits bits into physical signals over some medium Bits
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OSI MODEL

Said Sausage
That Throw
Nobody Not
Drinks Do
Pepsi e Please
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OS| MODEL
HTTP, DNS, SMTP, FTP etc
/

Application Layer “
. (LS pe,,
Presentation Layer “ ’ g,

'O'oe”he
re)
Session Layer “

K///onNm
MAC
Header

Data Link Layer “

0101010101111010100110101010101010
MM NN U o\ —

Physical Layer
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https://www.youtube.com/watch?v=2c6pQDfFacY
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Course Outcomes P
By the end of this course, students should be be able to: AlwayS bet on

. List the network layers and explain their function in end-to-end communications the router
= Explain the functions of various Network protocols (HTTE, DNS, TCR/IF, BGF, etc)
« Design and implement network application

» Analyze network traffic

« Understand important security mechanisms in networks

« Understand what the cloud is and how to implement and deploy a simple cloud application g i
HTTP  FTP  OSPF

DNS SMTP  BGP

4‘_'——_—-—‘-“———-_.
TLS/SSL
B UDP TCP “Hourglass”
P DHCP) fshape of the
P o internet

Y,

‘A MONTANA

/ ARP Ethernet WiFi

Copper Wire Radio Waves Fiber Optic
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Any Questions?
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Thank Youl!

Thank you for your patience, flexibility, and kindness ©

| hope you enjoyed this class, and | hope the stuff you learned will be
helpful in your career. With most devices connected to the internet, its
important to understand these basic networks concepts!

| will be teaching CSCI 132/232 and
ESOF 422 next semester @

Connect with me on LinkedIn!

"~ | | Congrats to those that are
graduating next weekend! |
hope you find a job that you
love!

If | can be of assistance to
you for anything in the

Reese Pearsall =/+im)

Instructor at Montana State University future, please Iet me kﬂOW'

Bozeman, Montana, United States * Contact info
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