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 Environment Variable and Set-UID Program Lab 

 Overview —  The purpose of this lab is to understand,  and be able to control environment 
 variables to affect program and system behaviors. This also aided in describing the 
 vulnerabilities that can be exploited by abusing environment variables. 

 Task 1 —  Manipulating Environment Variables 
 In this task, we study the commands that can be used to set and unset environment variables. 

 Observation(s) and conclusion —  Environment variables are readily viewable by any user and 
 can be set using $ export. 

 Task 2 —  Passing Environment Variables from Parent Process to Child Process 



 In this task, we study how a child process gets its environment variables from its parent. 

 Observation(s) and conclusion —  It doesn’t appear  there’s a difference between the child and 
 parent process environment variables, as $ diff finished executing without any output— hence, 
 child processes must inherit environment variables in their entirety from the parent process(es). 

 Task 3 — Environment Variables and execve() 
 In this task, we study how environment variables are affected when a new program is executed 
 via execve(). 

 * I had to name the program myenv2.c due to some swap file issues I encountered when I was originally trying this 
 task. 

(Redacted)

(Redacted)



 Observation(s) and conclusion —  It doesn’t appear  that execve() is able to automatically 
 inherit environment variables for a program when it is run— environment variable information 
 must be supplied directly to execve() if these variables are to be used. 

 Task 4 — Environment Variables and system() 
 In this task, we study how environment variables are affected when a new program is executed 
 via the system() function. 

 Observation(s) and conclusion —  The environment variables  of the calling process are indeed 
 passed to the new program /bin/sh, as depicted above. 

 Task 5 — Environment Variable and Set-UID Programs 

 Observation(s) and conclusion —  After making the program setuidtest.c (code provided by 
 lab directions) into a Set-UID and exporting the three environment variables, I found that PATH, 
 LD_LIBRARY_PATH and ANY_NAME_YOU_WANT did not appear in the output. 
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(Redacted)

(Redacted)



 Observation(s) and conclusion —  For this task, in  order to test whether or not the program 
 that Vince provided to Bob (given as catall.c) could potentially cause damage, after I made 

Task 4 - Exploiting the Audit Set-UID Program

Payload Redacted

(Redacted, but here is where they explain how
they exploited the program and got a file to be deleted)




