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CSCIl 476: Computer Security

Buffer Overflow Attack (Part 1)

The stack, stack frames, function prologue and epilogue

Reese Pearsall
Spring 2023
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Announcements

Lab 2 (Shellshock) due on Sunday 2/19

VM Issues
e Often times, the fastest solution is to create a brand new VM
e Crank up video memory




Program layout in memory

High addresses .
int x = 100;
Sagh int main ()
.___-_____T __________ {
v int a =2;
float b = 2.5;
7 ! .
i static 1int y;
) int *ptr = (int *) malloc(2*sizeof (int));
eap
ptr[0] = 5;
uninitialized data ptr [1] = 6;
bss
initialized data free (ptr)
T return 1;
}
text
LOW addresses e —
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Program layout in memory

High addresses i
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Sagh int main ()
-_________T __________ {
v int a =2;
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A ] i
i static 1int y;
) int *ptr = (int *) malloc(2*sizeof (int));
eap
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Program layout in memory

High addresses
int x = 100;
Sach int main ()
-_________T __________ {
v int a =2;
float b = 2.5;
A . .
i static 1int y;
i int *ptr = (int *) malloc(2*sizeof (int)) ;
eap
ptr[0] = 5;
uninitialized data ptr [1] = 6;
bss
initialized data free (ptr)
data return 1;
}
text
Low addresses T —

MONTANA
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Stack and Function Invocation

int main () { int foo(x,Vv) {
int x = 3; printf (x);
int y = 3; printf (y);
£00 (%, V) int z = 1;
int a = 0; tooziz)
foo2 (a);

return 0O;

return 0; }

}

int fooZ2 (p) {
printf (p);

return 0O;

MONTANA
STATE UNIVERSITY



Stack and Function Invocation The Stack

OXFFFFF

int main () { int foo (x,yVy) {
int x = 3; printf (x);
int y = 3; printf (y);
fOO(X,Y) int z = 1;
int a = 0; fooz (z)
foo2 (a);
return 0O;
return 0; }
}
int foo2 (p) | Every time a function is called,
printf (p) ; memory gets allocated on the
stack to hold function values
return 0; ; .
} and information

N o



Stack and Function Invocation The Stack

int main () { int foo(x,V) {
int x = 37 printf (x); -
int v = 3; crinte(y), | THIS memory on
oo ... _.. | thestackis
00 (X%, = 1y
! called a stack
int a = 0; fooz (z) frame
foo2 (a) ;
return 0O;
return 0O; }
}
int ooz (p) Every time a function is called,
printf (p) ; memory gets allocated on the
stack to hold function values
return 0O; . ]
) and information

N o



Stack and Function Invocation The Stack

OXFFFFF

int main () { int foo(x,Vy) {
int x = 3; printf (x);
int y = 3; printf (y);
Stack Frame Format
foo (x,vVy) intoz = 1 Value of Arg 1
int a = 0; foo2(z) Value of Arg 2
foo2 (a); Return Address
return 0O;
Previous Frame Pointer
return 0; }
} Value of Var 1

Value of Var 1

int foo2 (p) {

printf (p); The stack frame consists of
et 0 local variables, function
} arguments, and addresses

11




. . Value of Arg 1
Stack and Function Invocation ey — 5 The Stack
Return Address 5‘ - F—
; ; previous frame G Return Address for Main
int main () { int foo(x,vVy) { d  Stack - -
Value of Var 1 g frame for Previous Frame Pointer
Value of Var 1 . —
int x = 3; printf (x); main() X =3
int y = 3; printf (y); Yy=3
£00 (X, V) int z = 1;
int a = 0; tooz(z)
foo2 (a);
return 0O;
return 0; }
}

int foo2 (p) {

printf (p);

return 0O;

S MoMovmana




. . Value of Arg 1
Stack and Function Invocation ey — 5 The Stack
Return Address 5‘ - F—
; ; previous frame G Return Address for Main
int main () { int foo(x,vVy) { d  Stack - -
Value of Var 1 g frame for Previous Frame Pointer
Value of Var 1 . —
int x = 3; printf (x); main() X =3
int = 3; ] ;
% printf (y) B Y=3
foo(x,vy) - int z = 1;
int a = 0; tooz(z)
foo2 (a);
return 0O;
return 0; }
}

int foo2 (p) {

printf (p) ;

return 0O;

S MMvovmana




. . Value of Arg 1
Stack and Function Invocation et 2 5 The Stack
Return Address 5
pamter : " | Return Address for Main e
int main () { int foo(x,y) { _ Pointer T Stack
Jele ot 2 frame for Previous Frame Pointer
Value of Var 1 . —
int x = 3; printf (x); main() ¥ =3
int = 37 intf .
Y printf (y) [v=s
foo(x,Vy) int z = 1;
int a = 0; foo2(z)
foo2 (a);
return O; We need to know where to
return 0; return to when this function
} finishes
int fooZ (p) { X=3
Stack Y=3
printf (p); ]trar(r)le f9r< Return Address for foo()
00

return 0; Previous Frame Pointer

} 7=1

N T




. . Value of Arg 1
Stack and Function Invocation et 2 5 The Stack
Return Address 5
pamter : " | Return Address for Main e
int main () { int foo(x,y) { _ Pointer T Stack
Jele ot 2 frame for Previous Frame Pointer
Value of Var 1 . —
int x = 3; printf (x); main() ¥ =3
int = 37 intf .
Y printf (y) [v=s
foo(x,Vy) int z = 1;
int a = 0; foo2(z)
foo2 (a);
return O; We need to know where to
return 0; return to when this function
} finishes
int fooZ (p) { X=3
Stack Y=3
printf (p); ]trar(r)le f9r< Return Address for foo()
00

return 0; Previous Frame Pointer

} 7=1

N o




. . Value of Arg 1
Stack and Function Invocation Value of Arg 2 5 The Stack
Return Address l?:
o F 2 — - OXFFFFF
; ; , peons frame ® Return Address for Main
int main () { int foo(x,y) { 2 Stack
Value of ver 2 frame for Previous Frame Pointer &
. Value of Var 1 . —
int x = 3; printf (x); main() X =3
int = 3; rintf ;
Y P (y) [v=s3
foo (x,V) int z = 1; X=3
Stack Y=3
int a = 0; foo2(z) frame for
Foo? (2] 5 foo) Return Address for foo()
return 0; Previous Frame Pointer =
return 0; } 7 -1
} -

int foo2 (p) {

printf (p);

return 0O;

N o




Stack and Function Invocation

int main () {

int x = 3;
int y = 3;

foo(x,vVv)

int a = 0;

foo2 (a);

return 0O;

}

Value of Arg 1

Value of Arg 2

Return Address

int foo(x,vy) {

printf (x);
printf (y);

int z = 1;

foo2 (z) -

return 0O;

Previous Frame
Pointer

Value of Var 1

Value of Var 1

int foo2 (p){ {mm
printf (p);

return 0O;

TewloH awelH oels

Stack p=1

frame for

Return Address for foo2

foo2()

Previous Frame Pointer

Stack

frame for
—

main()

Stack

frame for

foo()

—

The Stack

Return Address for Main

Previous Frame Pointer

X=3

Y=3

X=3

Y=3

Return Address for foo()

Previous Frame Pointer

=1

OXFFFFF

(\
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Value of Arg 1

Stack and Function Invocation o

int main () {

int x = 3;
int y = 3;

foo (x,v)

int a = 0;

foo2 (a);

return 0O;

}

Return Address

Previous Frame

Pointer

int foo(x,vy) {

Value of Var 1

Value of Var 1

printf (x);
printf (y);

int z = 1;

foo2 (z) -

eturn 0O;

int foo2(p) { {mm
printf (p);

return 0O;

TewloH awelH oels

Stack p=1

frame for | Return Address for foo2

foo2
0 Previous Frame Pointer

Stack

frame for
—

main()

Stack

frame for

foo()

—

The Stack

Return Address for Main

Previous Frame Pointer

X=3
Y=3
X=3
Y=3

Return Address for foo()

Previous Frame Pointer

=1

OXFFFFF

(\
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Stack and Function Invocation

int main () {

int x = 3;
int y = 3;

foo(x,vVv)

int a = 0;

foo2 (a);

return 0O;

}

Value of Arg 1

Value of Arg 2

Return Address

int foo(x,vy) {

printf (x);
printf (y);

int z = 1;

foo2 (z) -

return 0O;

Previous Frame
Pointer

Value of Var 1

Value of Var 1

int foo2 (p){ {mm
printf (p);

return 0O;

TewloH awelH oels

Stack

frame for
—

main()

Stack

frame for

foo()

—

The Stack

Return Address for Main

Previous Frame Pointer

X=3

Y=3

X=3

Y=3

Return Address for foo()

Previous Frame Pointer

Z=1

p=1

Return Address for foo2

Previous Frame Pointer

OXFFFFF
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Stack and Function Invocation

int main () {

int x = 3;
int y = 3;

foo(x,vVv)

int a = 0;

foo2 (a) ;

return 0O;

}

Value of Arg 1

@
Value of Arg 2 %
Q
Return Address I
Q
Previous Frame (BD
: Pointer Tn
int foo(x,Vv) { o
Value of Var 1 3
Q
Value of Var 1 -
printf (x);
printf (y);
int z = 1;

foo2 (z) -

return 0O;

int foo2 (p) {

printf (p) ;

return 0O;

This function is finished, so we need to
determine where the next instruction of the
program is

Stack

frame for
—

main()

Stack

frame for

foo()

—

The Stack

Return Address for Main

Previous Frame Pointer

X=3

Y=3

X=3

Y=3

Return Address for foo()

Previous Frame Pointer

Z=1

p=1

Return Address for foo2

Previous Frame Pointer

OXFFFFF
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Stack and Function Invocation

int main () {

int x = 3;
int y = 3;

foo(x,vVv)

int a = 0;

foo2 (a) ;

return 0O;

}

Value of Arg 1

Value of Arg 2

Return Address

int foo(x,vy) {

printf (x);
printf (y);

int z = 1;

foo2 (z) -

return 0O;

Previous Frame
Pointer

Value of Var 1

Value of Var 1

int foo2 (p) {

printf (p) ;

return 0O;

TewloH awelH oels

Stack

frame for
—

main()

Stack

frame for

foo()

This function is finished, so we need to determine
where the next instruction of the program is
Look at the return address in the stack frame!

—

The Stack

Return Address for Main

Previous Frame Pointer

X=3

Y=3

X=3

Y=3

Return Address for foo()

Previous Frame Pointer

Z=1

p=1

Return Address for foo2

Previous Frame Pointer

OXFFFFF
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. . Value of Arg 1
Stack and Function Invocation Value of Arg 2 5 The Stack
Return Address l?:
—— 2 — - OXFFFFF
; ; , peons frame ® Return Address for Main
int main () { int foo (x,y) { g Stack
Zalue ofVar? 5 frame for Previous Frame Pointer
: Value of Var 1 ) —
int x = 3; printf (x); main() X =3
int y = 3; rintf E
e ¥) - [v=3
foo(x,V) int z = 1; X=3
Stack Y=3
int a = 0; foo2 (z)
; * frame for Return Address for foo()
foo2 (a) ; foo()
return 0; Previous Frame Pointer
return 0O; } 7-1
} —
p=1
int fooZ2 (p) { Return Address for foo2  _|
Return back to foo() : :
printf (p) ; - Previous Frame Pointer
This function is finished, so we need to determine
return 0;€EE \yhere the next instruction of the program is
} Look at the return address in the stack frame!

22



Stack and Function Invocation

int main () {

int x = 3;
int y = 3;

foo(x,vVv)

int a = 0;
foo2 (a);

return 0O;

}

Value of Arg 1

Value of Arg 2

Return Address

int foo(x,vy) {

printf (x);
printf (y);

int z = 1;

foo2 (z) 4um

return 0O;

Previous Frame
Pointer

Value of Var 1

Value of Var 1

int foo2 (p) {
printf (p);

return 0O;

foo2 ()

can remove their

Information from the stack

TewloH awelH oels

IS finished, so we

Stack

frame for
—

main()

Stack

frame for

foo()

—

The Stack

Return Address for Main

Previous Frame Pointer

X=3

Y=3

X=3

Y=3

Return Address for foo()

Previous Frame Pointer

=1

OXFFFFF

23



. . Value of Arg 1
Stack and Function Invocation T 5 The Stack
Return Address l?:
— 2 — - OXFFFFF
; ; , peons frame ® Return Address for Main
int main () { int foo (x,V) { d  Stack
Velue i 5 frame for Previous Frame Pointer
. Value of Var 1 . —
int x = 3; printf (x); main() X =3
int y = 3; rintf ;
S (¥ |v=3
foo(x,V) int z = 1; X=3
Stack Y=3
int a = 0; foo2(z)
frame for Return Address for foo()
foo2 (a);
return 0; {zm Previous Frame Pointer
return O; } 7=-1
} N— |

int foo2 (p) {

foo () IS done, we now

need to return back to
return 0; main!

24

printf (p);




. . Value of Arg 1
Stack and Function Invocation ey — 5 The Stack
Retu.rn Address § - . S—
; ; , peons frame ® Return Address for Main
int main () { int foo (x,V) { d  Stack
Velue i 5 frame for Previous Frame Pointer
. Value of Var 1 . —
int x = 3; printf (x); main() X =3
int = 3 rintf ;
y P (y) [v=3
foo (x,V) - int z = 1;
int a = 0; foo2(z)
foo2 (a);
return 0O;
return 0; ¥
}

int foo2 (p) {

foo () IS done, we now

need to return back to
return 0; main!

25

printf (p);




. . Value of Arg 1
Stack and Function Invocation Value of Arg 2 5 The Stack
Retu.rn Address § - : N
; ; , peons frame ® Return Address for Main
int main () { int foo (x,y) { J  Stack
:::: ::z:: 5 frame for Previous Frame Pointer
int x = 3; printf (x); main() _ X =3
int = 3; intf ;
Y pri (v) V=3
foo (x,V) int z = 1; - a=0
int a = O;{.. foo2 (z)
foo2 (a);
return 0O;
return 0; }
}

int foo2 (p) {

printf (p);

return 0O;

D e




Stack and Function Invocation

int main () {

}

int x = 3;
int y = 3;

foo(x,vVv)

int a = 0;

foo2 (a);

return 0O;

Value of Arg 1

Value of Arg 2

Return Address

int foo(x,vy) {

printf (x);
printf (y);

int z = 1;

foo2 (z)

return 0O;

Previous Frame
Pointer

Value of Var 1

Value of Var 1

int foo2 (p) { -

printf (p);

return 0O;

foo2 ()

Stack
frame for

main() _

TewloH awelH oels

Stack
frame for
foo2()

IS called again,

So a new stack frame Is
created and put onto the

stack

The Stack

Return Address for Main

Previous Frame Pointer

X=3

Y=3

a =0

p=0

Return Address for foo2

Previous Frame Pointer

OXFFFFF
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Stack and Function Invocation

int main () {

int x = 3;
int y = 3;

foo(x,vVv)

int a = 0;
foo2 (a);

return 0O;

}

int foo2 (p) {

printf (p);

return 0; -

Value of Arg 1

Value of Arg 2

Return Address

int foo(x,vy) {

printf (x);
printf (y);

int z = 1;

foo2 (z)

return 0O;

Previous Frame
Pointer

Value of Var 1

Value of Var 1

When foo2 ()

1S

Stack
frame for

main() _

TewloH awelH oels

Stack
frame for
foo2()

finished, 1t will return back

tOmain ()

The Stack

Return Address for Main

Previous Frame Pointer

X=3

Y=3

a =0

p=0

Return Address for foo2

Previous Frame Pointer

OXFFFFF
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. . Value of Arg 1
Stack and Function Invocation Value of Arg 2 5 The Stack
Retu.rn Address § - . N
; ; , peons frame ® Return Address for Main
int main () { int foo (x,yVy) { d  Stack
:::: ::::: 5 frame for Previous Frame Pointer
int x = 3; printf (x); main() _ X =3
int = intf ;
Y pri (v) vo3
foo(x,Vy) int z = 1; ¥a=0
p=0
i = 0; foo2
1nt a o o0 (=) Return Address for foo2
foo2 (a); rame for
return 0; f002() Previous Frame Pointer
return 0; } o
}
int fooZ2 (p) { .
When foo2 () IS

ot () ¢ finished, it will return back

return 0; 4gm tOmain ()

T




Stack and Function Invocation

int main () {

int x = 3;
int y = 3;

foo (x,v)

int a = 0;

foo2 (a);
|

return 0O;

}

int foo2 (p) {
printf (p);

return 0O;

Value of Arg 1

Value of Arg 2

Return Address

int foo(x,vy) {

printf (x);
printf (y);

int z = 1;

foo2 (z)

return 0O;

Previous Frame
Pointer

Value of Var 1

Value of Var 1

When foo2 ()

1S

TewloH awelH oels

Stack
frame for

main() _

finished, 1t will return back

tOmain ()

The Stack

Return Address for Main

Previous Frame Pointer

X=3

Y=3

a =0

OXFFFFF
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. . Value of Arg 1
Stack and Function Invocation Value of Arg 2 5 The Stack
Retu.rn Address § - . N
; ; , peons frame ® Return Address for Main
1nt main () { int foo(x,y) { g  Stack
:::: ::z:: 5 frame for Previous Frame Pointer
int x = 3; printf (x); main() _ X =3
int = 3; intf ;
% printf (y) vo3
foo(x,Vy) int z = 1; ¥a=0
int a = 0; foo2 (z)
foo2 (a);
return 0;
return 0; — }
}
int foo2 (p) {
Program done!

printf (p);

return 0O;

31




. . Value of Arg 1
Stack and Function Invocation T 5 The Stack
Return Address 5‘ F—
Prgvious Frame g
int main () { int foo (x, V) { o J
Value of Var 1 g
: Value of Var 1 -
int x = 3; printf (x);
int y = 3; printf (y) ;
foo (x,V) int z = 1;
int a = 0; foo2(z)
foo2 (a);
return O;
return 0; - }
}

int foo2 (p) {

Program done!

printf (p) ;

return 0O;

S MoMovmana




#include <string.h>
#include <stdio.h>
#include <stdlib.h>

void foo(char *str)

{
char buffer[10];
strcpy(buffer, str);

}

int main(int argc, char *argvl[])

{
foo(argv[l]);
printf("Returned Properly\n");
return 0;

}

MONTANA
STATE UNIVERSITY



The Stack

#include <string.h>
#include <stdio.h>
#include <stdlib.h>

OXFFFFF

void foo(char *str)

{
char buffer[10];
strcpy(buffer, str);

}

int main(int argc, char *argvl[])

{
foo(argv[l]);
printf("Returned Properly\n");
return 0;

}

MONTANA
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The Stack

#include <string.h>
#include <stdio.h>
#include <stdlib.h>

OXFFFFF

void foo(char *str
{ ( ) main() stack frame | Return Address

char buffer[10];
strcpy(buffer, str);

}

int main(int argc, char *argvl[])

{
foo(argv[l]);
printf("Returned Properly\n");
return 0;

}

MONTANA
STATE UNIVERSITY



The Stack

#include <string.h>
#include <stdio.h>
#include <stdlib.h>

OXFFFFF

void foo(char *str
{ ( ) main() stack frame | Return Address

char buffer[10];
strcpy(buffer, str);

}
foo() stack frame Return Address

int main(int argc, char *argv[]) CHAR BUFFER(]
{

foo(argv[l]);

printf("Returned Properly\n");

return 0;
}

MONTANA
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The Stack

#include <string.h>
#include <stdio.h>
#include <stdlib.h>

OXFFFFF

void foo(char *str
{ ( ) main() stack frame | Return Address

char buffer[10];
strcpy(buffer, str);

}
foo() stack fr?Te“ Return Address

int main(int argc, char *argv[]) e CHAR BUFFER(]
{ - -7

foo(argv[l]); , _ - - — — ~

printf("Returnéd Properly\n");

return 0;
}

MONTANA
STATE UNIVERSITY



#include <string.h>
#include <stdio.h>
#include <stdlib.h>

void foo(char *str)

{
char buffer[10];

strcpy(buffer, str);

int main(int argc, char *argv[])

{

-_— =

-

foo(argv([l]); , _ —
printf("Returneéd Properly\n");
return 0;

—

-

-

=2

The input of this program eventually gets put on the stack!

-

main() stack frame

The Stack

Return Address

foo() stack frame

-°°
—’

Return Address

-
-
/’
_ - C

CHAR BUFFER[] )

e

OXFFFFF

3
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The Stack
#include <string.h>

#include <stdio.h>
#include <stdlib.h>

OXFFFFF

void foo(char *str) _
{ main() stack frame | Return Address

char buffer[10];
strcpy(buffer, str);

}
foo() stack frame Return Address

int main(int argc, char *argv[]) Ll AAAAAAAAAA
{

foo(argv[l]);

printf("Returned Properly\n");

return 0;
}

buffer[] can only hold 10 characters, right?

MONTANA
STATE UNIVERSITY



#include <string.h>

The Stack
#include <stdio.h>

#include <stdlib.h> OXFFFFF

void foo(char *str)

{

char buffer[10]; .
strcpy (buffer, str); main() stack frame | Return Address

int main(int argc, char *argvl[])

{

foo(argv[1]); foo() stack frame

printf ("Returned Prope rly\n" )} Return Address

return 0; CHAR BUFFER[] [NV VNNV
}

C doesn’t care.

MONTANA
STATE UNIVERSITY



#include <string.h>

The Stack
#include <stdio.h>

#include <stdlib.h> OXFFFFF

void foo(char *str)

{ char buffeﬁIIOJ;

strcpy (buffer, str); main() stack frame | Return Address

int main(int argc, char *argvl[])

{

foo(argv[1]); foo() stack frame

printf ( "Returned PrOpe rly\n " ) ; Return Address

return 0; CHAR BUFFER(] nese
}

C doesn’t care.

Instead of . /myprogram reese

What if we did.....

MONTANA
STATE UNIVERSITY




#include <string.h>
#include <stdio.h>
#include <stdlib.h>

void foo(char *str)

{
char buffeﬁIIOJ;

strcpy(buffer,'str);

int main(int argc, char *argvl[])
{
foo(argv[l]);
printf("Returned Properly\n");
return 0;

}

C doesn’t care.

Instead of . /myprogram reese

What if we did.....

./myprogram AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANARRREARRRAAAARAAARTR

main() stack frame

foo() stack frame

Return Address

Return Address

CHAR BUFFERT]

AAAVAYAVAVAYAVAVATAVAVATAVAVAYAVAVAAAVATAVAA"A Y/

OXFFFFF

AAAA

MONTANA
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#include <string.h>
#include <stdio.h>
#include <stdlib.h>

void foo(char *str)

t char buffeﬁjle];
strcpy(buffer, str);
}
int main(int argc, char *argvl[])
{
foo(argv[l]);
printf("Returned Properly\n");
return 0;
}

We can overflow this buffer!

This will overwrite other values on the Stack

main() stack frame

foo() stack frame

Return Address

Return Address

CHAR BUFFERT]

AAAVAYAVAVAYAVAVATAVAVATAVAVAYAVAVAAAVATAVAA"A Y/

OXFFFFF

MONTANA
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#include <string.h>
#include <stdio.h>
#include <stdlib.h>

void foo(char *str)

t char buffeﬁjle];
strcpy(buffer, str);
}
int main(int argc, char *argvl[])
{
foo(argv[l]);
printf("Returned Properly\n");
return 0;
}

We can overflow this buffer!

This will overwrite other values on the Stack

main() stack frame

foo() stack frame

Return Address

Return Address

CHAR BUFFERT]

AAAVAYAVAVAYAVAVATAVAVATAVAVAYAVAVAAAVATAVAA"A Y/

OXFFFFF
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#include <string.h>
#include <stdio.h>
#include <stdlib.h>

OXFFFFF

void foo(char *str)

t char buffer_[l@_]_; .
strcpy (buffer, str); main() Return Address

>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>

}
int main(int argc, char *argvl[])
{ foo(argv[1]) foo()
oo(argv ;
printf("Returned Properly\n"); Return Address
return 0; CHAR BUFFER([]
}

We can overflow this buffer!

This will overwrite other values on the Stack

Our input can overwrite values on the stack,
specifically, the return address
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#include <string.h>
#include <stdio.h>
#include <stdlib.h>

void foo(char *str)

{
char buffer[10];

strcpy(buffer,'str);

int main(int argc, char *argvl[])
{
foo(argv([1l]);
printf("Returned Properly\n");
return 0;

. /myprogram AAAAAAAAEVILAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

The Stack

main() S‘Return Address

foo() Return Address

CHAR BUFFERT]

JAVAVAVAVAVAVAN
JAVAVAVAVAVAVAN
JAVAVAVAVAVAY.N

JAVAVAVAVAVAVAY
JAVAVAVAVAVAVAY

JAVAVAVAVAVAVAN

JAVAVAVAVAVAVA

OXFFFFF

AAA




The Stack

#include <string.h>
#include <stdio.h>
#include <stdlib.h>

OXFFFFF

JAVAVAVAVAVAYAY
void foo(char *str)
{ JAVAVAVAVAVAVAN
char buffer[10]; .
strcpy (buffer, str); main() S‘Return Address E.Y.V.V.Y.V.V:)
} . JAVAYAYAYAYAYAN
JAYAYAYAVAYAYAN
int ' int , ch *
?n main(int argc, char *argv[]) AAAAAAA
foo(argv[1]); foo()
printf("Returned Properly\n"); Return Address
return 0;

CHAR BUFFER[] IRYY.YY.YY:

. /myprogram AAAAAAAAEVILAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

Instead of EVIL, what could we overwrite it with?
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The Stack

#include <string.h>
#include <stdio.h>
#include <stdlib.h>

OXFFFFF

JAVAVAVAVAVAYAY
void foo(char *str)
{ JAVAVAVAVAVAVAN
char buffer[10]; .
strcpy (buffer, str); main() S‘Return Address E.Y.V.V.Y.V.V:)
} . JAVAYAYAYAYAYAN
JAYAYAYAVAYAYAN
int ' int , ch *
?n main(int argc, char *argv[]) AAAAAAA
foo(argv[1]); foo()
printf("Returned Properly\n"); Return Address
return 0;

CHAR BUFFER[] IRYY.YY.YY:

. /myprogram AAAAAAAAEVILAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

Instead of EVIL, what could we overwrite it with?

21 Our own malicious code

48



THE STACK

The CPU needs to keep track of two things:

... previous stack frames...

1. The location of the top of stack

2. The location of the current stack
frame we are executing
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THE STACK

The CPU needs to keep track of two things:

... previous stack frames...

1. The location of the top of stack
The register $esp points to the top of the stack

2. The location of the current stack
frame we are executing

(s,
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THE STACK
The CPU needs to keep track of two things:

... previous stack frames...

1. The location of the top of stack

The register $esp points to the top of the stack
$ebp

2. The location of the current stack
frame we are executing
The reqister $ebp points to the base of

-$esp the current stack frame

MONTANA
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THE STACK Every time a function is called, the function prologue occurs

-$ebp

... previous stack frames...

$esp
void main () I push  $0x3 ; push b
{ push  $0x2 ; push a
foo(2,3); - call .... <foo> ; push RA
return 0; .
) l—
push %ebp ; save ebp
mov %esp, %ebp ; set ebp
void foo(int a, int b) ;;; Ox8/(Rebp) Rade 7 A
’ ’
{ int x, y; mov Oxc(%ebp) ,%eax ; b
i aa+ l;; - add %edx, teax. T
¥R S mov %eax,-0x8 (%ebp) ; x=
} ! mov 0x8 (%ebp), %¥eax ; etc.
sub Oxc (%ebp) , $eax
mov %eax, -0x4 (%ebp)

leave ; set esp = ebp

; pop ebp
ret ; pop RA
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THE STACK Every time a function is called, the function prologue occurs

... previous stack frames...

$ﬂ§§ﬁ() I push  $0x3 ; push b
push  $0x2 ; push a
foo(2,3); - call .... <foo> ; push RA
return 0; .
) l—
push %ebp ; save ebp
mov %esp, ¥ebp ; set ebp
void foo(int a, int b) ;;; OxB/(%ebp) Fadx ; a
’ ’
{ int x, y; mov Oxc(%ebp) ,%eax ; b
i aa+ l;; - add %edx, $eax. ; +
V= mov %eax,-0x8 (%ebp) ; x=
} mov 0x8 (%ebp), %¥eax ; etc.
sub Oxc (%ebp) , $eax
mov %eax, -0x4 (%ebp)

leave ; set esp = ebp

; pop ebp
ret ; pop RA

MONTANA
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THE STACK Every time a function is called, the function prologue occurs

-$ebp

... previous stack frames...

void main () I push $0x3 ; push b
push  $0x2 ; push a
€8P 3); - call .... <foo> ; push RA
return 0; .
push %ebp ; save ebp
mov Yesp, ¥ebp ; set ebp
void foo(int a, int b) | S G aep) heas s
’ ’
{ int x, y; mov Oxc(%ebp) ,%eax ; b
= aa+ l;; - add %edx, teax. Pt
e mov %eax,-0x8 (%ebp) ; x=
} ! mov 0x8 (%ebp), %¥eax ; etc.
— sub Oxc (%ebp) , $eax
mov %eax, -0x4 (%ebp)
leave ; set esp = ebp
; pop ebp
ret ; pop RA
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THE STACK Every time a function is called, the function prologue occurs

-$ebp

... previous stack frames...

void main ()

{
foo(2,3);
return 0;
$esp

void foo(int a, int b)
{

int x, ¥v;

X =a + b;

y =a - b;

push  $0x3 ; push b
push  $0x2 ; push a
call . <foo> ; push RA
s
push %ebp ; save ebp
mov %esp, %ebp ; set ebp
mov 0x8 (%ebp) ,%edx ; a
mov Oxc(%ebp) ,%eax ; b
add %$edx, $eax. ; +
mov %eax,-0x8 (%ebp) ; x=
mov 0x8 (%ebp), %¥eax ; etc.
sub Oxc (%ebp) , ¥eax
mov %eax, -0x4 (%ebp)
leave ; set esp = ebp
; pop ebp
ret ; pop RA
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STATE UNIVERSITY




THE STACK Every time a function is called, the function prologue occurs

-$ebp

... previous stack frames...

void main ()

{
foo(2,3);
return 0;
$esp

void foo(int a, int b)
{

int x, ¥v;

X =a + b;

y =a - b;

push  $0x3 ; push b
push  $0x2 ; push a
call . <foo> ; push RA
s
push %ebp ; save ebp
mov %esp, %ebp ; set ebp
mov 0x8 (%ebp) ,%edx ; a
mov Oxc(%ebp) ,%eax ; b
add %$edx, $eax. ; +
mov %eax,-0x8 (%ebp) ; x=
mov 0x8 (%ebp), %¥eax ; etc.
sub Oxc (%ebp) , ¥eax
mov %eax, -0x4 (%ebp)
leave ; set esp = ebp
; pop ebp
ret ; pop RA
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THE STACK Every time a function is called, the function prologue occurs

-$ebp

... previous stack frames...

void main ()

{
foo(2,3);
return 0;
$esp

void foo(int a, int b)
{

int x, ¥v;

X =a + b;

y =a - b;

push  $0x3 ; push b
push  $0x2 ; push a

call . <foo> ; push RA

s

ush %ebp ; save ebp
mov %esp, %ebp ; set ebp
mov 0x8 (%ebp) ,%edx ; a
mov Oxc(%ebp) ,%eax ; b

add %$edx, $eax. ; +
mov %eax,-0x8 (%ebp) ; x=
mov 0x8 (%ebp), %¥eax ; etc.
sub Oxc (%ebp) , ¥eax
mov %eax, -0x4 (%ebp)

leave ; set esp = ebp

; pop ebp
ret ; pop RA
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THE STACK Every time a function is called, the function prologue occurs

$ ebp
... previous stack frames...
void main () I push  $0x3 ; push b
{ push  $0x2 ; push a
foo(2,3); - call .... <foo> ; push RA
return 0; .
es
-$ P 4push %ebp ; save ebp
mov Yesp, ¥ebp ; set ebp
void foo(int a, int b) | N it mee
’ ’
{ int x, y; mov Oxc(%ebp) ,%eax ; b
= aa+ l;; - add %edx, $eax. ; +
y =a - b; mov %eax,-0x8 (%ebp) ; x=
} mov 0x8 (%ebp), %¥eax ; etc.
— sub Oxc (%ebp) , $eax
mov %eax, -0x4 (%ebp)
leave ; set esp = ebp
; pop ebp
ret ; pop RA
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THE STACK Every time a function is called, the function prologue occurs

... previous stack frames...

void main () I push  $0x3 ; push b
{ push  $0x2 ; push a
foo(2,3); - call .... <foo> ; push RA
return 0; .
) [—
$es eb
« g d 4push %ebp ; save ebp
mov Yesp, ¥ebp ; set ebp
void foo(int a, int b) | N it mee
{ int %, y; mov Oxc(%ebp) ,%eax ; b
x =a + b; - add %edx, $eax. ; o+
Yrea s mov %eax,-0x8 (%ebp) ; x=
} mov 0x8 (%ebp), %¥eax ; etc.
— sub Oxc (%ebp) , $eax
mov %eax, -0x4 (%ebp)

leave ; set esp = ebp
pop ebp
pop RA
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THE STACK Every time a function is called, the function prologue occurs

... previous stack frames...

void main () I push

b
a
RA

$0x3 ; push
{ push  $0x2 ; push
foo(2,3); - call . <foo> ; push
return 0;
Sals
4push ¥ebp ;
mov %esp, %ebp -
| mov 0x8 (%ebp) , %edx ;
mov Oxc (%ebp) , $eax ;
- add %$edx, $eax. ;
mov %eax,-0x8 (%ebp) ;
mov 0x8 (%ebp) , $eax ;
sub Oxc (%ebp) , $eax
mov %eax, -0x4 (%ebp)
leave ; set esp = ebp
; pop ebp
ret ; pop RA

save ebp
set ebp

+ 0w

Xx=
etc.
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THE STACK Every time a function is called, the function prologue occurs

... previous stack frames...

Why is this helpful knowledge?

This tells us how the return address
In put onto the stack, and how these
Important pointers are managed

MONTANA
STATE UNIVERSITY



THE STACK Every time a function is called, the function prologue occurs

... previous stack frames...

Why is this helpful knowledge?

This tells us how the return address
In put onto the stack, and how these
Important pointers are managed

MONTANA
STATE UNIVERSITY



THE STACK Every time a function is called, the function prologue occurs

... previous stack frames...

Why is this helpful knowledge?

This tells us how the return address
In put onto the stack, and how these
Important pointers are managed
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THE STACK

Every time a function is called, the function prologue occurs

... previous stack frames...
When a function finishes, a function epilogue occurs and cleans up the stack

void main () push  $0x3 ; push b
{ push  $0x2 ; push a
foo(2,3); ‘ call .... <foo> ; push RA
return 0;
, .
push  %ebp ; save ebp »
mov Yesp, $ebp ; set ebp
void foo(int a, int b) ;;; 0x8/(%ebp), edx ; A
{ B mov Oxc (%ebp) ,%eax ; b
X =a+b; - add %edx, $eax. ; o+
y =a-b; mov %eax,-0x8 (%ebp) ; x=
} mov 0x8 (%ebp), $eax ; etc.
sub Oxc (%ebp) , $eax
mov $eax,-0x4 (%ebp)

leave ; set esp = ebp
; pop ebp
ret ; pop RA
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