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Announcement

Asynchronous class again on Wednesday (XSS part 2)

Lab 4 (SQL injections) Due Sunday 3/12 @ 11:59 PM

Friday (3/10) will be a help session for lab 4 (no lecture)

HI, THIS 15

YOUR SON'S SCHOOL.

WE'RE HAVING SOME
COMPUTER TROUBLE.

\%m

OH, DEAR — DID HE
BREAK SOMETHING?

IN HWP.Y /

S

DID YOU REALLY
NAME YOLR SON
Robert'); DROP
TABLE Students;-~ 7

¢

~ OH.YES LUITTLE
ROBRY TABLES,
WE CALL HIM.

WELL, WEVE LOST THIS

YEARS STUDENT RECORDS.
T HOPE YOURE HAPPY.

{

AND I HOPE
“~ YOUVE LEARNED
TO SANMIZE YOUR
DATABASE INPUTS.




Brief Review of Th@ Hm&@f@@& Query parameters can be passed via URL or in an HTTP request
'----------‘

protocol://hostname[:port]/[path/]file[?color=red&type=suv]

Communication of the web: Client Server

F R Lo
HTTP Request: P R—

 Format: Method, Headers, Body X
. Methods: GET, POST, HAD, UPDATE — q
« Headers: Host, referrer, User-agent, Cookie... R —

HTTP Response:
 Format: Status, Response Headers, Body
« Status Codes: 2xx (successful), 3xx (redirect), 4xx (bad request), 5xx (server error)

Server-side functionality —
e Serve static resources (HTML, CSS, Images) —
« Serve dynamic Resources (PHP, Ruby, Java, Javascript...) ~——
* Query Databases v
> Relational (MySq|l) . _ —
» Non-Relational (MongoDB) Big Idea: Our input data gets passed to Database

another host through URL parameters and

an HTTP requests




Timeline and TODO

Software Security Cryptography
« Set- UID + Access Control *  Symmetric
« Shellshock . Asym_metric
. 9 « Buffer i)verflow . HashAlng N\?ﬁ
\o

\ J
\_Y_/ ! \—Y—/
Computer System Web + Network Security

Basics  SQL Injection Special Topics,
« XSS Attack Threat Modeling,
« TCP/IP Attacks Lessons Learned

« DNS Cache Poisoning
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Our Attacks So far

« Shellshock- We were able to execute operating system commands of our
choosing (/bin/sh) on someone else’s server due to unsafe environment

variable parsing

« Buffer Overflow- We were able to execute arbitrary code by hijacking a
program that unsafely writes data to the stack

« SQL Injection- We were able to run our own arbitrary SQL queries due to
unsafe user input handling

« XSS — We are able to get || EENEGNNENEEGER o <xccutc HEGEGN

D e




Our Attacks So far

« Shellshock- We were able to execute operating system commands of our
choosing (/bin/sh) on someone else’s server due to unsafe environment

variable parsing

« Buffer Overflow- We were able to execute arbitrary code by hijacking a
program that unsafely writes data to the stack

« SQL Injection- We were able to run our own arbitrary SQL queries due to

unsafe user input handling

« XSS — We are able to get someone else’s browser to execute our own
JavasScript code due to unsafe input handling and unsafe web communication policies
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Javascript

Purpose of Javascript?

Static Content consists of mostly HTML + CSS 6 e @
W12 b3 1 b 10 e e g ue | R IR QL S

1 <h3> Hello there~!

2 Hello there~!

3 </h3> This is some HTML typed up in a text editor

4

5 <tt> This is some HTML typed up in a text editor </tt> .

¢ It gets rendered in your
7 <h1>

g ltget dered i b !

: </h1g.‘:—>sren ered in your browser browser!

10

11

12
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Javascript
Purpose of Javascript?

Javascript allows us to serve dynamic web content

¢ OE‘QO

1 <h3>
2 Hello there <script> getName() </script>!
4 o _ . This is a list of animals pulled from an SQL database
5 <tt> This is a list of animals pulled from an SQL database . Goat
</tt> Dog
6 [ ]
7 <script> getListOfAnimals() </script> * Lizard
8

'lg <r.]J;'ascript is great! JavaSCﬂpt IS great'

11 </h1>
12
13
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<IDOCTYPE >

<html>
<head>
<title> Javascript example</title>
</head>
<body>
<h2>JavaScript HTML Events</h2>
Enter your name: <input "text" "fname"
n ()ll>

<p>When you leave the input field, a function is triggered
which transforms the input text to upper case.</p>

<script>
function
" AHHHHHHHHHHHHHHH"
const x "fname"

X X pearsall™

</script>

</body>
</html>

M
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It is very common for Our input could be reflected in
Web pages to take In the HTML output, put into a SQL
iInput from a user query, HTTP request etc

Instead of inputting normal text, we could input our own javascript

1

0



<p> Hello there $value </p>

First name: | reese

PREVIEW

hello there reese
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<p> Hello there $value </p>
t

http://unsafe-website.com?value=reese

PREVIEW

hello there reese
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<p> Hello there $value </p>

First name: | reese <script> aIert(“ATTACP?!!”); </script>

- WWW 5.C0mM says

Cross-site scripting works by manipulating a vulnerable web site so that it returns
malicious JavaScript to users

We need to investigate any places where input from an HTTP request could possibly
make its way into HTML output

MONTANA
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Cross Site Scripting (XSS) Is a type of web
vulnerability that allows an attack to inject their own
malicious client-side scripts into benign webpages that
will be loaded by other users

@ "

Perpetrator injects the Website 9

website with a malicious For each visit to the
script that steals each website, the malicious
visitor's session cookies script is activated
o Visitor’s session cookie
O P is sent to perpetrator. .
T
:-

Perpetrator Woebsite Visitor

o Perpetrator discovers a
website having a vulnerability
that enables script injection
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The MySpace XSS worm (2005)

* A small piece of Javascript...
« Add Samy as a friend

* Inject data into visitor's profiles
("but most of all, samy is my hero")

* Any visitors to infected pages would
also become infected and spread the payload

T Samy Kamkar
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What can XSS be used for?

An attacker who exploits an XSS vuln. is typically able to:

« Spoofing. Impersonate or masquerade as the victim user
and carry out any action that the user can perform.
Example: send HTTP requests to the server on behalf of the user; update profile, add a friend, etc.

* Info. Disclosure. Read any data that the user can access.
Example: steal private data, such as session cookies, personal data displayed on the page, etc.

+ Tampering. Inject trojan functionality into the website.
Example: deface the website, alter content, etfc.
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Types of XSS

* Reflected XSS
The malicious script comes from the current HTTP request

« Stored XSS
The malicious script comes from the website's database

« DOM-based XSS
The vuln. exists in client-side code rather than server-side code

17



Types of XSS Reflective

http://www.example.com/search?input=<script>alert(“hacked”);</script>

‘.' @ >

o7 Attacker sends script-injected
link to victim (e.g. email scam
Attacker €8 )

e Victim clicks on
link and requests
lo101011010101 legitimate website

11010101010101
101010101010

AN

Malicious script sends o Alert:

victim’s private data
Victim's browser loads

to attacker
legitimate site, but also

Website executes malicious script

Victim
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Reflected XSS (Non-Persistent)

Why does this happen?!
« Many websites are reflective:
user input -> website -> (modified) user input sent back to browser

* If an application receives data from an HTTP request...
...and includes that data within the immediate response in an unsafe way...
...reflective XSS may be possible!




Reflected XSS (Non-Persistent)

https://insecure-website.com/status?message=All+is+well.
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Reflected XSS (Non-Persistent)

https://insecure-website.com/status?message=All+is+well.

https://insecure-website.com/status?message=All+is+well.
l

<p>Status: All is well</p>
e |
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Reflected XSS (Non-Persistent)

https://insecure-website.com/status?message=<script...Bad+stuff+here...</script>

l

<p>Status: <script>...Bad+stuff+here...</script></p>

Attacker script executes
in the user's browser!

MONTANA
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Stored XSS

* Arises when an application receives data from an untrusted source and
includes that data within its later HT TP responses in an unsafe way.

» The data in question might be submitted to the application via HT TP requests or it
might arrive from other untrusted sources. E.g. a message board that allows users to
post comments, a social networking profile where user's can edit profile content.

5N
/
[«:p}{U5ER-MESSAGE—HERE}</p>

<p>Hello, this is my messagel</p>

!

<p»<script>...Bad+stuff+here..</script></p>

MONTANA
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DOM-based XSS

* Arises when an application contains some client-side JavaScript
that Fr'ocesses data from an untrusted source in an unsafe way,
usually by writing the data back to the DOM.

« Example: Som
Doecvment 012:]“'-{‘;— MUU{L\

var search = document.getElementById( segrch’).value;
var results = document.getElementById('results");
results.innerHTML = 'You searched for: ' + search;

You searched for: <img src=1 onerror="<script>...Bad+stuff+here...</script>'>

pid -

24




We will once again use docker to create a fake social media network
that has XSS countermeasures disables

First, make sure your SQL injection docker container is turned off

Elgg is an open source

cd 05 / XSS
web framework for
Creating social media

sites

docker—-compose up -d

Visit http://www.xsslabelgg.com/ on VM browser

<script>alert(EVILLLLLLLLLLLLLLLLLLY);</script> (do not visit this site elsewhere)
S MMoNmans



http://www.xsslabelgg.com/

Basic XSS Attack to display a message

Elgg For SEED Labs Blogs Bookmarks Files Groups Members More ~ Q = @ Account ~

Edit profile
Display name
Alice §? Alice
About me Ed|t HTML
Embed content  Visual editor ]
<script> alert("XSS ATTACK"); </script> Edit avatar
Edit profile

Our malicious JavaScript

Change your settings

Account statistics

Public :I Notifications

Group notifications
Brief descripktion

MONTANA
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Basic XSS Attack to display a message

Now when | am logged in as Boby, when | visit Alice’s profile, her profile information gets displayed to the screen

The malicious script we injected earlier gets loaded and executed on Boby’s end (!!!)

X55 ATTACK
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