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Announcement

Guest Speaker Hill AFB

Lab 6 (TCP/IP Attacks) Due
Sunday 4/2 @ 11:59 PM

Friday’s lecture will be a help
session for Lab 6

{ m jam1garner
WU @jamigarner

"cat", short for "C++ Analysis Tool", is a command line
utility designed for analyzing a C++ program and
displaying which lines of code are potentially unsafe

Example:

)}
int buf[10

buf[12]
» [




When browsing the web, computers need the IP address of the host we are communicating with

Humans do not use IP addresses when using the internet, they use hostnames (English)

We need a way to go from hostnames to IP addresses

Humans browse the web using hostnames Computers understand numbers
* (They need English) « (They need IP addresses)

Google
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DNS Architecture

youtube.com irs.gov

Clients will first need to

montana.edu
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DNS Architecture

(how big would that map be?)

« DNSis adistributed, hierarchical database (no DNS server has all the records!)

Hierarchy consists of
different types of DNS
servers:
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DNS Architecture

(how big would that map be?)

« DNSis adistributed, hierarchical database (no DNS server has all the records!)

Hierarchy consists of root DNS
different types of DNS server
servers:

Authoritative DNS servers-

Organization’s own DNS with up-to-
date records .com TLD DNS .edu TLD DNS

. server server
Top-level domain (TLD) servers-

responsible for keeping IP addresses
for authoritative DNS servers for each
top-level domain (.com, .edu, .jp, etc)

Root DNS servers- responsible for facebook.com amazon.com montana.edu harvard.edu
maintaining IP addresses for TLD DNS DNS DNS DNS
servers
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DNS Root server locations
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Domain Name System (DNS)

Application-level protocol used to map Domain Names to IP Addresses

DNS uses UDP as the transport layer protocol
* No handshake
» No guarantee that packet will arrive

DNS
Packet

UDP Header

IP Header

Anatomy of a DNS Packet
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Domain Name System (DNS)

Application-level protocol used to map Domain Names to IP Addresses

DNS uses UDP as the transport layer protocol
* No handshake
» No guarantee that packet will arrive

UDP header Format

DNS
Packet

UDP Header
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Anatomy of a DNS Packet
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Domain Name System (DNS)

Application-level protocol used to map Domain Names to IP Addresses

DNS uses UDP as the transport layer protocol
* No handshake
» No guarantee that packet will arrive

0 4 8 16 31 bit
Version| IHL TOS Total length )
Identification Flags Fragment offset
DNS TTL Protocol Header checksum > bii?es
Packet Source address
Destination address
UDP Header 0-40
/ Options S/ bytes
IP Header Up to
4 Data / > 65515
Anatomy of a DNS Packet bytes
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Suppose the user wants to go to www.example.com

3 www.example.com
—

Go o name server for.comTLD

—

2 www.example.com
DHNS root
name server

| Go to Route 53 name server

Hame server for
comTLD

End user

71!12.0.2.44

Amazon Route 53
DN5 resolver name server

'B hitp: //www.example.com

Web page for

www.example.com Web server for

www.example.com 192.0.2.44
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Suppose the user wants to go to www.example.com

3 www.example.com

—

Go o name server for.comTLD

—

2 www.example.com

Step 0: The computer first

DHS root
. . Mname server
checks its local cache to see if
an entry exists 4 LL W.example com
WL LT O
Step 1: The user contacts a . 5 . Gn to Route 53 name server

DNS resolver, which contacts
a DNS root name server for E .
the .com TLD ne user

Hﬂne server for
LcomTLD

5 mm.example com

71920 2.44

1!}2 0.2.44

Amazon Route 53

DNS resolver name server

'B hitp: //www.example.com

Web page for
Web server for
www.example.com
P www.example.com 192.0.2.44
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Suppose the user wants to go to www.example.com

3 mm.example com

Gr.:- to name server for.com T TLD

2 www.example.com

Step 0: The computer first

checks its local cache to see if
an entry exists 1

WAL EE AN o

DHS root
name server

4 W.example com

‘ Go to Route 53 name server

Step 1: The user contacts a

I'\_.a"l"-._.-"

DNS resolver, which contacts o — Mame server for
a DNS root name server for e -.com TLD
h TLD End user
the .com 5 www.example.com
T 192.0.2.44 :
Step 2: The DNS resolver now ey
contacts the .com TLD server, 6 192.0.2.44
) Amazon Route 53
which returns the IP address of DNS resolver name Server
the example.com’s Authorative 8
hitp: //www.example.com
server

9 Web page for
Web server for
www.example.com
P www.example.com 192.0.2.44
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Suppose the user wants to go to www.example.com

3 mm.example com

DHS root

Gr.:- to name server for.com T TLD
2 www.example.com

Step 0: The computer first

checks its local cache to see if / name server
an entry exists 4 A =3 campie.com o

W AT B i
Step 1: The user contacts a O . Gn to Route 53 name server ﬁ
DNS resolver, which contacts | — uame server for
a DNS root name server for e .com TLD
the .com TLD End user

5 www.example.com
ﬁ @
%

192.0.2.44

Step 2: The DNS resolver now 71920244

contacts the .com TLD server,
which returns the IP address of

the example.com’s Authorative
server

Amazon Route 53
name server

Web page for

Web server for
www.example.com
P www.example.com 192.0.2.44

ODNS resolver

'B http: //www.example.com

Step 3: The Authorative server
gives us the IP address for
www.example.com, and we can
now send an HTTP request to
that IP address!
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a DNS root name server for e .com TLD
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5 www.example.com
ﬁ @
*
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Step 2: The DNS resolver now 71920244

contacts the .com TLD server,
which returns the IP address of

the example.com’s Authorative
server

Amazon Route 53
name server

Web page for

Web server for
www.example.com
P www.example.com 192.0.2.44

ODNS resolver

'B http: /lwww.example.com

Step 3: The Authorative server
gives us the IP address for
www.example.com, and we can
now send an HTTP requestto IMPORTANT

that IP address! The user’'s machine will now save the IP address for www.example.com in its cache
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http://www.example.com/
http://www.example.com/

DNS Header

Identification Flags
Number of questions Number of answer RRs —12 bytes

Number of authority RRs Number of additional RRs

Questions The domain name of the request

(variable number of questions) —Name, type fields for le. Google.com
| aquery
Answers _RRs in response to query I the IP address was found, it will go here

(variable number of resource records)

I

Authori Contains records that point towards
_ uthority - Records for L
(variable number of resource records) authoritative servers authoritative nameservers

~ Additional information __Additional “helpful” Contains records that point towards
(variable number of resource records) info that may be used authoritative nameservers
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DNS In Wireshark

The dig command is used to issue DNS requests via the command line

12 2823-83-27 16:4.. 18.8.2.5 35.232.111.17 TCP 56 47236 — 80 [ACK] Seq=166097016 Ack=466837 Win=64092 Len=0

13 2023-03-27 16:4.. 127.0.0.1 127.0.0.1 upcp 45 58567 — 58567 Len=1

14 2023-83-27 16:4.. ::1 7ail uppP 65 38835 — 38835 Len=1

15 2023-03-27 16:4.. 127.0.0.1 127.6.8.53 DNS 99 Standard query @x956c A cs.montana.edu OPT

16 2023-03-27 16:4.. 10.0.2.5 153.90.2.15 DNS 87 Standard query ©xbddd A cs.montana.edu OPT

17 2023-03-27 16:4.. 153.90.2.15 168.68.2.5 DNS 103 Standard query response ©xbddd A cs.montana.edu A 153.90.127...
8 2023-03-27 16:4.. 127.0.8.53 127.6.6.1 DNS 103 Standard query response 0x3956c A cs.montana.edu A 153.90.127...

Frame 1: 102 bytes on wire (816 bits 102 bytes captured (816 bits) on interface an id @

seed@VM: ~

[03/27/23]seed@VM:~$ dig cs.montana.edu

; <<>> DiG 9.16.1-Ubuntu <<>> cs.montana.edu

;; global options: +cmd

:; Got answer:

;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 38252

7 flags: gqr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: ©, ADDITIONAL: 1

°l;; OPT PSEUDOSECTION:

oals EDNS: version: 0, flags:; udp: 65494

0|

oals 3 QUESTION SECTION:
gg;cs.montana.edu. IN A

;3 ANSWER SECTION:
cs.montana.edu. 14400 IN A 153.90.127.183

;3 Query time: 4 msec
[ |;; SERVER: 127.0.0.53#53(127.0.0.53)

:: WHEN: Mon Mar 27 16:40:15 EDT 2023
:: MSG SIZE rcvd: 59 out The actu

Ho

[03/27/23]seed@VM:~$

ni
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On Linux, the /etc/hosts holds static IP mappings for domain names

[03/27/23]seed@VM:~/.../tcp_attacks$ cat /etc/hosts
127.0.0.1 localhost
127.0.1.1 VM

# The following lines are desirable for IPvb6 capable hosts
| ip6-localhost ip6-loopback
fed0::

0 ip6-localnet
ffO0::0 ip6-mcastprefix
ff02::1 ip6-allnodes _ _
ff02::2 ip6-allrouters If we can compromise a machine, we can

update /etc/hosts and inject IP address for

# For DNS Rebinding Lab malicious webpages

192.168.60.80 www.seedIoT32.com

# For SQL Injection Lab
10.9.0.5 www . SeedLabSQLInjection.com

# For XSS Lab
10.9.0.5 www.xsslabelgg.com

10.9.0.5 www . example32a.com
10.9.0.5 www . example32b. com
10.9.0.5 www . example32c.com
10.9.0.5 www . example60.com
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On Linux, the /etc/resolv.conf holds IP mappings for DNS server

[03/27/23]seed@VM:~/.../tcp attacks$ cat /etc/resolv.conf

# Dynamic resolv.conf(5) file for glibc resolver(3) generated by resolvconf(8)
# DO NOT EDIT THIS FILE BY HAND -- YOUR CHANGES WILL BE OVERWRITTEN

# 127.0.0.53 is the systemd-resolved stub resolver.

# run "systemd-resolve --status" to see details about the actual nameservers.

nameserver 127.0.0.53
search msu.montana.edu

If we can compromise a machine, we can
update /etc/resolv.conf and inject IP address
for malicious DNS servers**

*much more difficult
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Attacks on the DNS protocol

When the user sends out a DNS request for
a website they want to visit, they will have to
wait for a response from a DNS server

This process of DNS resolving can
take some time...

If an attacker wanted to cause some
trouble, they could 222

3 werw.example. com

—

G0 to name server for.com TLD

—

2 www.example.com
DHS oot
name server

4 wwrw.example. com |
| Go to Route 53 name server

Name server for
JcomTLD

5 www.example.com

—
— e

6 192.0.2.44

71 92.0.2.44

Amazon Route 53
DN5 resolver name server

3 hitp: hwenwexample.com

Web page for

www.example.com Web server for

www.example,com 192.0. 2. 44
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Attacks on the DNS protocol

When the user sends out a DNS request for
a website they want to visit, they will have to
wait for a response from a DNS server

This process of DNS resolving can
take some time...

If an attacker wanted to cause some

trouble, they could Spoof a packet to'
the user that has a malicious DNS
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2 www.example.com
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name server
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—
— e

6 192.0.2.44
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DNS Cache Poisoning Attack

A DNS cache poisoning attack is done by tricking a server into accepting malicious, spoofed DNS information

Instead of going to the IP address of the legitime website, they will go to the IP address that we place in our
malicious DNS response (spoofed)

The DNS response is CACHED, which means the user will visit the malicious website in future visits**

Attacker

> ‘ WWW |
Injects fake ’

DNS entry

Request resolves Fake website
to fake website
[m ]
]
> Ol
.
.
L=
Client SSHlesTeguest Real website

to real website

28
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