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https://www.cs.montana.edu/pearsall/classes/fall2022/466/main.html

Announcements

Lab 8 due Wednesday April 19t

Research Project due April 23"

MONTANA
RSI

STATE UNIVERSITY



Appllcatlons of Hashi ng Output space of MD5 (128 bits)
00000000000000000000000000000000

31973ff867a5a4c2546ec4ccalcl26b4

73bd1ddd3efl051bf5c4bde7a2b5a6¢2

c527fc24f5932e932f44c31f1f8c674¢e

password123

e2ee5b2d1719edef3f8120cff39f0180

D

FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
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Hash Functions Properties

* Preimage Resistance ("One-Way") x? h(x)
Given h(x) = z, hard to find x

x — h h(x)

Given x and h(x), hard to find y s.t. h(x) = h(y)

+ Second Preimage Resistance : -

+ Collision Resistance (or, ideally, "Collision Free") x? — h h(x)
Difficult to find x and y s.t. hash(x) = hash(y)

i
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Hash Functions Properties (tl;dr)

[11/15/22]seed@VM:~% mdSsum capy.bmp
bb52593852da21b95a8ab8cebdca/261 capy.bmp

Gives an arbitrary size input a fixed-size unique* hash identifier

Hash values are very difficult to reverse. They were designed
to be one-way

The go-to way to reverse a hash is through brute force
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FEATURED

. 2 Y
Need decrypt 2 lines of sha256
Fixed-price - Posted 6 hr. ago ago
$500 Expert
Budget Experience Level

| have 2 lines of sha256 code which are not in public

database, i need them to be decrypted, searching the..
more

& Payment verified $3k+ spent
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Brute Force Approaches

Long time, and for very unfeasible for cryptographically secure hash functions

Given a hashed password, can you brute force the original password?
afc285bebb3dd733796cb06db01cd59a

Techniques
 Dictionary Attack
« Rainbow Tables
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Dictionary Attack

We will use an existing list of common passwords

1. Iterate through each line of file
2. Compute hash of word
3. Check for match

[MDS)-7 =

This works for cracking weak, unsalted passwords
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Rainbow Tables

............. H ....... R: H ...
; abcdefgh E=>::1VHGS :::::}- |=.|>", kolscx :H:"}E zurich :I=:>: 8ntpy ‘:I=>E myname

------------------------------------------
. . . .

---------------------
-

A large file of pre-computed hashes

-----------------------------------------------------------------

Efficient way to store password hashes. Consists of plaintext-hash chains

Reduce Hash Reduce

Looking up a value in the rainbow table can happen quick, but these files are typically very large

Not efficient for complex, salted passwords

(Brute force can take years, with rainbow tables, it can take weeks/months)
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Rainbow Tables

Rainbow Table & Tables for alphanumeric, special
s character passwords can take a
Hash Set CO"eCtIOI"I long time to generate, so instead

This product is an internal SATA 3TB hard disk of_domg I yourself’ you can buy
(manufacturer may vary) which has copies of a number rainbow tables that other people

of different rainbow tables and hash sets from various have generated!
external sources and several generated by PassMark.

Price: $550.00 (Price excludes shipping)

There are free, open-source tools that can generate rainbow tables for you

* Project-RainbowCrack
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Rainbow Tables using RainbowCrack

w table md5_loweralpha-numeric#l-4_
h algorithm: md5
16

9 6a Gb 6c 6d G6e &F 70

k-1.8-wing4

h & re u‘Iuce calculation of chain travers
& re rINCE calculation of alarm check:

1ce u‘t’ Ch-.:t'i n travers
ance of alarm che




Hash Collisions

Goal: Create two different files with the same md5 hash

Our ultimate goal would be to create two executables (one benign, one malicious) with the same hash
(This is difficult to do, but we will show that it can theoretically happen)
Motivation

Forging public-key certificates — —
- Assume two certificate requests for md> (] Gocg |) == mdS (| B |)
www.example.com and www.attacker.com Q Q

have same hash due to a collision

 CA signing of either request would be equivalent

« Attacker can get certificate signed for www.example.com without owning it!

Eood!’ Taad! |

Integrity of Programs md5( (<> ) == md5( <> )
« Ask CA to sign a legitimate program's hash | > | v

 Attacker creates a malicious program with same hash

* The certificate for legitimate program is also valid for malicious version




Hash Collisions (MD5collgen)

On our VM, we have a tool called md5collgen that will generate
two files with the same prefiX ¢y get to choose this prefix!

MD5 Under the hood

M1 ’*A2 ................................................................................. Mn
l Final
Y v Hash
IHVo —» compre§sion - THV, —> compre:.ssion L THVp oo > THV s —> compression | . THV.
function function function

Fact: Message is divided into blocks, and each block is run through a compression function
Important Fact: Each block will be 64 bytes
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Hash Collisions (MD5collgen)

On our VM, we have a tool called md5collgen that will generate
two files with the same prefiX ¢y get to choose this prefix!

[11/17/22]seed@VM:~/.../example$ echo "I am a prefix!" > prefix.txt
[11/17/22]seed@VM:~/.../example$ 1s -1d prefix.txt
-rw-rw-r-- 1 seed seed 15 Nov 17 15:16 prefix.txt
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Hash Collisions (MD5collgen)

On our VM, we have a tool called md5collgen that will generate
two files with the same prefiX ¢y get to choose this prefix!

[11/17/22]seed@VM:~/.../example$ echo "I am a prefix!" > prefix.txt
[11/17/22]seed@VM:~/.../example$ 1s -1d prefix.txt
-rw-rw-r-- 1 seed seed 15 Nov 17 15:16 prefix.txt

[11/17/22]seed@VM:~/.../example$ md5coligen -p prefix.txt -o outl.bin out2.bin
MD5 collision generator v1.5
by Marc Stevens (http://www.win.tue.nl/hashclash/)

Using output filenames: ‘'outl.bin' and 'out2.bin'
Using prefixfile: 'prefix.txt'
Using initial value: leb37d6bfcb868196d9e93aacce/24e2

Generating Tirst bLoCK: ... i it i et e it e e
Generating second block: S00.......
Running time: 37.3691 s
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Hash Collisions (MD5collgen)

On our VM, we have a tool called md5collgen that will generate
two files with the same prefiX ¢y |, get to choose this prefix!

[11/17/22]seed@VM:~/.../example$ md5coligen -p prefix.txt -o outl.bin out2.bin
MD5 collision generator v1.5
by Marc Stevens (http://www.win.tue.nl/hashclash/)

Using output filenames: 'outl.bin' and 'out2.bin’
Using prefixfile: 'prefix.txt'
Using initial value: leb37d6bfcb868196d9e93aacce/24e?2

Generating first bLloCK: ... i i i i i ettt ettt e e
Generating second block: S00.......
Running time: 37.3691 s

[11/17/22]seed@VM:~/.../example$ 1s -al
total 20
drwxrwxr-x 2 seed seed 4096 Nov 17 15:17 .
drwxrwxr-x 4 seed seed 4096 Nov 17 15:15 ..
-rw-rw-r-- 1 seed seed 192 Nowv 17 15:17 (outl.bin I
-rw-rw-r-- 1 seed seed 192 Nov 17 15:1?(0ut2.bini ES F{ r]
-rw-rw-r-- 1 seed seed 15 Nov 17 15:16 prefix.txt EirT]ee Eis; "
[11/17/22]seed@VM:~/.../example$ mdSsum outl.bin

% 35993d8b2dde3df7fee8186426cb4f2b outl.bin

[11/17/22]seed@VM:~/ ... /example$ mdSsum out2.bin
35993d8b2dde3df7fee8186426cb4T2b _0ut2.bin

MONTANA
STATE UNIVERSITY




Hash Collisions (MD5collgen)

On our VM, we have a tool called md5collgen that will generate
two files with the same prefiX ¢y |, get to choose this prefix!

[11/17/22]seed@VM:~/.../example$ md5coligen -p prefix.txt -o outl.bin out2.bin
MD5 collision generator v1.5
by Marc Stevens (http://www.win.tue.nl/hashclash/)

Using output filenames: 'outl.bin' and 'out2.bin’
Using prefixfile: 'prefix.txt'
Using initial value: leb37d6bfcb868196d9e93aacce/24e?2

Generating first bLloCK: ... i i i i i ettt ettt e e
Generating second block: S00.......
Running time: 37.3691 s

[11/17/22]seed@VM:~/.../example$ 1s -al
total 20
drwxrwxr-x 2 seed seed 4096 Nov 17 15:17 .
drwxrwxr-x 4 seed seed 4096 Nov 17 15:15 ..
-rw-rw-r-- 1 seed seed 192 Nowv 17 15:17 (outl.bin I
-rw-rw-r-- 1 seed seed 192 Nov 17 15:1?(0ut2.bini ES F{ r]
-rw-rw-r-- 1 seed seed 15 Nov 17 15:16 prefix.txt EirT]ee Eis; "
[11/17/22]seed@VM:~/.../example$ mdSsum outl.bin

% 35993d8b2dde3df7fee8186426cb4f2b outl.bin

[11/17/22]seed@VM:~/ . . . /example$ md5sum out2.bin (:()[T]F)Eirfe \A/itf] )()(Cj

35993d8b2dde3df/7fee8186426cb4T2b out2.bin
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Hash Collisions (MD5collgen)

What if out prefix is a multiple of 647

[11/17/22] seed@VM:~/. .

Fr191 FA" 7 /7T o - — d/AaliRa o £

Fmcy | Fa A

./07 _hash$ xxd outl.bin

000OO000O: 6162 6364 6566 6768 696a 6b6C 6d6e 670
00000010: 7172 7374 7576 7778 797a 4142 4344 4546
e
El?;?—ﬁﬂg?:ggm:*/'”/07_ha5h$ echo "abcdefghijklmnopgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789! gz gggi gggg gzgg gég% gggg gi?}g
[11/17/22]seed@VM:~/.../07_hash$ 1s -al 23 59e5 b79c ce98 92a0 bl22 918c
total 232
c3 14bl 4b0a 591e 8139 6a2a c26d
drwxrwxr-x 4 seed seed 4096 Nov 17 15:34 .
druxrwxr-x 14 seed seed 4096 Oct 27 12:00 .. c7 7cc> 0d68 0b02 d253 bl5d d615
-rw-rw-r-- 1 seed seed 1266 Oct 27 12:00 benign evil.c c5 c79b 666¢c 9f66 €355 8678 44c0O
-rw-rw-r-- 1 seed seed 693 Oct 27 12:00 calculate sha256.c 8e cbf5 d8f6 blee 0f61 354e 5c4?2
drwxrwxr-x 2 seed seed 4096 Oct 27 12:00 demo_md5collgen
drwxrwxr-x 2 seed seed 4096 Nov 17 15:17 example 83 03e6 2533 ch5a fecb ecb6 febf
-rw-rw-r-- 1 seed seed 719 Oct 27 12:00 find nonce.c 04d1 dfod 682a 4dd7 al34 d2ee
-rw-rw-r-- 1 seed seed 184974 Oct 27 12:00 pic_original.bmp d348 el152 1llae 7d5a 3557 47d1
-rw-rw-r-- 1 seed seed 64 Nov 17 15:34 prefix64.txt .
-rw-rw-r-- 1 seed seed 1386 Oct 27 12:00 print_array.c "/07_h35h$ xxd out2.bin
-rw-rw-r-- 1 seed seed 51 Oct 27 12:00 README.md 6566 6768 696a 6bbc 6dbe 6170
-rw-rw-r-- 1 seed seed 749 Oct 27 12:00 sha256_length_extension.c 7576 7778 797a 4142 4344 4546
-rwW-rw-r- 1 seed seed 537 Oct 27 12:00 sha256 paddlggfc et min it bin 4bdc 4dde 4F50 5152 5354 5556
: 3031 3233 3435 3637 3839 210a
00000040: 5ead 7e23 59e5 b79c ce98 92a0 bl22 918c
00000050: 3fcb 3a43 14bl 4b0Oa 591e 8139 6a2a c26d
r orefix i X | 4 00000060: dfc8 b3c7 7cc5 0d68 0b02 d253 bldd d615
Ou p € ?e _aCty 6 bytes 00000070: ff21 3ccS c79b 666Cc 9f66 e3d5 8678 44cO
- No padding is added! 00000080: 0c60 df8e cbf5 d8f6 blée 0f61 354e 5c42
000O0O90: a87d 0dO3 03e6 2533 cbba fecb ec06 febf
000000a0: ae23 2659 04dl dfOd 682a 4dd7 alb4 dlee
000000bO: ffl5 balc d348 el52 llae 7dda 3557 47d1

abcdefghijklmnop
qrstuvwxyzABCDEF
GHIJKLMNOPQRSTUV
WXYZ0123456789!.
- (. "

abcdefghijklmnop
qrstuvwxyzABCDEF
GHIJKLMNOPQRSTUV
WXYZ0123456789!.
A.~#Y ........ "
:C..K.Y. 9]* m
J.holi S
<...fl.f...xD.
e n.a5N\B




Hash Collisions (MD5collgen)

What if out prefix is a multiple of 647

—{ Prefix + [PADDING] P

Prefix MDS5 Collision I I AR
Generator

—  Prefix + [PADDING] Q
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Hash Collisions (Suffix Extension)

H(m) == H(n)
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Hash Collisions (Suffix Extension)

'»'9'4'_, '_a'—»"é' —— Final Hash
(same for each)

64 64 64 64 64 64 64 64 64

H(m) == H(n)

MONTANA
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Hash Collisions (Suffix Extension)

If we append the same suffix,
'4'9'+'—» '—»'—»'4 '*3 then this computation will also
be the exact same for M and N

64 64 64 64 64 64 64 64 64
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Hash Collisions (Suffix Extension)

If we append the same suffix,
'»'9'+'—» '—»'—»'4 '\, then this computation will also
be the exact same for M and N

64 64 64 64 64 64 64 64 64

H(m H S) —— H(n ” S) s = shared suffix

MONTANA
STATE UNIVERSITY



Hash Collisions (Suffix Extension)

335 b b33 B IBD

If we append the same suffix,
then this computation will also
be the exact same for M and N

R S ] TP

[ll/17/22]seed@VM:~/.../07:hash$ echo "suffix" > suffix.txt
[11/17/22]seed@VM:~/.../07_hash$ cat outl.bin suffix.txt > outlsuffix.bin
1[11/17/22])seed@VM:~/.../07_hash$ cat out2.bin suffix.txt > out2suffix.bin

FM1/17 /7N candmliM. 7/ T hachd 1~ EX

64 64 64 64 64 64 64 64 64
[11/17/22]seed@VM:~/.../07 _hash$ md5sum outlsuffix.bin

a63075af11518048cffllbf3d11a5462 outlsuffix.bin

H (I | |) ——— H (n) . ——X [11/17/22]seed@VM:~/.../07_hash$ md5sum out2suffix.bin
= a63075af11518048cff11bf3d11a5462 _out2suffix.bin

Hm || S) == H(N || S) <= shared sufi
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Hash Collisions (Generating Two executable files with the same MD5 hash)

[11/17/22]seed@M:~/.../07 hash$ cat print array.c
#include <stdio.h>

unsigned char xyz[200] = { . . . .
0x41, Ox41, 0x41, 0x41, Ox41, Ox41, Ox41, Ox41, Ox41, Ox41, Thisis a program that will prmt
0x41, Ox41, 0x41, Ox41, Ox41, Ox41, Ox41, Ox41, Ox41, Ox4l,

Ox41, Ox41, Ox41, Ox41, Ox41, Ox41, Ox41, Ox41, Ox41, Ox41, out the contents of an array

0x41, O0x41, 0x41, 0x41, O0x41, 0x41, 0x41, 0x41, 0x41, 0x41,
0x41, O0x41, 0x41, 0x41, O0x41, 0x41, 0x41, 0x41, 0x41, 0x41,

0x41, Ox41, Ox41, 0x41, 0x41, Ox41, Ox41, Ox41, 0x41, Ox41, . .
0x41, Ox41, Ox41, 0x41, 0x41, Ox41, Ox41, 0x41, 0x41, Ox41, We will create two variants of
Ox41, Ox41, Ox41, 0x41, 0x41, Ox41, Ox41, Ox41, 0x41, Ox41, )

0x41, Ox41, 0x41, 0x41, Ox41, Ox41, Ox41, 0x41, Ox41, 0x41, this program, but the program
Ox41, Ox41, Ox41, Ox41, 0x41, Ox41, Ox41, Ox41, 0x41, Ox41,

0x41, 0x41, 0x41, 0x41, 0x41, 0x41, 0x41, 0x41, 0x41, 0x41, WI” have the same hash

0x41, 0x41, 0x41, 0x41, Ox41, 0x41, Ox41, 0x41, O0x41, 0x41,
0x41, O0x41, 0x41, 0x41, O0x41, 0x41, 0x41, 0x41, 0x41, 0x41,
0x41, O0x41, 0x41, 0x41, O0x41, 0x41, 0x41, 0x41, 0x41, 0x41,

0x41, 0x41, 06x41, 0x41, 0x41, Ox41, Ox41, 0O0x41, 0x41, 0x41,
0x41, 0x41, 06x41, 0x41, 0x41, Ox41, Ox41, 0x41, 0x41, 0x41, P Suffix
0x41, 0x41, 06x41, 0x41, 0x41, Ox41, Ox41, O0x41, 0x41, 0x41,
0x41, 06x41, 06x41, 0x41, 0x41, Ox41, Ox41, O0x41, 0x41, 0x41,

0x41, O0x41, 0x41, 0x41, O0x41, 0x41, 0x41, 0x41, 0x41, 0x41,
0x41, O0x41, 0x41, 0x41, 0x41, 0x41, 0x41, 0x41, 0x41, 0x41

}; Q Suffix

int main()

{

int 1i;
for (i=0; i<200; i++){
printf("sx", xyz[il);
}
printf("\n");
}
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Hash Collisions (Generating Two executable files with the same MD5 hash)

|||‘]Z£22|§ggdguﬂ;~£lllgﬂz hashd cat print arrav.c

#include <stdio.h>

unsigned char xyz[200] = {

0x41, 0x41, 0x41, 0x41, 0x41, Ox41, Ox41, O0x41, 0x41, 0x41
0x41, 0x41, 06x41, 0x41l, 0x41, Ox41, Ox41, Ox41, 0x41,
0x41, 0x41, 06x41, 0x41, 0x41, Ox41, Ox41, O0x41, 0x41,
0x41, 0x41, 06x41, 0x41, 0x41, Ox41, Ox41, O0x41, 0x41,
0x41, 0x41, 6x41, 0x41, 0x41, Ox41, Ox41, Ox41, 0x41,
0x41, 0x41, 6x41, 0x41, 0x41, Ox41, Ox41, O0x41, 0x41,
0x41, 0x41, 06x41, 0x41, 0x41, Ox41, Ox41, O0x41, 0x41,
0x41, 0x41, 06x41, 0x41, 0x41, Ox41, Ox41, O0x41, 0x41,

0x41,
0x41,

b
int main()
{
int 1i;
for (i=0; i<200; i++){
printf("sx", xyz[il);
}
printf("\n");
}

0x41, 0x41, 06x41, 0x41, 0x41, Ox41, Ox41, 0x41, 0x41, 0x41,
0x41, 0x41, 06x41, 0x41, 0x41, Ox41, Ox41, O0x41, 0x41, 0x41,

0x41,
0x41,
0x41,
0x41,
0x41,
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We will create two variants of
this program, but the program
will have the same hash



Hash Collisions (Generating Two executable files with the same MD5 hash)

L07 _hashg cat print arrav.c

[11/17/22]1seed@VM: ~/

#include <stdio.h>

unsigned char xyz[200] = {
0x41, 0x41, 0x41, 0x41, 0x41, O0x41, O0x41, O0x41, 0x41, 0x41,
0x41, 0x41, O0x41, 0x41, 0x41, O0x41, O0x41, O0x41, O0x41, 0x41,

0x41, 0x41, 0x41, 0x41, 0x41, Ox41, Ox41, O0x41, 0x41, 0x41
0x41, 0x41, 6x41, 0x41, 0x41, Ox41, Ox41, O0x41, 0x41, 0x41,
0x41, 0x41, 06x41, 0x41, 0x41, Ox41, Ox41, 0O0x41, 0x41, 0x41,
0x41, 0x41, 06x41, 0x41, 0x41, Ox41, Ox41, 0x41, 0x41, 0x41,
0x41, 0x41, 06x41, 0x41, 0x41, Ox41, Ox41, O0x41, 0x41, 0x41,
0x41, 06x41, 06x41, 0x41, 0x41, Ox41, Ox41, O0x41, 0x41, 0x41,
0x41, 0x41, 06x41, 0x41, 0x41, Ox41, Ox41, 0O0x41, 0x41, 0x41,

0x41, O0x41, O0x41, 0x41, Ox41, 0x41, Ox41, 0x41, Ox41, 0x41,
x4 x4 x4 x4 ) x4 x4 x4 x4 x4 ) x4

0x41, 0x41,
0x41, 0x41,
0x41, 0x41,
0x41, 0x41,
0x41, 0x41,
0x41, 0x41,
0x41, 0x41,
0x41, 0x41,
0x41, 0x41,

}l

int main()

{

int i;

}
}

0x41, 0x41, 0x41,
0x41, 0x41, 0x41,

0x41,
0x41,
0x41,
0x41,
0x41,
0x41,
0x41,

printf("\n");

0x41,
0x41,
0x41,
0x41,
0x41,
0x41,
0x41,

for (i=0; i<200; i++){
printf("sx", xyz[il);

0x41,
0x41,
0x41,
0x41,
0x41,
0x41,
0x41,

0x41,
0x41,
0x41,
0x41,
0x41,
0x41,
0x41,
0x41,
0x41,

0x41,
0x41,
0x41,
0x41,
0x41,
0x41,
0x41,
0x41,
0x41,

0x41,
0x41,
0x41,
0x41,
0x41,
0x41,
0x41,
0x41,
0x41,

0x41,
0x41,
0x41,
0x41,
0x41,
0x41,
0x41,
0x41,
0x41,

0x41,
0x41,
0x41,
0x41,
0x41,
0x41,
0x41,
0x41,
0x41

We will create two variants of
this program, but the program
will have the same hash

md5collgen( )

These will have the same hash!
P and Q will be 128 bytes (multiple of 64)

prefix] Q[ suffix

Because we know the suffix extension property holds true, we
know the hash of these two programs will also be the same

27



Hash Collisions (Generating Two executable files with the same MD5 hash)

#include <stdio.h>

unsigned char xyz[20
0x41, 0x41,

x4 (0] Ox4 0 Ox4 0x¢ ( Ox<
Ox4 (0] Ox4 0 0x< 0x4 ( Ox4
Ox4 Ox: Ox4 Ox4 0x< 0x4 ( Ox4
0x41, 0x41, 0x41, 0x41, 0x41, 0x41, 0x41, 0x41,
0x41, 0x41, 0x41, 0Ox< ( 0x41,
0x41, 0x41, 0x41, 0O ( 0x41,
Ox41, 0x41, 0x41, 0O ( 0x41,
Ox41, Ox41, Ox41, 0O ( 0x41,
Ox41, Ox41, Ox41, 0O ( 0x41,
}i

int main()

int i;

for (i=0; 1<200; i++){
printf("%sx", xyz[i])

)

printf("\n");

’

1
J
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[11/17/22]1seed@VM:~/, /07 hashd cat print arrav.c

#include <stdio.h>

0x41,
0x41,

0x41,
0x41,

0x41,
0x41,

int main()

{
int i;
for (i=0; 1<200; i++){
printf("%sx", xyz[i]);
)
printf("\n");
}




Hash Collisions (Generating Two executable files with the same MD5 hash but
behave very differently)

[11/17/22]seed@M:~/.../07 hash$ cat print array.c
#include <stdio.h>

unsigned char xyz[200] = {
0x41, 0x41, 0x41, 0x41, Ox41, Ox41, 0x41, 0x41, 0x41, 0x41,——
0x41, 0x41, 0x41, 0x41, 0x41, 0x41, 0x41, 0x41, 0x41, 0x41,
0x41, 0x41, 0x41, 0x41, 0x41, 0x41, Ox41, Ox41, 0x41, 0x41, : :
0x41, Ox41, Ox41, 0x41, 0x41, 0x41, 0x41, 0x41, Ox41, Ox41, We can change the contents of this section of the
0x41, 0x41, 0x41, 0x41, 0x41, 0x41, Ox41, Ox41, Ox41, Ox41, (e . ,
0x41, 0x41, 0x41, 0x41, 0x41, 0x41, 0x41, Ox41, Ox41, 0x41, program because it is jUSt array data (It won’t break
0x41, 0x41, 0x41, 0x41, 0x41, 0x41, 0x41, 0x41, 0x41, 0x41, -
0x41, 0x41, 0x41, Ox41, Ox41, 0x41, 0x41, 0x41, Ox41, Ox41l, anythlng)
0x41, 0x41, 0x41, 0x41, 0x41, Ox41, 0x41, 0x41, 0x41, 0x41,
0x41, 0x41, 0x41, 0x41, 0x41, 0x41, 0x41, 0x41, 0x41, 0x41,
0x41, 0x41, 0x41, 0x41, 0x41, 0x41, Ox41, Ox41, 0x41, 0x41,

Ox41, 0x41, Ox41, Ox41, 0x41, Ox41, 0x41, Ox41, 0x41, Ox41, First, we need to find the starting location (the
0x41, 0x41, 0x41, 0x41, 0x41, 0x41, 0x41, Ox41, Ox41, Ox4l, : .

0x41, 0x41, 0x41, Ox41, 0x41, 0x41, 0x41, 0x41, 0x41, 0x41, offset) of the XyZ array - this will be the

0x41, 0x41, 0x41, 0x41, 0x41, 0x41, 0x41, 0x41, Ox41, Ox41, .

0x41, Ox41, Ox41, Ox41, Ox41, Ox41, Ox41, 0x41, Ox41, Ox41l, beginning of P and Q

0x41, 0x41, 0x41, 0x41, 0x41, 0x41, O0x41, 0x41l, Ox41, 0x41,
0x41, 06x41, 0x41, 0x41, 0x41, 0x41, O0x41, 0x41, O0x41, 0x41,
0x41, 06x41, 0x41, 0x41, 0x41, 0x41, O0x41, 0x41, 0x41, 0x41,
0x41, 0x41, 0x41, 0x41, O0x41, 0x41, 0x41, 0x41l, 0x41, 0x41

1
int main()
{
int i;
for (i=0; i<200; i++){
printf("%sx", xyz[i]);
}
printf("\n");
}

29



Hash Collisions (Generating Two executable files with the same MD5 hash but
behave very differently)

fll)l?)ZZiseedéUH:~)hash_lab§ gcﬁ print array.c -o pa
[11/17/22]seed@VM:~/hash _1ab$ bless pa

/home/seed/hash_lab/pa - Bless

File Edit View Search Tools
o - &

pa B
0000Z2£fa6 |00 00 OO0 OO OO OO OO OO OO

Help

“EBE Qa

00 00 00 30

0000303e |41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41
00003051 |41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41
00003064 |41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41
00003077 |41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41
00003082 |41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41
0000309d |41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41
000030b0 |41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41
000030c3 |41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41
000030d6 |41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41

First Byte of xyz array

00002£fb9 |00 00 OO0 OO OO0 0O OO 00 OO 10 00 00

00002£fcc |00 00 OO0 OO 40 10 00 00 0O 0 00 OO 00 OO OO OO 0O T
0000Z£d4£|00 00 00 OO OO0 0O OO 00 OO D0 OO0 0D 00 OO0 00 00 00 e eieneennnnnnnnnn
0000Z£2£|00 00 OO0 OO OO0 0O OO 00 OO D0 OO0 0D 00 OO0 00 00 00 e eieneennnnnnnnnn
0000300500 0O OO OB 40 00 OO 00 OO 00 00 OO OO OO OO 0O OO T
00003018 |00 0O OO OO OO 00 OO OO g% 41 41 41 41 41 41 41 41 41 41)........ ARRARARARARRA
0000302k |41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 |AAAAARAARARAAAARAAA

ARARAARARARARRARRRRRRR
ARARAARARARARRARRRRRRR
ARARAARARARARRARRRRRRR
ARARAARARARARRARRRRRRR
ARARAARARARARRARRRRRRR
ARARAARARARARRARRRRRRR
ARARAARARARARRARRRRRRR
ARARAARARARARRARRRRRRR
ARARADBRRARRRRRARRRARAG

000030e9|43 43 3A 20 28 55 62 75 BE 74 75 20 39 2E 33 ZE 30 2D 31 |CC: (Ubuntu 9.3.0-1
0000D30cf |37 75 62 75 BGE 74 75 31 TE 32 30 ZE 30 34 29 Z0 39 2E 33 |Tubuntul~20.04) 9.3
O000310£|2E 30 00 00 OO0 OO0 OO OO0 OO OO OO OO OO OO OO OO 0D OO0 OO uD. i w et s i e e e aaan
00003122 |00 OO0 OO 0O OO OO OO OO OO OO OO OO OO OO0 OO OO0 0D OO0 D3| iimenneeaneennas
00003135|00 01 OO0 18 03 OO0 OO0 OO0 OO OO OO OO OO OO0 OO OO 0D OO0 OO0 i i s et s e ennnn
00003148 |00 00 OO 0O O3 00 02 00 38 03 00 OO OO0 OO0 OO0 OO OO 0O OOf.wwuuwenn B
Signed 8 bit: | 65 Signed 32 bit: | 1094795585 Hexadecimal: | 41414141 [ x]

Unsigned & bit: | 65 Unsigned 32 bit: = 1094795585 Decimal: | 065 065 065 065

Signed 16 bit: | 16705 Float 32 bit: | 12.07843 Octal: | 101101101 101
Unsigned 16 bit: | 16705 Float 64 bit: | 2261634.50980392 Binary: | 01000001 01000001 01000

Show little endian decoding Show unsigned as hexadecimal ASCII Text: | AAAA
Offset: 0x3020 / 0x425F ‘ Selection: None INS

We can find where xyz begins in our program easily,
because we filled it with A’'s

Start of XYZ = 0x3020 (Hexadecimal)
12320 (decimal)

MONTANA
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Task 4 on the lab

M-~/ L07 _hashg raf_ nrint arrav.c

}i
int main()
{
int i;
for (i=0; i<200; i++){
printf("sx", xyz[il);
}
printf("\n");
}

Our prefix will be bytes O-
oL 12320 of the program!

0x41, 0x41, We want our P and Q to be 128 bytes

s o Why 1287
Oxal, Ox4l, - Multiple of 64
0x41, 0x41, - Wont overflow an array of size 200

(12320 is not a multiple of 64, which means that some padding will
be added on, but in this case it’s fine because it will just go in our
array section)
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Task 4 on the lab

nrint arrav

Our prefix will be bytes 0-
12320 of the program!

We want our P and Q to be 128 bytes

Why 1287
- Multiple of 64
- Wont overflow an array of size 200

0x41, 0x41, 06x41, 0x41, 0x41, Ox41, Ox41, 0x41, 0x41, 0x41,
0x41, 0x41, 06x41, 0x41, 0x41, Ox41, Ox41, O0x41, 0x41, 0x41,
0x41, 06x41, 06x41, 0x41, 0x41, Ox41, Ox41, O0x41, 0x41, 0x41,
0x41, 0x41, 06x41, 0x41, 0x41, Ox41, Ox41, 0O0x41, 0x41, 0x41,
0x41, 0x41, 06x41, 0x41, 0x41, Ox41, Ox41, O0x41, 0x41, 0x41

b

int main()

{
int 1; . . . : : : :
f°£ri:§?i--;§3%;;y2{1}‘§- (12320 is not a multiple of 64, which means that some padding will
} be added on, but in this case it’s fine because it will just go in our

intf("\n"); i
, Prantrany array section)

MONTANA
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Task 4 on the lab

ash$ cat print arrav.c

®  ou preficuill be bytes
T I T ST I T T 12320 of the program!

We want our P and Q to be 128 bytes

Why 1287
- Multiple of 64
- Wont overflow an array of size 200

selAqQ 82T

13448

Therefore, our suffix will begin at byte # 12320 + 128 = 13448

int main()
{

int i;

for (i=0; 1<200; i++){
printf("%sx", xyz[i])

}

printf("\n");

} 16992 (size of executable)

MONTANA
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Task 4 on the lab

~ - Get contents of prefix and suffix
() [11/17/22]seed@UH:-/hash:lab$ head -c 12320 pa > prefix

#include <stdio.h>
Prefix [11/17/22]seed@M:~/hash_lab$ tail -c +12448 pa > suffix
unsigned char xyz[200] 12320 Tt T T T - ST - T - -

Use collision tool to get (prefix + P) and (prefix + Q)

[11/17/22]seed@VM:~/hash_lab$ md5collgen -p prefix -o prefix and P prefix and Q

MD5 collision generator v1.5
by Marc Stevens (http://www.win.tue.nl/hashclash/)

h$ cat print arrav.c

selAqQ 82T

Using output filenames: 'prefix and P' and 'prefix_and Q'
Using prefixfile: 'prefix'
Using initial value: fa3f7a62525b9c90471862a4a04139a5

13448 Generating first block:

Generating second block: SO1..
Running time: 1.78726 s
Prefix + [PADDING] P
MDS5 Collision
Prefix
Generator
» Prefix + [PADDING] Q
{
int i;
for (i=0; 1<200; i++){
printf("%sx", xyz[i]);
}
printf("\n");
1
b .
16992 (size of executable)
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Task 4 on the lab )

- Get contents of prefix and suffix
0 [11/17/22]seed@UH:~/hash:1ab$ head -c 12320 pa > prefix

Prefix [11/17/22] seedeVM:~/hash_Lab$ tall -c +12448 pa > suffix
12320

Use collision tool to get (prefix + P) and (prefix + Q)

[11/17/22]seed@VM:~/hash_lab$ md5collgen -p prefix -o prefix and P prefix and Q

MD5 collision generator v1.5
by Marc Stevens (http://www.win.tue.nl/hashclash/)

hash$% cat nrint arrav.c

eedQyM. ~ 0

S9IA(Q BCT

Using output filenames: 'prefix and P' and 'prefix_and Q'

Using prefixfile: 'prefix'
Using initial value: fa3f7a62525b9c90471862a4a04139a5

Generating first block: ..
13448 Generating second block: SO1..

Running time: 1.78726 s

Add suffix to programs
[11/17/22] seed@VM:~/hash_lab$ cat prefix and P suffix > programl.out
[11/17/22] seed@VM:~/hash_lab$ cat prefix and Q suffix > program2.out

SUffIX ®Verify that executables are different, but have the same hash

[11/17/22]seed@VM:~/hash_lab$ diff programl.out program2.out
Binary files programl.out and program2.out differ
[11/17/22]seed@VM:~/hash_lab$ md5sum programl.out
T489a326ed9c692f31leabccab06062ce programl.out
[11/17/22]seed@VM:~/hash_lab$ md5sum program2.out
f489a326ed9c692f31leabccab06062ce program2.out

16992 (size of executable)
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Task 4 on the lab

h$ cat print arrav.c

Make sure you still have a valid program ©

[11/17/22]seed@VM:~/hash_lab$ ./programl.out
000060000000000000000000000AO00OA2515c9822bBcB8e1c3265b6d48b082b19d4fae48dbe5b2412
773177388eble812afe86cc31T982b6T3d9ecda828b4dbdchb17¢c9d974a22315b9db0e36b2165c6d3d4
5981447c72b594f618043calede8b2546366ed15aeedbec86debb70259e58T498e442dabed82fco4
c67actbec66eab7dc38908fbc2d77dfe984141414141414141414141414141414141414141414141
4141414141414141414141414141414141

[11/17/22]seed@VM:~/hash_lab$ ./program2.out
000000000000000000000000000000002515¢c9822b0c8e1c3265b6d48b082b19d4f2e48dbe5b2412
773177388eble812afe86cc31T982b6f3d9ec8da828b4bdcb17c9d974a22315b1db0e36b2165c6d3d
45981447c72b5941618043caledeb2546366ed15acedbec86deb6b70259e581498e442dabedB82Fche
cbbacfbec66eab7dc38908fbcad77dfe984141414141414141414141414141414141414141414141
4141414141414141414141414141414141

[11/17/22] seed@VM:~/hash_lab$ I

Somewhere in this output, you
should find a small difference

int 1i;

for (i=0; i<200; i++){
printf("%sx", xyz[i]);

}

D ll\t;'lll III

16992 (size of executable)
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