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Announcements

Lab 8 Due TONIGHT

Research Project due on Sunday

Tomorrow @ 6:00 I’ll be giving a talk about 

malware detection and analysis in NAH 149 

(HackerCats)

Graduating Seniors: RSVP for the pizza 

party by tomorrow

You can earn extra credit by attending lecture next week
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Symmetric key encryption uses the 

same, shared, key for encrypting 

and decrypting
What is the one major hurdle we 

have not discussed yet?

How do the keys get sent without being 

intercepted? Do the keys get encrypted?
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Asymmetric Cryptography

AKA Public key Cryptography

The keys used for encrypting and decrypting data are different

Additionally, each user now gets two-keys. A public key, and a private key

This involves some complicated math, and I won’t go super 

deep into it. YouTube videos can explain it much better than I 

can 

RSA (Rivest–Shamir–Adleman) is the most popular public key cryptosystem. 

We rely on it whenever we do communicate securely on the internet 
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Alice

Asymmetric Cryptography (RSA)

Bob

Plaintext

Alice has a plaintext that she 

wants to send to bob
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Alice

Asymmetric Cryptography (RSA)

Bob

Plaintext

She uses Bob’s public key to 

encrypt her message

Public Key

Ciphertext
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Alice

Asymmetric Cryptography (RSA)

Bob

Plaintext

Ciphertext is sent over some 

medium

Public Key

Ciphertext

Eve can intercept this message,

But can’t decrypt it (public key is not used for decrypting!)
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Alice

Asymmetric Cryptography (RSA)

Bob

Plaintext

Ciphertext is sent over some 

medium

Public Key

Ciphertext

Eve can intercept this message,

But can’t decrypt it (public key is not used for decrypting!)

Ciphertext

Private Key

Plaintext

Decrypt
Bob uses his private key to 

decrypt the message. Nobody 

else knows Bob’s private key
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Asymmetric Cryptography (RSA)

If you multiply two prime numbers (p and q) 

together, the product can only be divisible by those 

two number

5183

??? * ??? = 5183

This is very difficult to figure out for the people that don’t know p or q

In fact, there is not an efficient program that can calculate the factors of integers

This problem is in NP
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Asymmetric Cryptography (RSA)

If you multiply two prime numbers (p and q) 

together, the product can only be divisible by those 

two number

RSA is based on large numbers that are difficult to factorize

The public and private keys are derived from these prime numbers

How long should RSA keys be? 1024 or 2048 bits long!

The longer the key = the more difficult to crack (exponentially)
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Euler’s Totient Function

Φ(n) = number of values 
less than n which are 
relatively prime to n

A number is relatively prime to n if they 

share no common factors

Φ(3127)

1

2

3

…

3125

3126

How many of these 

numbers are relatively prime 

w/ 3127?

Difficult.. But very easy for 

the product of two prime 

#s!

The Φ(n)  of a product of 
two prime numbers will 
always be (p-1)(q-1)
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Asymmetric Cryptography (RSA)
Alice Bob

Eve’s stolen goods

Step 1: Choose two large primer numbers, p and q

p = 53

q = 59
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Asymmetric Cryptography (RSA)
Alice Bob

Eve’s stolen goods

Step 1: Choose two large primer numbers, p and q

Step 2: Calculate the product n

p = 53

q = 59

n = 3127
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Asymmetric Cryptography (RSA)
Alice Bob

Eve’s stolen goods

Step 1: Choose two large primer numbers, p and q

Step 2: Calculate the product n

Step 3: Calculate Φ(n)

p = 53

q = 59

n = 3127
Φ(n) = number of values less than n 
which are relatively prime to n

1

2

3

…

3125

3126

How many of these 

numbers are relatively prime 

w/ 3127?
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Asymmetric Cryptography (RSA)
Alice Bob

Eve’s stolen goods

Step 1: Choose two large primer numbers, p and q

Step 2: Calculate the product n

Step 3: Calculate Φ(n)

p = 53

q = 59

n = 3127
Φ(n) = number of values less than n 
which are relatively prime to n

1

2

3

…

3125

3126

How many of these 

numbers are relatively prime 

w/ 3127?

Difficult.. But very easy for 

the product of two prime 

#s!



16

Asymmetric Cryptography (RSA)
Alice Bob

Eve’s stolen goods

Step 1: Choose two large primer numbers, p and q

Step 2: Calculate the product n

Step 3: Calculate Φ(n)

p = 53

q = 59

n = 3127
Φ(n) = number of values less than n 
which are relatively prime to n

The Φ(n)  of a product of two prime 
numbers will always be (p-1)(q-1)
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Asymmetric Cryptography (RSA)
Alice Bob

Eve’s stolen goods

Step 1: Choose two large primer numbers, p and q

Step 2: Calculate the product n

Step 3: Calculate Φ(n)

p = 53

q = 59

n = 3127

Φ(n) = 52*28 = 3016

Φ(n) = number of values less than n 
which are relatively prime to n

The Φ(n)  of a product of two prime 
numbers will always be (p-1)(q-1)
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Asymmetric Cryptography (RSA)
Alice Bob

Eve’s stolen goods

Step 1: Choose two large primer numbers, p and q

Step 2: Calculate the product n

Step 3: Calculate Φ(n)
Step 4: Choose public exponent e

p = 53

q = 59

n = 3127

Φ(n) = 3016

Φ(n) = number of values less than n 
which are relatively prime to n

e = 1 < e < Φ(n)
Not be a factor of n, but an integer
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Asymmetric Cryptography (RSA)
Alice Bob

Eve’s stolen goods

Step 1: Choose two large primer numbers, p and q

Step 2: Calculate the product n

Step 3: Calculate Φ(n)
Step 4: Choose public exponent e

p = 53

q = 59

n = 3127

Φ(n) = 3016
e = 3

Φ(n) = number of values less than n 
which are relatively prime to n

e = 1 < e < Φ(n)
Not be a factor of n, but an integer



20

Asymmetric Cryptography (RSA)
Alice Bob

Eve’s stolen goods

Step 1: Choose two large primer numbers, p and q

Step 2: Calculate the product n

Step 3: Calculate Φ(n)
Step 4: Choose public exponent e
Step 5: Select private exponent d

p = 53

q = 59

n = 3127

Φ(n) = 3016
e = 3

Φ(n) = number of values less than n 
which are relatively prime to n

K = some integer that will make 

the quotient an integer
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Asymmetric Cryptography (RSA)
Alice Bob

Eve’s stolen goods

Step 1: Choose two large primer numbers, p and q

Step 2: Calculate the product n

Step 3: Calculate Φ(n)
Step 4: Choose public exponent e
Step 5: Select private exponent d

p = 53

q = 59

n = 3127

Φ(n) = 3016
e = 3

Φ(n) = number of values less than n 
which are relatively prime to n

K = some integer that will make 

the quotient an integer
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Asymmetric Cryptography (RSA)
Alice Bob

Eve’s stolen goods

Step 1: Choose two large primer numbers, p and q

Step 2: Calculate the product n

Step 3: Calculate Φ(n)
Step 4: Choose public exponent e
Step 5: Select private exponent d

p = 53

q = 59

n = 3127

Φ(n) = 3016
e = 3
d = 2011

Φ(n) = number of values less than n 
which are relatively prime to n

K = some integer that will make 

the quotient an integer
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Asymmetric Cryptography (RSA)
Alice Bob

Eve’s stolen goods

n = 3127

e = 3

Φ(n) = number of values less than n 
which are relatively prime to n

p = 53

q = 59

Φ(n) = 3016
d = 2011

Alice’s Public Key

Secret Information
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Asymmetric Cryptography (RSA)
Alice Bob

Eve’s stolen goods

n = 3127

e = 3

Φ(n) = number of values less than n 
which are relatively prime to n

p = 53

q = 59

Φ(n) = 3016
d = 2011

Alice’s Public Key

Secret Information

Bob has a message to send to Alice

HI  → 89
Message must be converted into a number
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Asymmetric Cryptography (RSA)
Alice Bob

n = 3127
e = 3

Eve’s stolen goods

n = 3127

e = 3

Φ(n) = number of values less than n 
which are relatively prime to n

p = 53

q = 59

Φ(n) = 3016
d = 2011

Alice’s Public Key

Secret Information

Bob has a message to send to Alice

89
Use Alice’s Public Key to encrypt
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Asymmetric Cryptography (RSA)
Alice Bob

n = 3127
e = 3

Eve’s stolen goods

n = 3127

e = 3

Φ(n) = number of values less than n 
which are relatively prime to n

p = 53

q = 59

Φ(n) = 3016
d = 2011

Alice’s Public Key

Secret Information

Bob has a message to send to Alice

89
Use Alice’s Public Key to encrypt
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Asymmetric Cryptography (RSA)
Alice Bob

n = 3127
e = 3
c=1394

Eve’s stolen goods

n = 3127

e = 3

Φ(n) = number of values less than n 
which are relatively prime to n

p = 53

q = 59

Φ(n) = 3016
d = 2011

Alice’s Public Key

Bob has a message to send to Alice

89
Use Alice’s Public Key to encrypt

Alice decrypts message using her private key
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Asymmetric Cryptography (RSA)
Alice Bob

n = 3127
e = 3
c=1394

Eve’s stolen goods

n = 3127

e = 3

Φ(n) = number of values less than n 
which are relatively prime to n

p = 53

q = 59

Φ(n) = 3016
d = 2011

Alice’s Public Key

Bob has a message to send to Alice

89
Use Alice’s Public Key to encrypt

Alice decrypts message using her private key

89
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Asymmetric Cryptography (RSA)
Alice Bob

n = 3127
e = 3
c=1394

Eve’s stolen goods

n = 3127

e = 3

Φ(n) = number of values less than n 
which are relatively prime to n

p = 53

q = 59

Φ(n) = 3016
d = 2011

Alice’s Public Key

Bob has a message to send to Alice

89
Use Alice’s Public Key to encryptn = 3127

d = 2011

Alice’s Private Key

What does eve know??

These is very difficult to figure out, 

since she does not know the 

factorization of n
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Asymmetric Cryptography (RSA)

We now have a method for sending secure messages over a possibly unsecure channel!

This method is known as the Diffie Helman Key Exchange

RSA is built on DHKE to create an

encryption/decryption algorithm
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We now have a method for sending secure messages over a possibly unsecure channel!

Limitation of RSA: Can only encrypted data that is 

smaller or equal to key length ( < 2048 bits )

Asymmetric Cryptography (RSA)
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We now have a method for sending secure messages over a possibly unsecure channel!

Limitation of RSA: Can only encrypted data that is 

smaller or equal to key length ( < 2048 bits )

What could we encrypt instead??

Asymmetric Cryptography (RSA)
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We now have a method for sending secure messages over a possibly unsecure channel!

Limitation of RSA: Can only encrypted data that is 

smaller or equal to key length ( < 2048 bits )

What could we encrypt instead??

The key for a symmetric cryptography algorithm! ( < 2048 bits)

Asymmetric Cryptography (RSA)
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• Same key used for encrypting and decrypting

• Using block ciphers (AES), we can encrypt an arbitrary size of data

• Issue: How to securely share secret keys with each other?

• Two keys: Public Key (a lock), and a price key  (the key)

• Public key is used to encrypt. Private key used to decrypt 

message

• Using math, we can securely send messages over an unsecure 

channel without sharing any sensitive information

• Issue: We can not encrypt stuff bigger than our key (2048 bits)

• Often times, symmetric and asymmetric cryptography are used together

(use RSA to send the key for symmetric crypto!)
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We know that Public and Private keys are derived from big prime numbers

(We are talking hundreds of digits long…)

Our computer can't compute products and exponents for such large numbers

OpenSSL on our VMs has tools for generating public/private RSA keys
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BIG NUM API
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Digital Signatures

• What is a unique identifier for bob? What is something that only bob knows and nobody else? 

➢ His private key

Bob encrypts his hashed message using his private key, and sends the signed hash, along 

with message to Alice

When Alice receives this message, she must 

find a way to decrypt the signed hash

She will use Bob’s public key
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Digital Signatures

• What is a unique identifier for bob? What is something that only bob knows and nobody else? 

➢ His private key

Bob encrypts his hashed message using his private key, and sends the signed hash, along 

with message to Alice. Alice decrypts using his public key and verifies that the hashes match

Sending a digital Signature Verifying a digital signature
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Digital Signatures

How do we know that this is Bob’s public key ?

We don’t have a way to link entities to their public keys
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Digital Certificates

Certificates are an authoritative document that links entities (person, router, organization) to their public key

Creating certificates are done by a Certification Authority (digicert, lets encrypt, comodo)

Some are more trustworthy than others…

On your web browser, you 

exchange certificate 

information with the websites 

you are visiting
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Bob Alice
Alice’s Public Key PK

Generate Secret S

S encrypted using PK
Decrypt S using

Alice’s Private key

Session Key KSession Key K

Data encrypted using K

(Symmetric Key Encryption)

Application: HTTPS and TLS/SSL
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Symmetric Crypto, Asymmetric Crypto, and Hashing all work 

together to send secure, authentic messages
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